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Objectives

 Recap: NSM baseline principles 

 Monitor and control your system 

 Intrusion Prevention System (IPS) 

 Intrusion Detection System (IDS) 

 Domain examples
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NSM baseline principles

➡ Source: https://nsm.no/regelverk-og-hjelp/rad-og-anbefalinger/
grunnprinsipper-for-ikt-sikkerhet-2-0/introduksjon-1/  

➡ Identify & Map your system 
➡ Protect &  Maintain security 
➡ Detect & Remove vulnerabilities 
➡ Handle incidence & Restore system 
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NSM - Identify & Map 
Map Management structures, deliveries and supporting systems

➡ Strategy and prioritised goals 
➡ Structures & process for security management 
▪ policies, responsibilities, processes 

➡ Tolerance levels for risk 
▪ in general and ICT risks 

➡ Perform ICT risk management  
➡ Map infrastructure, critical business roles, ICT 

dependencies 
➡ Map information processing and data flow 
➡ similar processes for software, users and access 

➡ Result: Establish secure ICT architecture, training and 
access lists
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NSM: Protect & maintain

➡ ensure security in procurement and development 
processes 

➡ establish a secure IT architecture 
➡ ensure a secure configuration 
➡ protect your business network 
➡ control data flow 
➡ have control over identities and access 
➡ protect data at rest and in transit 
➡ protect e-mail and browser 
➡ establish data recovery capability 
➡ integrate security into the change management process 
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NSM: Detect & Remove

➡ detect and remove known vulnerabilities 
and threats 

➡ establish security monitoring 
➡ analyse data from security monitoring 
➡ conduct penetration tests 
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NSM: handle and restore

➡ prepare for handling incidents 

➡ assess and classify events 

➡ control and handle events 

➡ evaluate and learn from events 
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Intrusion Prevention/Detection 
Systems 

➡ Intrusion Prevention System (IPS) 
▪ stop potential threats before breaching 

the system 
▪ firewall, honeypots, AI 

➡ Intrusion Detection System (IDS) 
▪ an attempt to break or misuse the 

system 
▪Monitor, Identify & Mitigate the damage 
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IPS vs IDS   
applied to ENISA threats Jul2022-Jun2023
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threat prevent - IPS detect - IDS

Ransomware 31.3%

DDoS 21.4%

Data theft 20.1%

Malware 8.24%

Social Engineering 7.9%

Information Manipulation 4.8%

Web threats 3%

Supply chain 2.1%

zero day 0.05%
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IDS vs IPS
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https://www.techtarget.com/searchsecurity/tip/Unpack-the-use-of-AI-in-cybersecurity-plus-pros-and-cons
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How an intrusion works

➡ Exploit different programming errors (e.g.: buffer 
overflow, no input validation) 

➡ Unexpected input (e.g.: tamper with TCP checksum, 
fragmentation) 

➡ Combination with creating special circumstances 
➡ IDS need a baseline to work properly 
➡ Baseline creation very much depends on the use 
➡ We always assume, that they who attack behave 

differently
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Industrial attacks

➡ injection, man-in-the-middle, replay etc. 
➡ Long life, high utilisation of equipment and 

legacy support open for more attacks then in 
an office case 

➡ SCADA compared to DCS/PCS 
➡ Resilience and restoration 
➡ Because of the use of COTS products, you 

actually might use the very same exploits, like 
windows on HMI 
▪ See the Hydro ransomware case (LockerGoga)
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https://news.microsoft.com/source/features/digital-transformation/hackers-hit-norsk-hydro-ransomware-company-responded-transparency/

March 2019: all 35.000 employees affected
- financial impact: $71 million
- based on infected email
Response
- no ransom payments
- ask for expert help
- open information
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http://large.stanford.edu/courses/2015/ph241/holloway2/
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Maroochy Shire Sewage Spill (2000) 
intruder attacked digital control system (SCADA)

➡ fake “Pumping 
Station 4”; 
suppressing 
alarms; controlled 
300 SCADA nodes 

➡ 46 separate 
attacks, releasing 
1000 tons of raw 
sewage into public 
waterways
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https://web.mit.edu/smadnick/www/wp/2017-09.pdf 

https://web.mit.edu/smadnick/www/wp/2017-09.pdf
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IPS vs IDS   
how to prevent?
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threat prevent - IPS detect - IDS

Ransomware 31.3% virus detection, 
email,…

increased activity, “stopp”, 
separate backup

DDoS 21.4% attack surface 
reduction, threat 

monitoring

scalable DDoS tools (

Data theft 20.1% firewall, access 
control, onion principle

traffic monitoring

Malware 8.24% anti virus malware/virus detection

Social Engineering 7.9% training anomaly in access 

Information Manipulation 4.8% firewall, verified 
addresses, whitelists

anomaly detection

Web threats 3%

Supply chain 2.1%

zero day 0.05%
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IDS flavours

➡ IDS can be based on both 
▪ Anomaly detection (heuristics) – challenge is 

good training and right set of sensitivity 
▪ Signature-based – challenge is to deal with new 

attacks 
➡ Or by location 
▪ Host-based: the host os or application is running 

the logging, no additional hardware 
▪ Network-based: filters traffic, independent of 

clients 
➡ Distributed IDS e.g. AI Protection
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https://www.techtarget.com/searchsecurity/tip/Unpack-the-use-of-AI-in-cybersecurity-plus-pros-and-cons
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Take away from L13 Intrusion Detection

➡ NSM Principles for ICT security 
(v2.0) 
▪what do these terms include? 

➡ Intrusion Prevention System (IPS) 
▪ stop potential threats before 

breaching the system 
➡ Intrusion Detection System (IDS) 
▪Mitigate the damage 
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