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Paper content: Introduction

$2 000 000 by 2020



Paper content: introduction



Paper content: what to secure?

• Industrial IoT: the explosion of IP-connected devices used in 
industrial control systems, manufacturing, utilities and 
transportation.

• Evolution: from no network between components to the Ethernet

• Layers of security concerns:
• Network layer;

• System layer.



Paper content: what to secure?

• Network layer of security: protocols
• Modbus,

• DPN3,

• IEC 61850,

• Ethernet/IP,

• Profinet,

• Proprietary protocols,

• …

http://www.automationinside.com/2015_01_01_archive.html



Paper content: what to secure?

• System 
layer of 
security: 
vendors 

The vendors 
vary depending 
on industry 
sector and 
geography, but 
there are 
several leaders.

http://www.statista.com/statistics/257058/ranking-
of-the-leading-automation-vendors-worldwide/

Leading automation vendors worldwide in 2013, 
based on revenue (in billion U.S. dollars)



Paper content: what to secure?

• Vendors produce millions of industrial devices:

• Small fraction of the devices needs software packages running on standard
Windows and UNIX systems. 

• The majority of devices are small, embedded systems running real-time 
operating system, communicating using the protocols, and being used for a 
very specific part of an operation process.

• One-way communication devises (data diodes).
• Remote access devices that work over cellular networks.
• Protocol translating gateways that can speak many of the industrial protocols.

PLCs (programmable logic controllers); DCSs (distributed control systems); Sensors;



Paper content: risks
https://ics-cert.us-cert.gov/sites/default/files/Monitors/ICS-
CERT_Monitor_Sep2014-Feb2015.pdf.



• One of the fundamental tenets if industrial security is to reprioritize:

• The risk that a sophisticated attack could take a human life is high.
• Extreme focus on availability.

Paper content: risks

C - Confidentiality
I - Integrity

A - Availability

S - Safety
A - Availability
I - Integrity
C - Confidentiality



• Network perspective:
• Vulnerable protocols: Dozens vulnerabilities have been published against 

industrial protocols such as DNP3;

• Lack of secure design of network architecture:
• few network controls, 

• bad segmentation. 

• Industrial specifics: 
• highly customized environment,

• Long life cycles,

• Extreme focus on availability.

• System perspective:
• Lack the system controls such as

• Authentication, authorization, logging, change management.

• Vendors have incorporated only the basic security controls into the industrial 
automaton solutions produced today. 

Paper content: risks



Common standards for industrial environments:

• NIST SP800-82 R2, Guide to Industrial Control Systems Security, 247 
pages

• ISA/IEC 62443 (formerly ISA99) - Security for Industrial Automation 
and Control Systems
• Example: 

Paper content: solutions



Paper content: solutions

• Approaches:

• Make a new deployment with appropriate network and system controllers. 
Not always possible.

• Retrofit existing environment is difficult due to industrial specifics:
• Availability is prioritized -> 

normal traffic should pass without delay -> 
any changes should be modeled and tested 
before they meet the production.

• Need for re-examine traditional controls? -> 
scanning of the system -> 
could cause delays -> DoS -> not possible -> 
modelling.

• Proprietary protocols? -> 
reverse engineering -> one small misunderstanding -> DoS



Paper content: conclusions

• Messages for vendors:



Paper content: conclusions

• Messages for industry actors:



Evaluation: Information about the paper

• Article was written for the ISSA Journal.

• Short: 6 pages.

• Author: chief research officer at Tripwire.

• Target audience: non-scientific readers interested in cybersecurity.

• Message of the article: to tell people how the things are in IIoT. 







Evaluation: Categorization

• Simple language, generalization of facts;

• No particular goal for research;

• No particular industry or case was studied;

• No particular results achieved;

Conclusion: non-scientific paper.

• Interesting to read;

• Wide (not deep) overview; 

• References to sources we can trust;

• Concise.

Conclusion: good article.


