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Next Generation Internet as
basis for empowerment and trust
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Why Inclusion?

2014: Basic Internet
«Connect the
Unconnected»

= "The German coming to the Nordics”

= Radio, Communications, Remote Sensing
= Siemens, European Space Agency (ESA)
= Telenor: 3G development (Kjeller)

= The Nordics & Baltics

= Internet to Europe (1973), Pioneers: Vint, Paal, Yngvar

= .php, OpenSource, Linux, Skype, Spotify
= OperaSoftware, FAST Search

= Nokia, Ericsson

= Telenor, TeliaSonera

= "Internet to Africa” (2012)
= Basic Internet Foundation (2014)
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The Internet of Things (IoT)
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Internet of Things (IoT)

= Interconnected power systems

=

= measure: O
~ Voltage, = Consumer
» Frequency variation = Electronics
- O — |
=automatic control /* = ({
s )
= Controlling home appliances S
= Power consumers: o |

- heat pump, water heater \

software
> car charger i

~ washing machine, dish washer
= Convenience & Security

g Monitorin
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Internet of Things (IoT)

loT

|

Smart City/
Future Home

Industry4.0

Societal Security
Trust, Economics
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Automation will come

USA work force time spent [%] Technical automation potential 2016 [%)]

® Predictable physical work @ Data processing 80 % Source: Where Machines
® Data collection ® Unpredictable physical work 78 9, could replace humans,

©® Stakeholder interactions Applying Expertise McKinsey 2016

@ Managing others
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Significance :
21 Hacked Cameras, DVRs Powered Today’s
Massive Internet Outage 160ct2016

A massive and sustained Internet attack that has caused outages and network

I OT Sec u rity C h a I Ie n g es congestion today for a large number of Web sites was launched with the help of hacked

“Internet of Things” (I10T) devices, such as CCTV video cameras and digital video recorders,

- M i ra i a tta C k new data suggests.

Earlier today cyber criminals began training their attack cannons on Dyn, an Internet

1 . . /b - . arre the : " - , e
O SeCU rlty by ObSCU rlty lnfrastnfctu?e company that provides c1.°1t1cal technology services to some of. the Internet’s
top destinations. The attack began creating problems for Internet users reaching an array of

= different security viewpoint

sites, including Twitter, Amazon, Tumblr, Reddit, Spotify and Netflix.

.

= it is just the beginning”
= 4Xx Increase Iin capability in 2018

United States
of America
Bahamas

\
Cuba ™

México . Yurksland Caicos

[Source: https.//krebsonsecurity.com/2016/10/hacked-cameras-dvrs-powered-todays-massive-internet-outage/ |
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Trust for IoT

Wireless Train Coupling

https://www.youtube.com
watch?v=pMQOCWzOKTI

"Building Trust in the Internet of Things"

92 )

PRIVACY

SECURITY USABILITY

C ’
SCOTT DEMONSTRATOR BOOKLET

SCOTT USE CASE BOOKLET TRUSTAB”.'TY

What is SCOTT? «
SCOTT RESULTS “0gp)

Publications
YouTube

SCOTTproject.eu
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Internet of Things (IoT)
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5G: Speed, Bandwidth, latency and much more

Service & Sustainability

- , Seamless integration  Security,
t Sustainability

| _ )\ Mobile broadband
' services

LB

Web, Multimedia,
Communications

LB

Mobile telephony, SMS,
FAX, Data

LB

Mobile telephony

1970 1980 1990 2000 2010 2020

[adapted from Per Hjalmar Lehne, Telenor, 2000]
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100 Mbps

whenever needed

= enhances Mobile a0 Sbps
Broadband

10 000

x more traffic

10-100

X more devices

, <1 ms
= massive IoT
MZM Massive Critical
ultra low cost machine machine
communication communication
= ultra Reliable, Low Latency 10 year eliabiity

communication
mloT URLLC

[source: Nokia https://networks.nokia.com/5g/get-ready]
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5G - hva mangler vi

=)
=) # 5 Gfo rAI I Mobile Broadband \
- . @ ({; D“

= radio interface: Large cell,
low mobility sites (low density rural areas) Massive ‘°T<\

« freemium model for access Lol
(freemium = free + premium) ‘ '

Reliable

= Missing aspects in 5G 0101 E / m|oT URLLC
' ' 0100

= interface mobile-home network Free access to information
- we become network operators s

= application-specific routing (service quality)

= interference with unlicensed technologies

\(Itra-low latency
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Startin g Point: WINNER OF THE NOBEL PRIZE IN ECONOMICS

|
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HOW TODAY'S DIVIDED SOCIETY
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“Our vision is
to improve the life of every human

through free access to information on the
Internet....”

EDUCAIIN

GOOD HEALTH
AND WELL-BEING

DECENT WORK AND
ECONOMIC GROWTH

REDUCED PARTNERSHIPS
1 INEQUALITIES 1 FOR THE GOALS

E & _z‘ ol @

= rgy & Internet Lite for Al

Target 9.C Target 16.10
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Proof of concept

= Koye Secondary and Preparatory
School

= connected as part of African
Innovation Week 2019

= Using mobile network

—
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Ethiopia did it!

= COVID-19 response
= ‘free access to health & education”

="zero rating”

> Health (MoH): MoH.gov.et
~ Ephi.gov.et & Covid19.et

~ Education: National Digital Library
NDL.ethernet.edu.et

Innovation Week (AIW2019)

= follow-up from discussions after African

N TN b e W A T NE .
0T 24 ¢ 2012 9.9°
¥ Atw U .OL. ..\-I:‘\.“. £ N P /’.-...:..

X

@ g&?jg telecom"

AT BAP® PNETT TIPUCT TRI9T 199 PF WG (DI°USLY
YPPUCTE MLEPFY h http://ndl.ethernet.edu.et/
M9? 9917 R YL FA KR4

NAETY TPES ALdH (COVID-19) MACH%? AGDNANA NADYINT Nk
NChF ACPPEPF ATOAS ALY NNHU® (Dhha 16 e T9°UCT
NOYLLM TP F T NIRPR (DLLT LFDPA::

hHU DC NHELH NI NN 21 7 2012 9.9° E9°C Th&+d +9°UCT
TRIPr MI°UE NS T9%PT NTPUCT DG 28T SATD) A%
EPF n http://ndl.ethernet.edu.et/ M? 9977 N&FNA
NI9EL™ LADITC 99N T974 LT NI&PMA TNNAY ANTPOR 99ECT) NEAF
LATA::

N+MANE Uzd NIEFY NADLCHY OPFR DB AUNSTAN ARAM:
PITHTY SMLS 2LNEC http:/www.moh.gov.et T SAFTRS UNTNAN
MS ALY http://www.ephi.gov.et NAU ?1$FE PAL 19
M&MMLE NCSY £4-187Y http:/www.covidl9.et M AN (DY

e DPA: /

ITS 202



DECENT WORK AND
8 ccovoncarowrs | d€cent work

Public Opinion on SDGs =
(afrobarometer.org ) ; ;

AND WELL-BEING 27%
26%

9 INDUSTRY, INNOVATION

= Priorities by people in Africa _
sonerastocrore | Industry 24%

= decent work N B 24%
=Zero hunger

= good health

NO
1 POVERTY no poverty BZi/ need to
!
13%
[N
FE | 5
REDUGED i
| 2 nice to
GENDER have
| 1

hitps://blogs.worldbank.ora/africacan/how-do-africans-priorities-align-with-the-sdgs-and-government-performance-new-results-from
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Summary
“Access, Skills, Regulations & Inclusion”

Where can
Technology meets global challenges IoT help us?

= Billions of sensors <=> electronic waste

= Cyber-/IoT-security <=> Trust and Societal Security
connectivity

= Automation, Industry4.0 <=> Trust and Transparency

Digital Cooperation
= “Free access to information on the Internet”
= Internet & technology for the society S
= Project 1: IoT (AI, ML) for Ethiopia AN
= Project 2: School Connectivity 0

ofo|@DmE
Hu mmm
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45 schools connected Sep/0Oct 2021

School locations AHERI -N

# name location & P [r--\] A N\ 4o L5% ,,/’—
1 ST. PAUL ORIANG MIXED SCHOOL | http://plkits it / \ 5 M ha gty A eAK Kaimos
2 ORANDO MIXED SEC SCHOOL http://pl - - Q e — B o Ve \Chava I
3 MALELE MIXED SEC SHOOL http://pELE - iubver] ap @__ LA
ULAFU MIXED SEC SCHOOL http://pl Sﬂ?&ﬂ‘![b *E Uik Al Kondele : Kaptumo L
BISHOP OKOTH GIRLS MBAGA SEC S http://pl /2. l, e, S a fq rl co m
L kﬁo or) 3|rrlq(

PALA MIXED SEC SCHOOL http://pl U-V“i“" lh@
KOLWENY KINGSWAY SEC SCHOOL | http://pl

AR
" @)
Ao | Sl x&@ K'S“m“ COU”W

10 DANIS OBARA SEC SCHOOL http://pl

parallel to

11 ATELA MIXED SEC SCHOOL http://pl ’\\ : APLIOYC ]}.x EGISGHO0 (W L S L ' ' G I G I t f t
12 WANG'APALA BOYS HIGH SCHOOL |http://pl '. g S|aya cou nty 2 / [ Y 6, S e — connecC IrS
13 APUOYO MIXED SEC SCHOOL g Usenge ‘_ X Q} KiSian S Kibos )

14 AGORO OYOMBE SEC SCHOOL http://pl ~~. Duts TN ¥ P isumu | p h ase

15 RINGA GIRLS HIGH SCHOOL http://pl Bondo : Y BNt o .

16 ORERA MIXED SEC SCHOOL http://pl Hi)@i \ | M b [

17 DUDI GIRLS SEC SCHOL http://pl Lwak ®—>\ Oro r;'lqg o - 5 |t / S over
18 BORO MIXED SEC SCHOOL httpzxp: ,&E@I.A@n}g 100 o & T TN LTE

19 ST BARNABAS SEC SCHOOL http: —~ A harn? o -

20 SINAGA GIRLS SEC SCHOOL httg://gl FASembo s Ahr“\ . e (dedicated SIM

21 DIENYA SEC SCHOOL http://pl Port Southby ’ / A..K@Mli@jdij@g >

cards)

58 USD/month

22 RAMULA MIXED SEC SCHOOL http://pl - | ’
23 DHENE MIXED SEC SCHOOL http://pl e

24 ST WILIAMS GENDRO SEC SCHOOL |http://pl 4 5 SC h OO I §3p KO d‘"ro AL : \
25 ST PATRICK'S SENGERE SEC SCHOOL |http://pl b . Awachis
26 ST MAR'YS YALA SCHOOL http://pl ' |

27 NGIYA MIXED SEC SCHOOL http://pl 27 50 1 Students Bipaplonditi

28 OBAMBO MIXED SEC SCHOOL http://pl % S

ENGUTCTTNEYE  connected Séb/ Oct 2021

| //p)
sponsored by our #/»

premium partner P/ /)

p://pl e oare”’ Homa Lime y & Kosele
: M 'bl'.a._ Kowuor 4 ~ =
http://pl gaino J \\ / \
: ne < . \
: , f % AwachjlTende
. ( 'wala // \ e '1 r“-\\lnl@ﬂ’:@ ._
) ‘.J\UQ[C )
c | = 7 |
. Sena o " \\\ Hom 3(23,3 /-/{ \, ‘ | 7~lkonge
7 dlr[db L~ —"'K'C.'r‘.',-o | - /‘/ P .\, P\C:]‘:'Q| ' \ _/" |\_
- K N\ : / iL Nyamira/ 3
Ny .

\ \‘\\ } f/— :
\ : / A T ; .
||' \ \ o L) ‘\ | \
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https://basicinternet.org/premium-partner-dent-wireless/

Solving the challenge of access

........

= wireless information tormet link
spot (InfoSpot)

= Reaching out >20 km
to mobile network

= Affordable solution:
OPEX <20 USD/
month

3G/4G (UMTS/LTE)

LNCC =
network controller f= =

,2. et
=P

»

Society Server

Raspberry Pi 3+
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s SESA

Morocco

What is SESA?

ons for Africa

SESA is a collaborative project between the
European Union and nine African countries
(Kenya, Ghana, South Africa, Malawi, Morocco,
G A e IR e Rwanda
Namibia, Tanzania, Rwanda and Nigeria) that aims at e, gy Tanzania
providing energy access technologies and Halaw

business models that are easily replicable and " Namibia

generate local opportunities for economic  South Africa

Al'

development and social cohesion in Africa.

& SESA

https://sesa-euafrica.eu


https://sesa-euafrica.eu

The technologies on focus

r -
-l

Decentralised renewables Second life electric vehicle (EV) Waste/Biogas-to-energy
(Solar PV) batteries for stationary energy systems
storage
"
A N o’
[
L kk ’
A l— - ’ s our
'V e »\_'!'-7_“‘ l‘ :contribution
. . . . . Rural internet access & O
Climate-proofing, Smart micro-grids |B S|C\
" d ad . A free Energy |nformat|on ' i
resilience and adaptation ‘.. . | HtL ernet
S m - undation

\7

/% SESA



Nextcloud.Basiclnternet.orc
open documentation (registration)

Read me for LTE anten na CO nfiguration Configuration (if you don't do that, we will end up with two configurations conflicting with each

other)

Download Winbox.exe from Mikrotik and connect your antenna. Make sure to paririeleionle 4 Febj11j2022 14:19:46__memor bridge, info “WANLAN bridge” mac address changed to 48:

715 Mesh &1 Reset Configuration
e connect the power overlethernet (PoE) adapter such that "data+power" goes to the antenna. &5 1P 6
* cable connects to port 1 (PoE in), see https://vimeo.com/354375901 8 g e yia local
Lance

|| No Default Configuration
|| Do NGt Backup

SIM card is inserted (make sure to remove the PIN)

L Files Run After Reset:
Log

S RADIUS
S-Taols Reset Configuration

«
»

@ new Terminal 4 1 after reboot

Do you want to reset all your configuration and reboot?

¥4 MetaROUTER 9 items j 3 Yes] No

3. Connect cable from LTE to ; System_ResetConfiguration.png
electricity (port: data & PoE)
4. connect PoE device to ) The device will reboot. After, reboot, connect again using Winbox, and open terminal "New
LNCC (port 1) : Terminal"

Related Videos

Establishing a Village @ Autoplay next video

Information Spot for Free o
Access to Information % Joosthol /interface lte

set [ find ] mac-address=AC:FF:FF:00:00:00 mtu=1500 name=ltel network-
mode=3g, lte

Paste the following code into the terminal (in Winbox)

How_to_connect_Basiclnternet.png

First, check if you see two green diodes (power & SIM). If you only see one light, it means that the
antenna is not working with the Operator network (Vodacom, Tigo, MTN,...). If your antenna is /interface bridge
configured, go directly to 01Control.md and check for errors - if not configured, follow the steps add comment="Bridge WAN(LTE) to LAN through Ether2" name=WANLAN_bridge

below to install the software.

Digital Transformation & Inclusion Apr2022, Josef Noll


http://nextcloud.BasicInternet.org

