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What is the article about?
● An attack on the electrical system in Italy

● Structure of the control system

● Attack scenarios
○ Malware
○ DoS

● Impact of a potensional attack
○ Costs, economy
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Introduction

● Generation, Transmission, Distribution
● What level of security investment should be considered 

adequate? 
● Who bears the costs?
● The damage, distribution between suppliers and 

customers
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Structure of the Industrial Control System
● Client/server network 

○ connects HMI client stations of the SCADA and auxilliary servers
● Control network 

○ connects the controllers, OPC servers and engineering workstations

Implements two protocols:

● IEEE 802.1w Rapid Spanning Tree Protocol
● IEC 62439 Medium Redundancy Protocol
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Structure of the Industrial Control System
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Attack Scenarios
● Stuxnet discovered 2010

● Malware that exploits vulnerabilities 
○ not only SCADA
○ other systems aswell

● DoS attack
○ big delays
○ frozen data and useless info
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● The effects of the scenarios had
○ both dramatic consequences for network performance
○ different dynamics
○ different durations for recovering
○ situation leading to shutdown

● Differences for the attacks
○ Malware took longer to cure than a DoS attack

■ could come from several nodes
○ DoS affected only a few devices 

■ easier to isolate from the network

● Both attacks was considered time consuming
● Main consequence is a sudden loss of hundreds of MW
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● Events added for for a realistic scenario
○ informatics attack on highest generation power plant
○ outages of other plants due to frequency
○ maintainance on the connection to the NTG
○ isolated but supplyed because of the local subgrid

● Causes a total blackout of the area

● 1-3 hours for renewable sources
● 6 hours for a full recovery
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Impacts of Attack
Hourly profile in absence of an attack, and in case of an attack
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● Evaluation of the Economic Impact
○ Productive sector
○ Electricity industry

● Productive sector
○ Refers to related work
○ Value Added (VA)
○ Electricity Consumption (EC)
○ Value of Lost Load (VoLL)
○ Gives a good guess of potentionally loss
○ About 35 million euros
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● Electricity industry

○ Value of unsupplied energy
○ VA lost for generators
○ 2 million euros
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Conclusion 
● Outage of one part leads to a widespread shutdown
● Security investment should therefore be considered
● Productive sector suffered much more than the electricity industry
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Evaluation of the article and key findings
● Refers often to other work

○ Shows that they have a lot of work to refer to
○ Knowledge could also be outdated

● Many long sentences with much information ex. ->

 

● Details
○ Goes very deep in details some places
○ Not so deep other places, ex. Stuxnet example
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● Attack scenarios
○ Missing details
○ How did they measure the different durations on recovery time?

● Impact of the attack
○ Ignores other costs and other consequences
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● Almost 60% “other costs”
● What are the other costs?
● Ignores other costs

○ Mentioned in the text
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● Compared this study to other similiar studies
○ About the same result in percentage

● Other consequences
○ Psychological damage
○ Health and lives more important

● Views of the authors only
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