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» What is key management?
> Kerberos?

» X.509

> PKI

> ldentity federation
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The key management challenge

Number of keys in network with n nodes:

N = (n-1) + (n-2) + ......... +1=

@/ n(n-1)/2

b
/ 300 44 850

, H» 10.000 49 995 000
- E
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Possible solutions

» Group keys
» Key Distribution Centre (KDC)
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Elements of key management

» Key planning
» Generate key
» Reqgister key
» Distribute key
» Install key

» Key storage
» Key usage

» Key update
» Archive key
» Destroy key
» Key accounting
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Kerberos

» Framework for user
authentication and key
management in distributed
networks

» Development started at MIT
as part of the Athena project
(1983-1991)

» How to ensure that only
authorized users were given
access to a specific service

» Released in two versions 4
and 5 “ Kerberos is the three-headed dog that guarded

> Primary based on symmetric the entrance to Hades” —Ancient Greek myth.
cryptographic techniques

Spring 2012 UNIK4250 Security in Distributed Systems 6




Kerberos Requirements

* Its first report identified requirements as:
— Secure
— reliable
— transparent
— scalable
» Implemented using an authentication protocol
based on Needham-Schroeder
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Kerberos v4 Overview

> a basic third-party authentication scheme

» have an Authentication Server (AS)
® users initially negotiate with AS to identify self

® AS provides a non-corruptible authentication credential

(ticket granting ticket TGT)
» have a Ticket Granting server (TGS)

® users subsequently request access to other services

from TGS on basis of users TGT
» using a complex protocol using DES
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Kerberos 4 Overview

once per
user logon
session

1. User lags on to
warkstation and
requests service on host. -
vice
st ser
reauet &

3. Workstation prompts
user for password and
uses password to decrypt’
incoming message, then
sends ticket and
authenticator that
contains user's name,
network address, and
time to TGS,

once per

5. Workstation sends service session

ticket and authenticator
o server.

2. S verifies user's access right in
database, creates ticket-granting ticket
and session key. Results are encrypted
using key derived from user’s password

Kerberos

Jruthentication
1 server (A5) l
/

—w  Ticket-

granting
| —1 Server (TGS)

4.7TGS decrypts ticket and
authenticator, verifies request,
then creates ticket for requested
server.

6. Server verifies that
ticket and authenticator
match, then grants access
toservice. If mutual
authentication is
required, server returns
an authenticator.
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Protocol 1st version

(1) C > AS: ID¢ || Pc || IDy
(2) AS — C: Ticket
(3) C > V:ID¢ || Ticket

Ticket = E(K,,[ID¢ || AD¢ || ID\])
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Protocol 2nd version

Once per user logon session:
(1) C— AS: ID; || IDygs

(2) AS > C: E(K, Ticket;gs)
Once per type of session:

(3) C > TGS: ID¢ || IDy, || Ticket;gg
(4) TGS — C: Ticket,

Once per service session:

(5) C — V: Ticket,

Ticketrgs = E(Kgs,[IDc || ADc || IDrgs || TS, | Lifetime, ])
Ticket, = E(K,[IDc || AD¢ || IDy || TS, || Lifetime,])
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Kerberos v4 Dialogue

(1) C—=AS DIl ID, I TS,
(2)AS = C E(K., (K., 1 ID,_ I TS, Il Lifetime, !l Ticket, ,])

cags

Ticket,,, = E(K,.K_,_ Il ID. | AD_ I ID,_, I'TS, Il Lifetime, )

(a) Authentication Service Exch to obtain ticket-granting ticket

(3)C— TGS ID, I Ticket,,
() TGS = C (K. (K, 1D, TS, I Ticket,])
Ticket,, = E(K . [K_,_, Il ID. Il AD.. I ID,_, TS, Il Lifetime,])

Ticket, = E(K , [K_, I ID_ 1| AD; I ID, Il TS, Il Lifetime, )
Authenticator, = E(K_,__. [ID. Il AD, Il TS ])

Il Authenticator,

(b) Ticket-Granting Service Exchange to obtain service-granting ticket

(8)C — V Ticket, |l Authenticator,.
(6) V= C E(K_. TS+ 1])(for mutual authentication)
Ticket, = E(K . [K_, 1 DIl AD, I ID, Il TS, Il Lifetime, ]}
Authenticator, = E(K_,. [ID,- | AD. I TS{])

(c) Cli ver A ication E: to obtain service
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Kerberos Realms

» a Kerberos environment consists of:
— a Kerberos server
— a number of clients, all registered with server
— application servers, sharing keys with server
 thisis termed a realm
— typically a single administrative domain
« if have multiple realms, their Kerberos servers
must share keys and trust
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Kerberos Realms

Kerberos
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Kerberos Version 5

» developed in mid 1990’s
» specified as Internet standard RFC 1510

» provides improvements over v4
— addresses environmental shortcomings

 encryption alg, network protocol, byte order, ticket lifetime,
authentication forwarding, interrealm auth

— and technical deficiencies

« double encryption, non-std mode of use, session keys,
password attacks
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Kerberos v5 Dialogue

Spring 2012

(1) C = AS Options Il ID_ Il Realm,_Il ID,_, |l Times | Nonce,

(2) AS = C Realm_l ID .\ Ticket,,, I E(K,..[K,,,, !l Times || Nonce, | Realm,_, 11D, ,])

cags
Ticket,, =E(K, ,[Flags|l Ku“ Il Realm W ID .| AD . || Times))

g g

(a) Authentication Service Exchange to obtain ticket-granting ticket

(3)C - TGS Options Il ID, 1l Times Il Il Nonce, Il Tir:kel',gl Il Authenticator,
(4) TGS — C Realm_I| ID, I Ticket, I E(K,_,_., (K, , | Times | Nonce, I Realm, || ID,])
Ticket,,, = E(K,, [Flags | K, .. || Realm, I ID - AD_. || Times])
Ticket, = E(K,, [Flags I K__ Il Realm_ Il ID. | AD,.. Il Times])

Authenticator, = E(K_ 155

[ID N Realm_1I TS, )

(b) Ticket-Granting Service Exchange to obtain service-granting ticket

(5) C = V Options Il Ticket, Il Authenticator,

(6) V—= C Egy | TSl Subkey Il Seqf |
Ticket, = E(K,, [Flags I K__ I Realm_I| ID_. 1| AD. | Times])
Authenticator, = E(K_, D | Realm_| TS, Il Subkey || Seq#])

(c) Client/Server Authentication Exchange to obtain service
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X.509 Certificate Use

Unsigned certificate:
contains user ID,
user’s public key

Generate hash
code of unsigned
certificate

Sign hash code
S with CA's private key
to form signature

Signed certificate
Recipient can verify
signature using CA's
public key
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X.509 Certificates

 issued by a Certification Authority (CA), containing:

version V (1, 2, or 3)

serial number SN (unigue within CA) identifying certificate
signature algorithm identifier Al

issuer X.500 name CA)

period of validity TA (from - to dates)

subject X.500 name A (name of owner)

subject public-key info Ap (algorithm, parameters, key)
issuer unique identifier (v2+)

subject unique identifier (v2+)

extension fields (v3)

signature (of hash of all fields in certificate)

« notation CA<<A>> denotes certificate for A signed by CA
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X.509 Certificates

A A Signature
— Version algorithm 2 [--- - - algorithm | _—
identifier parameters
Certificate Is N
_— Serial Number e et
ignature m
. algorithm
algorithm { sl A e This Update Date
identifier parameters -t
=
Issuer Name 2 Next Update Date
1 ~
3| <
Periodof {[ not before | Sk Revoked § | user certificate serial # |
validity not after 3 certificate revocation date
L]
Subject Name § .
Subjects ™ Slgorithms _____ = .
public key - |~~~ "~ parameters | -
info key v
Issuer Unique Revoked || user certificate serial # |
Identifier certificate revocation date
~ s algorith
Subject ‘:‘quue Signature < |7~ "~ i“_gﬂr;m_ E|:_-'I:-&§ """
Identifier + | encrypted ]
Extensions (b) Certificate Revocation List
v
. . Mgorithms ____ | _ &
Signature I osm ;..Pﬂ?ﬁsﬁi. _____ = .E
P - 3] — ¢ =
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(a) X.509 Certificate

Obtaining a Certificate

» any user with access to CA can get any certificate
from it

» only the CA can modify a certificate

» because cannot be forged, certificates can be
placed in a public directory
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CA Hierarchy

» if both users share a common CA then they are
assumed to know its public key

» otherwise CA's must form a hierarchy

» use certificates linking members of hierarchy to
validate other CA's

® cach CA has certificates for clients (forward) and
parent (backward)

» each client trusts parents certificates

> enable verification of any certificate from one CA
by users of all other CAs in hierarchy
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CA Hierarchy Use
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Certificate Revocation

certificates have a period of validity
may need to revoke before expiry, eg:
1. user's private key is compromised
2. user is no longer certified by this CA
3. CA's certificate is compromised
CA'’s maintain list of revoked certificates
— the Certificate Revocation List (CRL)
users should check certificates with CA’'s CRL
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X.509 Version 3

* has been recognised that additional information is
needed in a certificate
— email/URL, policy details, usage constraints

« rather than explicitly naming new fields defined a
general extension method

e extensions consist of:
— extension identifier
— criticality indicator
— extension value
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Certificate Extensions

» key and policy information

— convey info about subject & issuer keys, plus indicators
of certificate policy

* certificate subject and issuer attributes

— support alternative names, in alternative formats for
certificate subject and/or issuer

* certificate path constraints
— allow constraints on use of certificates by other CA’s
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Public Key Infrastructure

|

users

certificate/CRL retrieval
-« 1 End entity
= registration,
=] -
E certification,
N Registration | key pair recovery,
= | certificate | authority | key pair update
= publication revocation request
" certificate/CRL Y
% > publication Certificate
] authority
| '| l cross
CRL issuer i i
CRL certification
publication Certificate
authority

PKI

managemenl
entities
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PKIX Management

» functions:
® registration
@ initialization
® certification
® key pair recovery
® key pair update
® revocation request
® cross certification

» protocols: CMP, CMC
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Federated ldentity Management

» use of common identity management scheme
® across multiple enterprises & numerous applications
® supporting many thousands, even millions of users

» principal elements are:

® authentication, authorization, accounting, provisioning,
workflow automation, delegated administration,
password synchronization, self-service password reset,
federation

» Kerberos contains many of these elements
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Identity Management

Administrators
provide
attributes

Principals provide
atiributes

Data consumers apply
references i oblain
ribuie data

Identity Provider

Pﬁ’m&:ipzf\f Identity control Attribute
authenticate, interface locator
manage their

identity elements

Principal Identifier | Data consumers obtain
authentication translation identifiers, attribute
references
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|dentity Federation

@ Identity Provider
@ (source domain)

/ Administrator
@ @

@ End user's browser or other application engages
in an authentication dialogue with identity provider
Service Provider in the same domain. End user also provides autribute
(destination domain) values associated with user's identiy.

@ Some attributes associated with an identity, such as
allowable roles, may be provided by an administrator
in the same domain.

@ A service provider in a remote domain, which the user
wishes to access, obtains identity information,
authentication information, and associated attributes
from the identity provider in the source domain.

@ Service provider opens session remote user and
enforces access control restrictions based on user's
identity and attributes.
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Standards Used

» Security Assertion Markup Language (SAML)
® XML-based language for exchange of security information
between online business partners
» part of OASIS (Organization for the Advancement of
Structured Information Standards) standards for
federated identity management

® c.9. WS-Federation for browser-based federation
> need a few mature industry standards

Spring 2012
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Federated ldentity Examples

H ealth.com a o
[Famc]in 1]
[lee Too05 |
[ WFETS NETT|

(a) Federation based on account linking

Spring 2012

{b) Chained Web Services
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Net shopping model

request web site

EE u certificate "™ Certification 1] x|
A 2] Autherity
web site < © pendrdpupers: | - |
—issue— .aign’ —- " | tnmsmi ittt o]
® f'l \ \ | tosumd By [ Eapratin - | L=l
S TR TR
2 o l Thasts Server i O1OLZ0EL  Thowte Server Ch
§ 2 3 2 ;% .. Thaste Tmestampng... 01002021 Thaste Tmesta...
oo . o a E =4 EUTH - DATACp 560 UTN-DATACom SGC 2062019 UITH - DATACHNG..
i) w £ g [Elureusenren-che... UTHARERFs2-Clont .. (9072009 UTH - LBERFra.,..
ES = = = Elumeustarest Her... UTHAZERPr-Hard,., 09072008 UTH- USDFrst-...
D | | E NASERFrst-Hbwo,.,  (9.07.2008  UTH- LSERFrst..
=0 | i . UMVASERFrs-Oblect  09.07.2015 LT USERFrste., —
! Verign Commerdal 5., 31.12.1999  VerSignCommer... o

user at PC
with browser

—__ distribute

= vendor .
with browser Comtificatn terabed puapeses.

browser Ll | L | |
e |

l;l CA root certificate [Co=_]

-web site certificate

Spring 2012 UNIK4250 Security in Distributed Systems 33

Typical certificate

21x
171
Intended =]
Show: [ <all> =l
Inkerme J_’
Field [ value -
E\fers\on Y1 H
ESEHd number 46 a4 33 bd 76 1f 6a 49 &6 &8...
Esignature algarithm shalR54
Issuer Verisign Trust Ketwork, () 19...
E\fahd from 18. mai 1998 01:00:00 -
E\fahd [ 19, mai 2018 00:59:59
[Fsubject VeriSign Trust Netwark, (¢} 19...

30 61 89 02 81 Bl 00 oo 5 dl 11 6d 5c 69 -
d0 ab d3 b9 6a 4c 99 1f 59 98 30 Be 16 B85
20 46 6d 47 3f d4 85 20 84 el 6d b3 £8 ad
=d Oc £1 17 0f 3b £9 a? £9 25 d7 ol of &4
Impott 163 £2 7c 63 of a2 47 £2 o6 Sb 33 B= 64 40
|04 88 cL B0 b9 &4 1c 45 77 o7 dE Ee £5 95
Certfic: |29 3c 50 e& 34 d7 78 1f aB ba 6d 43 91 95
8f 45 57 G= 7= b fb ca a4 04 eb ea 97 37

54 30 6f Bb 01 47 32 33 od do 57 9b 64 69 7|

Secure |

|
ol
H
EdltPranrt\Esu.l Copy toFile... | J

Spring 2012 UNIK4250 Security in Distributed Systems 34




Obs.....

Intends

Inkern

General Details | Certfication Path | =]
S
Shaw: [ <l =l 14 >
Field [ value [= =
E\fers\on Y3
[Elserial rumber 00c1006b3c3c88 11 d1 3= ...
[Fsignature algorithm mdSRSA
Issuer Micrasoft Root Autharity, Micr,..
[Elvaiid from 10. januar 1997 08:00:00 =
E\fahd ta 31, desember 2020 05:00:00
[Fsubject Microsoft Root Authority, Micr...
30 B2 01 0a 02 B2 01 01 00 &9 02 bd ol 70 ] LI
=t 3b £2 42 1b 28 9f 97 78 Se 30 ea a2 al

gd 25 5f f8 fe 95 4c a3 b7 fe 39d aZ 20 3e
7c 51 a2 9b a2 8f 60 32 6b dl 42 64 79 ee
ac 76 c9 54 da £2 b 9c 86 lc 8f 9f B84 &6
b3 o5 &b 7a 62 23 d& 1d 3c de 0f 01 92 =3
96 c4 bf 2d 66 95 9a 63 26 99 d0 3a 2c bf
Oc b5 58 26 cl 46 &7 0= 3= 38 96 2c a9 28

ed.
39 2% ec 49 83 42 =3 84 0f bb %9a &6c 55 61 LI J
=]
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requestl yveb site
Cerfication (<~ certificale
=L s =]
1
|
f e,
| E certificate,
o
g g é\’q‘?@ L _ s El - s\gor?aprﬂre
b i &5 T issue— - sign’
i% 8 &5
3 &
L2
browser GA root certificate
vener -real weh site certificate

web site certificate

-rogue CA certificate

-rogue web site certificate
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Summary

» have considered:
— Models for key management
— Kerberos
— X.509
— PKI
— Identity management
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