UNIK4250 Security in Distributed Systems
University of Oslo
Spring 2012

Part 5
ransport Layer Security



http://www.uio.no/english/

Outline

« SSL/TLS transport layer security protocols
« HTTPS
« Secure Shell (SSH)
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Web Security

Web now widely used by business, government,
iIndividuals

but Internet & Web are vulnerable

* have a variety of threats
— Integrity
— confidentiality
— availability
— authentication
* need added security mechanisms
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Web Traffic Security Approaches

HTTP

FI'P

SMTP

HTTF

FTP

SMTP

TCP

SSL or TLS

IP1PSec

ICp

Kerberos

SIME

SMTP

HTTP

(a) Network Level

1

UDP

Ice

{b) Transport Level

IF

(c) Application Level
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SSL (Secure Socket Layer)

* Transport layer security service
* Originally developed by Netscape
* Version 3 designed with public input

« Subsequently became Internet standard known
as TLS (Transport Layer Security)

« Uses TCP to provide a reliable end-to-end service
« SSL has two layers of protocols
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SSL Architecture

SSL
Handshake
Protocol

55L Change
Cipher Spec
Protocol

SSL Alert
Protocol

SSL Record Protocol

TCP

IP
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SSL Architecture

» SSL connection
® a transient, peer-to-peer, communications link
® associated with 1 SSL session

» SSL session

® an association between client & server

® created by the Handshake Protocol

® define a set of cryptographic parameters

® may be shared by multiple SSL connections
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SSL Record Protocol Services

« Confidentiality

— using symmetric encryption with a shared secret key
defined by Handshake Protocol

— AES, IDEA, RC2-40, DES-40, DES, 3DES, Fortezza,
RC4-40, RC4-128

— message Is compressed before encryption
 Message integrity

— using a MAC with shared secret key

— similar to HMAC but with different padding
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TLS:
Record Format

Content Type | Major Version | Minor Version Length

Record
Header

N/

Plain Text
(Optionally Compressed)

Encrypted
Data
AL

MAC
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TLS:

Record Protocol Operation

Application Data

Fragment

Compress

MAC

Encryption

Prepend Header

Key

e
HMac

<— Padding if a block cipher is used
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TLS:
Record Protocol Operation

* Fragmentation:

— Each application layer message is fragmented into
blocks of 214 bytes or less.

 Compression:
— Optionally applied.
— SSL v3 & TLS — default compression algorithm is null

« Add MAC:

— Calculate a MAC over the compressed data using a
MAC secret from the connection state.

— The algorithm used is based on the HMAC as defined
in RFC 2104.
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TLS:
Record Protocol Operation

* Encrypt:

— The compressed data plus MAC are encrypted using a
symmetric cipher.

— Permitted ciphers include AES, IDEA,DES, 3DES, RC4

— For block ciphers, padding is applied after the MAC to
make a multiple of the cipher’s block size.
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TLS:
Record Protocol Operation

 Prepend TLS Record Header containing:
e Content Type

- Protocol Version {MajorVersion i Winor Version' [Version ype ]

3 0 SSLv3

3 1 TLS 1.0
3 2 TLS 1.1
3 3 TLS 1.2

* Length: length in octets of the data

— Defined content types are:
« change cipher_spec
 alert
* handshake
» application_data
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TLS:
Handshake Protocol

* The handshake protocol
— Negotiates the encryption to be used
— Establishes a shared session key
— Server authentication and key exchange
— Client authentication and key exchange
— Completes the session establishment

« After the handshake application data is
transmitted securely
« Several variations of the handshake exist

— RSA variants
— Diffie-Hellman variants
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TLS: Handshake
Four phases

Phase 1. Initiates the logical
connection and establishes its
security capabilities

Phases 2 and 3: Performs key
exchange. The messages and
message content used in this
phase depends on the
handshake variant negotiated in
phase 1.

Phase 4: Completes the setting
up of a secure connection.
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SSL ChangeCipherSpecProtocol

A single message, sent by both client and server

Notifies to other party that the just negotiated
cipher suite (pending state) becomes current
— triggers the encryption

Sent after Handshake protocol

* Cipher suite can be renegotiated,

— change to new cipher suite is triggered by
ChangeCipherSpecProtocol

1 byte

1

a) Change Cipher Spec Protocol
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SSL Alert Protocol 1 byte 1 byte

Level | Alert

(b) Alert Protocol

» Conveys SSL -related alerts to peer entity
» Level

« Warning or Fatal

» Alerts:
« fatal: unexpected message, bad record mac, decompression
failure, handshake failure, illegal parameter

« warning: close notify, no certificate, bad certificate,
unsupported certificate, certificate revoked, certificate expired,
certificate unknown

» Compressed & encrypted like all SSL data
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Meaningless server authentication

Client Server

: ¢ TLS Handshake Protocol !
'i/\}% | SP authentication |
User : :

 Client assumes that the URL fed into browser Is
the server name that the user intends to contact.

« Client validates certificate name against URL
without verifying that it is the intended name.

 The URL is often not the intended name
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A phishing example

Hawall Federal Credit Union

ft Internet Explorer

23 Directlink + Internet Banking - Microsoft Internet Explorer
File Edit ¥iew Favorites Tools Help f Ble Edit Yew Favorites Taols Help !

- : Address | (@] hetps:fjumw. hawaiusafcuhb, comjcgi-binfmewD00. coiPMCWSTART v BJce Links
Address |@ https:ffhed usersoninet .com/asp/USERS/CammaonfLogin/MetLogin, asp v| Go Links ‘Q | -

_ This credit unionis
2 - .R! . - . federally
AWAII & arrl \ Our credit union Visa card insured by the
FEDERAL CREDIT UNION - S Mational Credit
Union Administration

Login Register-General Memb

iness Members Demo

Directlink « Internet Banking

Account Humber: |:|

(Reset]

Password:

Flease enter your Account Mumber to log in to our serices. Services are provided
through a secured connection.

If you have difficulty logging in, please call Hawaii Federal Credit Union at 808-
847-1371 or email us at memberservicei@hawaiifcu.org

[n) (Fome]

the Password box?
rd b r

Phishing Alert Update!

2/28/07 - It has been brought 1o our attention that various
phishing emails have been sent referencing HawailJSa Federal
Credit Union, The recent email states that multiple computers
have attermpted to log into your HawaillS4 account and failure o
respond o the email will result in 2 suspension of your HawaiilJSa
account, It containg spelling errors, invalid links, and unfarniliar
phone number amongst many erroneous statements,

If you receive such an email, DO NOT REPLY TO OR CLICK ON

Sign Up Now! ANY PART OF THE EMAIL. For more information, please visit our
Not a member? Click here to apply for a loan.

wiebsite at www hawaiiusaftu.com ar call our Mermber Service
Wa.14.70 Center at 534-4300 (Dahu) or wll free B00-373-1300 {neighbar

islands and mainland).
é ‘ Internet @

3

S @ Internet

Genuine bank login

https://hcd.usersonlnet.com/asp/USERS/
Common/Login/NettLogin.asp

Fake bank login

https://hawaiiusafcuhb.com/cgi-
bin/mcw00.cgi?MCWSTART
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Certificate comparison 1

Certificate Certificate

aeneral |Detai|s Certification Path

".eu.a.‘i-; 1

—:1] Certificate Information

This certificate is intended for the following purpose(s):
+Ensures the identity of a remaote computer

* Refer ko the certification authority's statement For details,

Issued bo:  hed, usersonlnet, com

Issued by: Class 3 Open Financial Exchange CA - G2

¥alid from 19/03/2006 to 13/09/2007

Inskall CertiFicate...] [ Issuet Skatement ]

General | Details | Certification Path

Lot

=1 Certificate Information

+Ensures the identity of a remake compuker

* Refer ko the certification authority's skakement For details.

This certificate is intended for the following purpose(s):

Issued to:  www, hawaiusafcuhb, com

Issued by: WeriSign Class 3 Secure Server CA

valid from 29/11/2006 to 15/12/2009

Inskall CertiFicate...] ’ Issuer Statement ]

Genuine certificate

Fake certificate
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Certificate comparison 2

Certificate

General | Details |Certificatiu:un Path

22X

Shiow; | wall

vl

Field
E'-.-'ersiu:-n
ESeriaI number
ESignature algorithm
EIssuer
E'-.-'alid Fram
[Fwalid ta
ESubject

EPuinc ke

Walue
W3

2F2f730adif2facdba2fe...

mdSRSA

Class 3 Open Financial Exchan. ..
Saturday, 19 August 2006 10:...
Thursday, 13 September 2007...
hcd. usersonlnet.com, HCD, H...

RS54 (1024 Eits)

[

I[£:4

Edit Properties. ..

[ Copy to File... ]

Genuine certificate

Certificate

General | Details |Certificatinn Path

Shiow; | <all=

Field
E'-.-'ersiu:-n
ESeriaI number
ESignature algorithm
EIssuer
E'-.-'alid Fram
[Fwalid ta
ESubject

EPublic ke

Yalue
W3

1c53d7 13 2d e 3f df alca .

shalRSA

YeriSign Class 3 Secure Server...
Wednesday, 29 Movember 20...
Tuesday, 15 December 2009 9.,
v, hawaiiusafcuhb, com, Te. ..

R.54A (1024 Eits)

[

[

Edit Properties. ..

[ Copy bo File... ]

Fake certificate
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Certificate comparison 3

Certificate Certificate
General | Details | Certification Path iseneral | Dekails | Certification Path
Certification path Certification path
WeriSign Class 3 Public Primary CA YWerigign Class 3 Public Primary Ca
Class 3 Open Financial Exchange CaA - G2 WeriSign Class 3 Secure Server CA

v, hawaiusafouhb, com

hied. usersanlnet. com

Wiew Certificate Wiew Certificate

Certificate skakus: Certificate status;

This certificate is OF, This certificate is QK.

Genuine certificate Fake certificate
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Zooko’s Triangle of Id Properties

Global

NO names
land

A

 No name can be at the same time global, unique and
memorable

 Names can only have 2 of the 3 properties at the same time

Unique Memorable
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Passing bus test for memorabllity

gognCc

Pecpece Pizsa

If you see a name written on a passing bus, and
you can remember the name after 5 minutes,
then the name Is memorable

« Petnames, which are unique & memorable,
must be mapped to global & unigue names to
make TLS server authentication meaningful.
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How lazy can we get?

Communication with n entities normally requires
secure distribution of keys.
* n(n-1)/2 symmetric keys
— Every pair must exchange secret key
— Secure, but too hard !

* n asymmetric root keys of PKI
— Every entity must receive root public key
— Secure, but also too hard !
* 0 keys: Send root keys insecurely online

— Insecure distribution of root certificates is easy, so that's
what we do, ...

— but assurance Is weak !
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Self-signed root keys: Why?

* Most people think a root public key is authentic
just because 1t Is self-signed
* Not a coincidence

— Gives impression of assurance
— Disguises insecure practice

« Self-signing has absolutely no useful purpose

— Indicates that somebody holds private key, but so
what?
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Certificate signature chain

Direct Dig.sig
trust g ~ Self-signed root certificate
2

Root CA mll}lm -1 ——><ZCO) . requiring secure extra-protocol
Il w distribution to relying parties
 \ R
Direct trust |3 A 2 5 |Dig.sig
1 N
\ 4 N
M W — . . pe
Intermediate CA |E|m KCO) > — < (z) Intermediate CA certificate
L O
Direct trust [6] 8 | Dig.sig
! '~ User certificate validatable

possessing the root certificate

I

v

> : . )
Key owner (User)” ’Q{O} ) \é online by relying parties
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Certificate validation in Browser PKI

[ Pre-stored certificates \
(ZTIITTL[TTITIITIEELTTOOOS
i I |
11
i Root CA self-signed certificates

a | Browser
YEE
\ Intermediate CA certificates
Relying N

ééé ééé é i: Server and software certificates
I

—— 2_______1. J.___I_______L J._..
Automatic validation

Assurance(B-PKIl) =min [Assurance(PKIk)]
Assurance(PKIl,)  =min [Assurance(CA;)]

Each CA s a possible weakest link
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Public-key certificate meaning

* Public-key certificates are only about identity, not
about honesty & reliability normally associate with
trust

« Stuxnet worm was considered advanced
because It was signed under a valid software
certificate

 Why were people surprised?
* Anybody can buy software certificates and sign
whatever they want, even the Mafia !!!
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Anonymous Diffie-Hellmann
TLS option that provides confidentiality

(provides no authentication)

Alice picks random Bob picks random
Integer a g2 mod p integer b

Hlﬂllf’ g mod p v
(N —
T

=

Alice computes the shared Bob computes the same
secret shared secret
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TLS doesn’t need certificates

* TLS encryption possible by using ADH
(Anonymous Diffie-Hellman) profile

 No certificate needed
* Why is nobody using TLS ADH profile ???
« TLS-ADH described as vulnerable to MitM

— What can go wrong?
— Very difficult to spoof IP addresses
— Network based MitM attack would be difficult

 TLS-RSA meaningless as long as domain names
are not reliably recognized

— Vulnerable to client based MitB attack
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TLS proxy

* Organisations that require inspection of TLS traffic must
split the TLS connection in two.

 The internal TLS session uses a "dummy” certificate that
looks like the genuine external certificate.

« External and internal certificates have identical names
 Internal "dummy” certificate is signed by internal root

() )
External
5 ) 3 ) Lc;?: e >
Internal |Client Internal External Server
root dummy TLS genuine \L
|
cert ! server Proxy server | Service
User \ -—@_cert - cet J————  Provider
29 '! TLS Wlth
\ internal certificate

Internet
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TLS Cryptographic Computations

» Master secret creation
® a one-time 48-byte value
® generated using secure key exchange (RSA / Diffie-
Hellman) and then hashing info
» Generation of cryptographic parameters

® client write MAC secret, a server write MAC secret, a
client write key, a server write key, a client write 1V, and
a server write IV

® generated by hashing master secret
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TLS (Transport Layer Security)

e |[ETF standard RFC 2246 similar to SSLv3

 with minor differences
— In record format version number
— uses HMAC for MAC

— a pseudo-random function expands secrets
* based on HMAC using SHA-1 or MD5

— has additional alert codes

— some changes in supported ciphers

— changes in certificate types & negotiations
— changes in crypto computations & padding
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HTTPS

» HTTPS (HTTP over SSL)

® combination of HTTP & SSL/TLS to secure
communications between browser & server

« documented in RFC2818
* no fundamental change using either SSL or TLS

> use https:// URL rather than http://
® and port 443 rather than 80

» encrypts

® URL, document contents, form data, cookies, HTTP
headers
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HTTPS Use

« Connection initiation
— TLS handshake then HTTP request(s)

e Connection closure
— have “Connection: close” in HTTP record
— TLS level exchange close notify alerts
— can then close TCP connection

— must handle TCP close before alert exchange sent or
completed
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36



Secure Shell (SSH)

> Protocol for secure network communications
® designed to be simple & inexpensive

» SSH1 provided secure remote logon facility
® replace TELNET & other insecure schemes
® also has more general client/server capability

» SSH2 fixes a number of security flaws

» Documented in RFCs 4250 through 4254

» SSH clients & servers are widely available
» Method of choice for remote login/ X tunnels
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H Protocol Stack

S

Spring 2012

SSH User SSH
Authentication Protocol | Connection Protocol

Authenticates the client-side | Multiplexes the encrypted

T tunnel into several logical
channels.
SSH Transport Layer Protocol

Provides server authentication, confidentiality, and integrity.
It may optionally also provide compression.

TCP

Transmission control protocol provides reliable, connection-
oriented end-to-end delivery.

IP
Internet protocol provides datagram delivery across

multiple networks.




SSH Transport Layer Protocol

« Server authentication occurs at transport layer,
based on server/host key pair(s)

— server authentication requires clients to know host keys
In advance

— warning if no key stored, then the key (certificate) can
be imported on user approval (insecure channel)
« Packet exchange
— establish TCP connection

— can then exchange data

« identification string exchange, algorithm negotiation, key
exchange, end of key exchange, service request

— using specified packet format
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SSH User Authentication Protocol

» Authenticates client to server

» Three message types:
® SSH MSG_USERAUTH_REQUEST
® SSH MSG_USERAUTH_FAILURE
® SSH MSG_USERAUTH_SUCCESS

» Authentication methods used
® public-key, password, host-based

Spring 2012 UNIK4250 Security in Distributed Systems
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SSH Connection Protocol

 Runs on SSH Transport Layer Protocol
« Assumes secure authentication connection

« Used for multiple logical channels
— SSH communications use separate channels
— either side can open with unique id number
— flow controlled

— have three stages:
« opening a channel, data transfer, closing a channel

— four types:
« session, x11, forwarded-tcpip, direct-tcpip.
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SSH
Connection
Protocol
Exchange

Spring 2012

a-
Server
—

Establish Authenticated Transport Layer Connection

Open a
channel

Data {
transfer

Close a
channel

$SH_MSG_CHANNEL_OPEN

SH_MSG_CHANNEL_OPEN_CONFIRMATION

g

SSH_MSG_CHANNEL_DATA

SSH_MSG_CHANNEL_DATA

L
.
.

SSH_MSG_CHANNEL_DATA

SSH_MSG_CHANNEL_DATA

SSH_MSG_CHANNEL_CLOSE




Port Forwarding

« Convert insecure TCP connection Iinto a secure
SSH connection

— SSH Transport Layer Protocol establishes a TCP
connection between SSH client & server

— client traffic redirected to local SSH, travels via tunnel,
then remote SSH delivers to server

« Supports two types of port forwarding
— local forwarding — hijacks selected traffic
— remote forwarding — client acts for server
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Summary

* Topics studied in this lecture:
— The need for web security
— SSL/TLS transport layer security protocols
— Semantic limitation of TLS authentication
— HTTPS
— SSH (Secure Shell)

Spring 2012 UNIK4250 Security in Distributed Systems

a4



