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Agenda Styremøte IoTSec

Orienteringssaker 
● Kort informasjon om status etter 1. år i prosjektet 
● Forberedelse til møte med Forskningsrådet 23Nov2016, kl 1130-1530,  

særlig: innspill til NFR til fokus på research 
● Styrearbeid: møte, styremedlemmer, ++ 

Beslutningssaker 
● Valg av styrets leder 
● Arbeidspakkeledelse og forventete resultater (deliverables,++) 
● Behandling av sikkerhetsrelevante informasjon
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Project Info - Y1 highlights
● 2 PhD and 3 PostDoc positions are filled, offer for the final PhD position was 

accepted 
● Consolidated plans for Smart Grid Security Centre are established. 
● Extended Collaboration with Groups and Initiatives, grown from 11 to 19 partners 

➡ UiA joined, and 6 external professors (UiA, UiO/Simula, Chalmers, Univ Copenhagen) 
● EU Horizon 2020 project INVADE accepted  

➡ coordinated by IoTSec partner NCE Smart, with 3 partners from IoTSec 
● JU ECSEL project proposal SCOTT submitted as IA,  

➡ with UiO as Technology Leaders and Norwegian consortium coordinator, 7 Norwegian 
partners 

● Strategic Research Partnership of UiO with the Virtual Vehicle Research Centre 
(Austria) on security and digital systems 

● Dieter Hirdes got awarded by EU Energy Group, Josef by Virtual Vehicle Research 
Centre in Austria
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Y1 highlights in measurable outcome 
see: http://IoTSec.no/publications 

● Scientific outcome 
➡ 4 conference contributions 
➡ 1 anthology 
➡ 4 journal contributions 
➡ 1 special issue co-editor  

● Masterstudents 
➡ 3 ongoing, 1 finished, 9 open topics 
➡ 2 new courses  

- IoT Security (UNIK) and Energy Informatics (Ifi) plus one existing course 
● Dissemination 

➡ 13 Presentations given, including Smart Grid Conf, Nemko, Sintef, NCE partner forum 
➡ dedicated face to face meetings with other actors like Hafslund, Agder Energi, Eidsiva 

Energi and Kragerø Energi 
➡ Twitter channels, Web page
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- Excellent growth of scientific network 
- Good Scientific outcome,  
- Good involvements of students 

- Excellent success rate of novel projects
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Challenges
Scientific challenges 
● missing descriptions of distribution grid 

➡ “security by obscurity” 
➡ different security viewpoint 

Collaboration challenges 
● Academic versus industrial viewpoint 

➡ “language missmatch” 
➡ Academic: long term, open available information, 

e.g. Smart Home focus 
➡ Industry: current challenges, e.g. focus on grid 

● Focus on Smart Grid Security Centre (SGSC) 
➡ Expected contributions 
➡ Academia has focus on science
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[Source: https://krebsonsecurity.com/2016/10/hacked-cameras-dvrs-powered-todays-massive-internet-outage/ ]

16Oct2016
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Visualisation - the challenges  
Smart Grid versus Smart Home

● Smart Grid 
➡ limited public knowledge 
➡ “security by obscurity” 
➡ “security is responsibility of supplier” 

● Smart home  
➡ tons of papers 
➡ interesting topics
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Preparation:  
Y1 Status meeting with Research Council 23Nov2016

Research Council asked for ideas on future research 
● Privacy labelling: We have identified privacy labelling as a 

potential for making privacy work into a commercially viable 
alternative for companies that put more privacy into their 
products, apps, services. These can be seen for privacy the 
same as the energy labels for electronic equipment. 

● Regulations and policies: Development in this area is 
going to be so fast that we need closer collaboration with 
regulative bodies. 

● User-involvement: Research should be directed more 
towards the society, towards people. Incorporate citizens in 
projects, give them power to participate. 

● Early design: Use of fast prototyping and visualisation as a 
tool for reducing research cost. When ideas are tested in 
early stage, critical mistakes may be avoided, thus saving 
resources. 

Research specific challenges 
● Complexity due to the concurrency and distributed nature of 

IoT systems 
● Context-centric computation, since the IoT devices, e.g., in 

the Smart Home, must be aware of the humans  

● Lack of semantics, since IoT systems would produce large 
amounts of data, which need semantic information in order to 
become usable. 

● Models vs. programs: Analysis and evaluation for agile 
prototyping based on executable models and semantic-
based tools, as and evolution from programming and their 
low-level tools. 

● Semantics for Security and Privacy: Semantic 
technologies and ontologies are need to establish a unified 
terminology for fields of privacy and security. This would 
provide machine-readable data and would allow 
development of more automated tools. 

● Edge and fog computing for privacy 
● Measurable security and privacy: might sound unrealistic 

for some of the purist researchers in security, but this is what 
companies do every day, maybe under different names such 
as risk analysis. However, we see a lack of automated tools 
and methodologies to help in measuring such important 
“unmeasurable” aspects like security, privacy, or robustness, 
which are essential in evaluating smart infrastructures. 

● your input?

7

II



Oct 2016, Chr. Johansen, J. NollIoTSec.no                       #IoTSecNO

Diskusjon og beslutning:  
Samarbeid i styret

Styrerepresentanter: 
● UiO: Olaf Owe 
● UNIK: Stian Løvold 
● NTNU: Nils Kalstad Svendsen(?), Sofie 

Nystrøm(?) 
● NR: Åsmund Skomedal 
● Simula: Yan Zhang(?) 
● NCE Smart: Dieter Hirdes 
● eSmart Systems: Davide Roverso(?), Erik 

Åsberg(?) 
● Glitre Energi Nett: Otto Andreas Rustand 
● Fredrikstad Energi Nett: Vidar 

Kristoffersen 
● Movation:Bjarne Haugen 

Prosjektleder: 
● Josef Noll 
● Christian Johansen, COO, sekretær i styret 

Styret: 
● Møtefrekvens  
● Temaer 

Beslutning: 
● N.N. er valgt som styrets leder
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Beslutningssak: 
Arbeitspakkeledelse og forventete resultater 

Bakgrunn 
● Prosjektet ble etablert som forskerprosjekt 
● Fokus i søknaden er rettet mot å etablere et Smart Grid Security Centre 
● Oppgavefordeling for enhver partner ble beskrevet på Wiki, men 

prosjektlederen mangler en proaktiv tilnærmelse 

Forslag til styrebeslutning: 
● Målet til IoTSec prosjektet er å etablere et Smart Grid Security Centre. Alle 

partner bes om å bidra aktiv til at forskningen blir tilpasset sikkerhetssenteret. 
● Prosjektlederen er bedt til å informere styre om evtl avvik fra planen  
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Beslutningssak: 
Konfidensiell og sikkerhetskritisk informasjon 

Bakgrunn 
● Prosjektet arbeider etter “open world assumption”, dvs. all informasjon er 

offentlig hvis den er ikke betegnet som konfidensiell eller sikkerhetskritisk 
● Prosjektet har etablert en åpen Wiki IoTSec.no og en konfidensiell Wiki 

admin.IoTSec.no  
● Rutiner på behandling av konfidensiell og sikkerhetskritisk informasjon er 

etablert på: http://cwi.unik.no/wiki/IoTSec:Deliverables (next page) 

Forslag til styrebeslutning: 
● Styret støtter retningslinjer om bruk av konfidensiell og sikkerhetskritisk 

informasjon (dokumentert 26Okt2016) 
● Styret foreslår n.n. som IoTSecs Security Officer
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Bakgrunn: 
Konfidensiell og sikkerhetskritisk informasjon 

Retningslinjer på http://cwi.unik.no/wiki/IoTSec:Deliverables
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AOB
● Any other business? 

● Next meeting,  
➡ to be called in by the steering board leader?
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