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Lecturers

® Professor Josef Noll

= Research Interests: Digital Inclusion, Microgrid, Security & trust in loT, Sustainable
Development

= Ongoing projects:
» Security in loT for Smart Grids (loTSec.no),
» Secure connected Things (SCOTT.loTSec.no)
» Digital Inclusion (Digl.Basiclnternet.no)

® Associate Professor Shujun Zhang

= Research interests: Power system, Microgrid, Power Electronics,Electric Drives

= (Ongoing projects:
» Electric Actuator for subsea applications, industry project, pre-project, master project
» Stability study of DC microgrid for diesel electric propulsion systems, research project, PhD project

® Associate Professor Gyorgy Kalman
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Goal - a stable grid at minimal costs

| Statnett is the Transmission System Operator

o TSO - Statnet

® Regional Grid
(Hafslund, BKK)

o DSOs

Central grid -Operates the central grid
132-420 kv -Owns £90 % of the central grid, leases the remainder

Around 90 network owners

Regional grid -Most own distribution grids as well

33-132 kV -Licence for each individual network asset

Around 150 network owners

Distribution grid -Differ in size from 500 000 customers to a handful

<22 kV -Area licences with local grid monopoly

Source: NVE
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TEKS370 - Topics

® 1. Grid - physics on how the grid = Control
IS build, and how the balance ¢ 3. Internet of Things (loT),
between demand and supply is providing the capabilities to control
kept appliances
= from transmission to home distribution = |nterconnected power systems
= challenges from renewable energies = Smart Home, home automation,
- power flow, voltage regulation augmented living
e 2. Smart Grid efficient energy = Cloud
systems

= Advanced metering system (AMS)
Butomatic Meter Reader (AMR)
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TEKS5370 - Expectations “Grid, Smart Grid, loT”

¢ \What is your background, what do you expect?
= Discuss with your neighbours — 7 min
= tell

® (Goal of the course,
= what to achieve
= how to achieve It
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About the course

e Course description:

¢ https://www.uio.no/studier/emner/matnat/its/

TEKS370/index-eng.html
= Credits: 10

= Teaching: 15 lectures + 1 repetition, 0900-1200 +
1300-1600 (draft schedule)

= Examination: 3Dec2020

» one mandatory assignment must be approved in order to
take the final examination. The final exam counts 100% of
the final grade.

» Grading scale: From Ato F, Ais the best grade and
F(<40%) is a fail, E(>=40%) is the minimum pass.

Knowledge for a CO2 neutral world

Forelesninger - tor. 09:15-16:00

Dato

to. 20. aug.

to. 3. sep.

to. 17. sep.

to. 1. okt.

to. 15. okt.

to. 22. okt.

to. 5. nov.

to. 19. nov.

Tid

09:15-16:00

09:15-16:00

09:15-16:00

09:15-16:00

09:15-16:00

09:15-16:00

09:15-16:00

09:15-16:00

Aktivitet

Forelesning

Forelesning

Forelesning

Forelesning

Forelesning

Forelesning

Forelesning

Forelesning
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What is a power system

® Every large-scale power system has three major components:
= generation: source of power, ideally with a specified voltage and frequency
= load or demand: consumes power; ideally with a constant resistive value

= tfransmission system: transmits power; ideally as a perfect conductor

¢ Additional components include:

= distribution system: local reticulation of power (may be in place of transmission
system in case of microgrid),

= control equipment: coordinate supply with load.
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Complications

® No ideal voltage sources exist.
® | oads are seldom constant and are typically not entirely resistive.

® Transmission system has resistance, inductance, capacitance and flow
limitations.

¢ Simple system has no redundancy so power system will not work if any
component fails.

Knowledge for a CO2 neutral world Aug2020, Josef Noall 8
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Power & Energy

® Power ® Energy
- Instantaneous rate of consumption of - Integration of power over time,
energy, - Energy is what people really want from a
- How hard you work! power system,
- Power = voltage x current for dc - How much work you accomplish over time.
- Power Units: - Energy Units:
Watt = Volt times Ampere (W) Joule = 1 watt-second (J)
KW - 1 x 103 Watt (1 E3 W) kWh — kilowatthour (3.6 x 106 J)
Btu — 1055 J; 1 MBtu=0.292 MWh
MW B 1 x 106 Watt (1E6 W) (British thermal unit)

GW - 1 x 109 Watt (1E9 W)
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Power system O
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Power Systems — the four main elements

® Power Production / Power Generation
® Power Transmission

® Power Distribution

® Power Consumption / load

Control systems, condition monitorning system, communications, etc. are
sneeded in order to have a robust and reliable power system.

Knowledge for a CO2 neutral world Aug2020, Josef Noll 11
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Traditional Power generation
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Renewable Power generation

Knowledge for a CO2 neutral world

Renewable At = 30sec...2min
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Power transmission

® High voltage transmission lines
® Several hundred kilometers
9.9 @
® Switching stations B
= Transformers ‘i | |
= Circuit breakers -

e ,® 0

Knowledge fora CO2net .- Aug2020, Josef Noll 14
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Cable resistance and head dependence

L
Resistance Rog = P

L = Length in £m

A = size in mm? 2

e.g. 2.0mm
copper (CU): pog = 17, 241Qmm*/km

aluminium (AU):pyo = 28, 264Qmm=/km

acy = 0,00393
Qgry = 0,00403

R, = RQO(l -+ Oé(?f — 20))
t = temp in deg C

- how much more is the restistance at max temperature of 70 deg?

Knowledge for a CO2 neutral world

Totale kostnader

‘Kostnader [k_rl>

Kabelkostnader

Tapskostnader

H—

! . >
A, Tverrsnitt [mm?]

pi

Kostnader som funksjon av ledertverrsnitt

http://media.draka.no/2016/07/Teknisk-Handbok-
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Power distribution

Medium voltage transmission lines (<50 kV)
Power deliver to load locations
Interface with consumers

Distribution substations
= Step-down transformers
= Distribution transformers

Knowledge for a CO2 neutral world Aug2020, Josef Noll 16
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Norwegian grid
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Norwegian grid
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Norwegian grid

® nordpoolgroup.com
= showing current flow of energy

2,29 :"
Gjeldende dag: | 13.03.2019 ~

Knowledge for a CO2 neutral world Aug2020, Josef Noll 20
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Smart Grid - efficient energy systems

¢ Advanced metering system (AMS) / infrastructure (AMI)

® Automatic Meter Reader (AMR) /Smart Meter . | |_5:‘@

* AMS motivation, capabillities, regulations @
e AMS systems and components vloud

® Home Iintegration

3 C
> | %
J -

“;" ’,""/ Jv /s /"’xi
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Source: Davide Roverso, eSmart Systems

Smart Grid Actors

TSO: Transmission System

The TSO perspective — loT in the Smart Transmission Grid Operator

= |oT security of the Smart Grid critical infrastructure (devices/communication/...) at the transmission

network level o e
The DSO Perspective — IoT in the Smart Distribution Grid Operétolrs bution syste

= loT security of the Smart Grid critical infrastructure (devices/communicauory...) at tne aistrpuuor
network level,

= Included privacy issues
= Smart Meters, Concentrators, Automated Substations, ...
The end-user perspective — loT in the Smart Home

= |loT security of Smart Home related devices/communication, mainly related to home automation and
its relation

= with smart metering infrastructure, including privacy issues
Other perspectives - Service Provider, Producer, Prosumer, Aggregator, ....

Knowledge for a CO2 neutral world Aug2020, Josef Noll 23
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Specific challenges of the DSO
Powered by penalties of not-delivered energy

e (Quality-adjusted income for non-delivered energy//Kvalitetsjusterte inntektsrammer ved ikke
levert energi (KILE)

GENERATION TRANSMISSION DISTRIBUTION & CONSUMPTION

e short-time (< 3 min) and long-time (> 3 min) Ry - Comman
disturbances, both planned and not planned (U | '
> 1kV) [ €

e Total amount ca 800 MNOK/ar in Norway .

Power Plants

e (Costs related to societal costs Sub Station

 Related to build, operate, maintain the
distribution grid in an economic-optimal way for G
the society

Sub Station

Solar & Wind
Farms

Distributed Generaton

Knowledge for 24



control and data center

- Advanced control methods, such as
distribution automation

- Improved interfaces, such as

distribution system modeling software

POW

25
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Smart Meter and HAN Port

¢ HAN Port
= energy usage
= online monitoring (1/s ... 1/min)

® Typical Norway
= Power (every 2.5s)
= Current (every 10s)
= Voltage (every 10s)

® Connected devices

® Security
physical security, encryption

{irs .
::;N an Qo P 100 p/VAR
15 . SN0 3 UOerpIVVh

m.&:\‘ﬁ AN YCI-Z‘:' 1 w_y.
CEME.V BB Q2

AMS HAN port (NEK)
https://www.nek.no/info-ams-han-bruket@ddge for a CO2 neutral world
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Meter analysis - knowledge about you

I 1 | | | | |

® Security *
| -Real Power (15-min interval)
= (unencrypted) wireless data *-o 1 1 VNN | J 1

= Cloud computing ng
= “is my HAN port open?” : 1.
¢ |Information & control ;0 — Reaci et (1)
= energy saving (water heater) = ° T T 3 | 1
= |oad control ;2: | | | | | e

Aug 17, 00:00 Aug 17, 03:00 Aug 17,06:00 Aug 17, 09:00 Aug 17, 12:00 Aug 17, 15:00 Aug17,18:00 Aug17,21:00 Aug 18, 00:00

= Fridge, freezer, heat pump,...

y _ http://nilmworkshop.org/2018/proceedings/Poster_ID17.pdf
= usage pattern, "door Is open”

Dites NON ! aux compteurs
communicants LINKY

https://www.cnet.com/news/researchers-find-smart-meters-could-reveal-favorite-tv-shows/
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“Amazon Echo” in your smart meter Ama;f:xg"h(’/

¢ Amazon/Google/Apple home control
= Works on your command

® "Amazon HAN connect’
= works all the time
= brings all your information to the cloud

& Apple
Home Kit

Google

Knowledge for a CO2 neutral world Aug2020, Josef Noll 28
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Internet of Things (loT)

® Interconnected power systems
= Enabling the modern life
= Critical infrastructure

e Smart home: Life, Jetsons style:
= Complexity hidden from user
= «Seamless» operation
= Adaptive and personal
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Uio Department Of Te(:hnology Systems Source: L. Atzori et al., The Internet of Things:

The Faculty of Mathematics and Natural Sciences A survey, Comput. Netw. (2010), doi:10.1016/

The Internet of Things (IoT) - _Things
® |ol = Q"

- ThlngS + ' Splmes o
- Internet + : Smart tems

Sensorsand WISP
Actuators
= Semantics
for anything e

* Things that communicate / \ ,

Connectivity

Communicating :;;;:-;-:t; 1'=-f't,.

................

things  HERBRERERRaR i X

= with Things: computer, / e N —
= understand the meaning, | |
- takes own decisions '

-----

Smart

| - R\ Technologies
Objects) _/ ................ g

G . | ” security

| * privacy

* dependability
* context-aware
* personalised

Smart
Semantic :
Middleware ‘ 7

Semantic execution
environments

Internet .4

e VISIONS

Semantics

Fig. . J.odvemet of Thingsir.paradigm as a result of the convergence of different visions. Aug2020, Josef Noll 31
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loT Life cycle

loT Security and
Privacy Functionality

+)

| Auuy w anplement Scheduled Updates ‘ 1 i ¢ B

|'
|A

* of Memory Protection Units (MPUs) ’ References:
“Microcontroller (MCU) ‘ https:/j'.'.“.-.r'.v.o'.'.'gsp.org/mdex.png/_
' loT_Security Guidance

- Considering a Trusted Platform Module (TPM) into IoT

Industrial Internet of Things Volume G4: Sex

| Secure Physical Interfaces ’
| | Framework, 2016

: Guard the Supply Chain ’

" Use of Cryptographic Modules | Future-proofing the Connected World - Clol

Hardware-based Security Controls R ’ A Security Alliance, 2016
| - - Use of Specialized Security Chips/Coprocessors \

Device Physical Protections ’

/i ’ Incorporate Physically Unclonable Functions (PUFs) |

- Tamper Protections ’

i Self-Tests !

i Trusted Platform Modules \




Ui0 : Department of Technology Systems

The Faculty of Mathematics and Natural Sciences

Industrial Example — E2U Home Management

+ . ey Y. §
GATEWAY FIRMWARE CLOUD INTERFACE USER INTERFACE by Partner

EDGE COMPUTING - SENSOR INTEGRATION (EVENT HUB) (WEB BASED)

WEB TOOLS /APIS (loT Management )

Installation Monitoring Logistics
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Industrial Automation

¢ Main Objective of an automation system: maintain the integrity of its
production process and the availability of its components

® Has a physical dimension, bridges the gap between the imaginary I'T world
and real physical processes

® Maps to:
= Network redundancy
= Software and hardware requirements

= Device redundancy
. . . Caution. | | o |
= As a result: security focus in automation translates t0: e s e e

furthermore that corresponding protective measures have to be taken up in the

context of Industrial Security when connecting your equipment to other parts of the
plant, the enterprise network or the Internet. Further information can be found

under the Iltem-ID 50203404.
http://support.automation.siemens.com/\WWhiew/en/50203404

Knowledge for a CO2 neutral world Aug2020, Josef Noall
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Summary: TEKS370

e 1. Grid - physics on how the grid is build, and how the balance between demand and
supply is kept
= from transmission to home distribution
= challenges from renewable energies
= power flow, voltage regulation

e 2. Smart Grid efficient energy systems

= Advanced metering system (AMS)
= Automatic Meter Reader (AMR)
= Control

¢ 3. Internet of Things (loT), providing the capabilities to control appliances
= |nterconnected power systems
mart Home, home automation, augmented living
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