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WP2 – SPD Preliminary Metrics  

Lessons learned 



Motivation 

• pSHIELD contained a non formal and non 
linked  SPD metrics gathering and design 
process  

• nSHIELD requires a quantitative solutions 
linked to the architecture and 4 scenarios 

• Connection to SPD requirements is a must. 
Formalisation also ends with a CC SFR 
convergence 



Achievements 

• Approx. 60 types of SPD metrics have been 
identified across 4 nSHIELD layers: Node, 
Network, Middleware and Overlay 

• Formalisation has been developed though 
requirements-metrics mapping and 
convergence to other documents such as, 
the architecture and scenarios 



Quantitative solution 

• The following table specifies the format and 
structure of nSHIELD SPD Metric, 
emphasizing on the quantitative solution 



Example of nSHIELD SPD Metric 



Sistematisation 

• A 7 steps methodology has been defined 
for SPD Metrics Design process 

• This will help to formalise metrics design 
and moreover to deploy them correctly  in 
the following use cases  
– Railroad Security scenario 

– Voice/Facial Verification scenario 

– Dependable Avionics System Scenario 

– Social Mobility and Networking Scenario 



Application example: Railway Scenario 

 

 

• In order to manage  

• Security level (physical 
and logic)  

• HW and SW faults 

 

• Composition of different 
metrics in order to assure an 
high SPD level. 

• Metrics at node level  

• Camera 

• Sensor 

• Server 

• Clients 

• Metrics at network 
level  

• Latency 

•Information 
capacity 

 

•  

•Metrics at middleware 
layer: 

• Access control: 
authentication 
and integrity 
metrics 

 

 

•Metrics at overlay 
layer: 

• System 
Governance 

 



Future work 

• SPD Metrics composition are still under 
consideration. (A first explanation of possible 
alternatives has been made.) 
– Deliverable 2.8 should select one of them 

• Link to scenarios should be implemented and 
validated in deliverable 2.8 

• New iterations and metrics refinement with 
respect to architecture and requirements 
documents should be reviewed as validation 
progress goes on 



SPD Preliminary Metrics 

More info on wiki: 
http://nshield.unik.no/wiki/D2.5 

 

http://nshield.unik.no/wiki/D2.5
http://nshield.unik.no/wiki/D2.5

