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Secure Issues in Mobile Environment
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� High Speed & large storage Interface 
� In 2006 Nov., USB was selected as High Speed & large storage 

Interface by ETSI committee 

C1、C2、C3、C5、C7: Already used by SIM
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SIM Card Evolution

� Contact-less Interface
� In 2007 Nov. SWP(Single Wired Protocol)  was adapted as contactless

interface  for NFC ( Near Field Communication) service by ETSI and 
GSMA 
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Mobile PKI Service Architecture
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� Ensure transaction date secure and non-repudiation
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What is a SE (Secure Element) ?

Provider Security Domain Provider Application

Card Issuer
Security Domain

Secure Channel

Secure Element

Run-Time Environment & Hardware-neutral 
API
(JCRE)

Global Platform API

Card Manager

Issuer Application

� Security Domain:
� It is a key container.
� To store Key Sets belong to an 
application provider

� Key Set:
� To establish Secure Channel between card application

(Applet) and host application.
� A Key Set:
� Secure Channel Encryption Key (S-ENC)
� Secure Channel Message Authentication Code Key 

(S-MAC)
� Key Encryption Key (KEK)

�Mutual Authentication

�Secure Message

11



Middleware
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Hardware Secure Element Approach
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JSR-257

JSR
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External smart card communication
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What is NFC ? What is NFC ? 

� NFC (Near Field Communication) Provides the 
way information and services are distributed, 
paid for and accessed by the connected 
consumer

� NFC is a wireless technology enabling � NFC is a wireless technology enabling 
convenient short-range communication between 
electronic devices with secure way
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SWP SIM Architecture
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