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WP7 - Avionic Scenario



Avionic Dependable Scenario

Context & Objective

• SHIELD framework will be employed to  design an 

innovative Avionic dependable Architecture;

• Aspects such as Dependability and Composability will 

be encompassed into the demonstrator;



The Dependable Avionic scenario can be seen as System of Systems (SOS): a set of 

heterogeneous systems logically or physically connected that cooperate for the execution of 

one or more tasks, without impact on any new avionic application function (mission 

independent).  

Typical examples  is a “Avionic Mission Management ”  for  ”surveillance”, ”vehicle 

management”, ”flight management”, …..
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Objectives Interactive Process N°

Confidential ity

Privacy

Authentication

Resil ience

Integrity

Non-repudiation

Subjugation

Continuity

Indemnification

Alarm

The number of different places where the 

interaction can occur.

Description

Count  ea ch inst ance  for  Access or Trust  in the sc ope that  provides the mea ns to mainta in t he  cont ent of 

undisclosed intera ctions between the intera cting parties. A t ypica l tool for Confidentia lit y is encryption. 

Addit ionally, obfuscat ion of the content  of a n int eract ion is a lso a  type  of confident ia lity, a lbe it  a  fla wed 

one. In HUMSEC, however, a  met hod of Confidentiality ma y include whisper ing or  using hand signa ls.

Controls

Trust

Vulnerability

Count  ea ch inst ance  for  Access or Trust  in the sc ope that  provides the mea ns to mainta in t he  method of 

undisclosed intera ctions between the intera cting parties.  As a loss cont rol, when something is done “in 

pr ivat e” it  means t ha t only “the doing” is priva te  but  the  content of the intera ct ion ma y not  be. A typical 

tool for Priva cy is obscuring the  int eract ion, that  is, ha ving the intera ction t ak e place  out side  of the 

visibilit y of third pa rt ies. Confusion of t he  mea ns of intera ction a s obfuscat ion is a nother  method of 

applying the  Pr ivacy control. In HUMSEC, a  method of Privacy ma y be  simply ta king the intera ction into a  

closed room awa y from ot her people. In movies, we see t echniques t o creat e the Priva cy cont rol by 

set ting two ident ical suitca ses side  by side , some type of incident to creat e confusion ta kes place , a nd 

the two people swit ch the suitca ses in seemingly plain view.

Count  ea ch inst ance  of a uthentica tion required t o ga in access. This requires that  a ut horiza tion and 

ident ifica tion mak e up the process for  the  proper use  of t he  a ut henticat ion mechanism. In a PHYSSEC 

audit , if both a  specia l ID  card and a t humb print sca n is required to gain a ccess, t hen add two for  

authent ica tion. H owever , if Access just  requires one or the other, then only count one.

Count  ea ch inst ance  for  Access or Trust  in the sc ope that  does not fa il open or  provide new accesses upon 

securit y failure. In common language, to “fail secure ly”. In a  PH YSSEC a udit where  2 gua rds cont rol Access 

to a  door, if one  is removed a nd t he  door cannot  be  opened by the rema ining gua rd, then it  ha s resilience.

In H UMSEC, a method of Pr ivacy may be  simply ta king the intera ction into a  closed room a wa y from ot her 

people . In movies, we see  techniques to crea te  the  Pr ivacy control by set ting two identical suitca ses side  

by side , some t ype of incident to creat e confusion ta kes place , a nd the  two people  switch the suitca ses in 

seemingly pla in view. In COMSEC da ta  networks, encryption or a  file ha sh ca n provide  the Integrit y control 

over the cha nge of the file  in t ra nsit .

C
on

fi
de

n
ti

a
li

ty
In

te
g

ri
ty

Count  ea ch inst ance  for  the Access or Trust  that  provides a  nonrepudia tion mecha nism for  ea ch 

int eract ion to provide  a ssurance that  the pa rt ic ula r intera ction did occur a t a  pa rticular  time bet ween 

the ident ified pa rt ies. Non-repudiat ion depends upon ident ifica tion a nd a ut hor izat ion to be proper ly 

est ablished for it  t o be  properly a pplied wit hout limit at ions. In a  PHYSSEC audit , the Non-repudia tion 

control exists if t he  ent ra nce  t o a  building requires a ca mera  with a  biometr ic  face  sca n t o gain entry a nd 

ea ch time it is used, the t ime of entry is recorded wit h the ID. H owever , if a  key-card is used instea d, t he  

Non-repudiat ion cont rol requires a synchronized, time-coded camera t o assure  t he  record of t he  ca rd-

user’s identit y to a void being a fla wed implementa tion. If t he  door is t ried wit hout  the  key card, not  

ha ving the synchronized ca mera  monit or ing t he  door would mea n that  not all intera ctions with the  

entryway ha ve t he  Non-repudia tion control a nd t herefore does not count for this control.

Count  ea ch inst ance  for  Access or Trust  in the sc ope which strict ly does not a llow for controls to follow 

user discretion or  origina te  out side  of it self. This differs from being a  securit y limita tion in the  ta rget 

since  it a pplies to the  design or  implementa tion of cont rols. In HUMSEC, a  non-repudiat ion process where 

the person must sign a  register a nd provide  a n ident ifica tion number to receive  a  document  is under  

Subjuga tion controls when t he  provider of the document  records the identifica tion number, rat her than 

ha ving the rece iver do so, t o e limina te  t he  recording of a  false  number with a  false  name.

Count  ea ch inst ance  for  Access or Trust  in the sc ope which assures tha t no int errupt ion in intera ction 

over the cha nnel a nd vect or  can beca used, even under  situat ions of tota l fa ilure. Cont inuit y is the  

umbrella  term for  charact er ist ics such a s surviva bility, loa d ba lancing, a nd redunda ncy. In a PHYSSEC 

audit , if it  is discovered that  an ent ry wa y int o a store  becomes blocked such that  no a lternat e entry way 

is possible  a nd customers ca nnot enter, tha t Access does not ha ve Cont inuity.
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Count  ea ch inst ance  of met hods used to exact  liabilit y and insure  compensat ion for a ll assets within the 

scope. A ba sic PHY SSEC exa mple  is a  warning sign threat ening to prosecute  trespa ssers. Anot her common 

exa mple is property insura nce. In a  scope of 200 comput ers, a blanket insurance  policy aga inst  theft  

applies to a ll 200 and therefore  is a  count of 200. However, do not confuse the method with the fla w in 

the method. A threat  to prosecute  without the a bilit y or  will t o prosecut e is still  an indemnifica tion 

method-- however , it  is with a limit at ion.

Count  ea ch inst ance  for  Access or Trust  which has a record or makes a  not ifica tion when una uthor ized 

and unint ended porosit y increa ses for the vector  or  restr ictions a nd cont rols a re  compromised or 

corrupt ed. In COMSEC da ta  net works, count  each server a nd service  which a  net work-based int rusion 

detection system monitors. Or , count each service  tha t mainta ins a  monit ored log of intera ction. a ccess 

logs count , even if they a re  not  used to send a  not ifica tion a lert immedia te ly, unless t hey a re  never 

monit ored. However, logs which are not designed to be  used for such notificat ions, such a s a  counter of 

pa ckets sent  a nd rece ived, do not  classify a s a n ala rm as t here  is t oo little  dat a stored.

Weakness and Concern

Weakness is the flaw or error that 

disrupts, reduces , abuses, or null ifies 

specifically the effects of the five 

interactivity controls: authentication, 

indemnification, resi lience, 

subjugation, and continuity

Concern  is  the flaw or error that 

disrupts, reduces , abuses, or null ifies 

the effects of the flow or execution of 

the five proces s controls: non-

repudiation, confidentiality, privacy, 

integrity, and alarm

Limitations

The controls can be divided into two broad categories: the Class A Interactive Controls  that directly influence complexity, access, or 

trust interactions , and the Class B controls which are us ed to create defensive processes.

Controls are a means to influence the impact of threats and their effects  when interaction is  required. To facilitate understanding of 

operation controls, they can be matched back to the three Information Assurance Objectives  of Confidential ity, Availabil ity, and 

Integrity.

Complexity

The number of components critical for the dependability of the s ystem, which failure might not be tolerated 

by system architecture.

This differs from visibility where one is determining the number of existing targets. Here, the auditor mus t 

count each Trust per unique interaction point per unique probe.
In a  PHYSSEC a udit, a  building wit h 2 interna l doors sepa ra ting rooms which open ha s a  Trust of 2. If those  doors are sea led then it  is a Trust of 0 as 

these  a re  not  points where one ca n pa ss.

For  a  COMSEC a udit of da ta  net works, the audit or  counts each t ype of service forwa rd or  port forwa rd as a Trust .

With HUMSEC audit s, a person who act s a s a gat ewa y to int eract  with other  people  or  to a ccess property is a t rust per channel. Therefore , a person 

can only be  a  Trust of 1  per cha nnel and vect or . Only a person who does not comply t o t he  Trust  request is not counted.

Access Type
Damage 

Potential
Effort DP-E Ratio

Type

Exposure

Count separat ely ea ch fla w or  error t ha t defies protections whereby a  person or process 

ca n access, deny a ccess to ot hers, or hide it self or a ssets within t he  scope

Anomalies

Count  ea ch flaw or error  in process cont rols: non-repudiat ion, confidentiality, priva cy, int egr it y, and a la rm.

In PHYSSEC, a  concern can be a door  lock mecha nism whose operat ion cont rols and key types a re  public, a ba ck-up genera tor wit h no power  meter or  fue l gauge, an equipment process tha t does not require t he  employee to sign-out  ma teria ls when received, or a 

fire ala rm not loud enough to be  hea rd by machine  workers with ea r plugs.

In H UMSEC, a  concern can be a process failure  of a  guard who ma int ains the  same schedule and rout ine  or a  cult ural clima te  within a compa ny t ha t allows employees to use public meeting rooms for internal business.

In COMSEC da ta  secur it y, a concern can be the use  of locally genera ted web server cert ifica tes for  HTTPS or log files which record only t he  t ra nsa ction pa rticipants and not t he  correct  da te  a nd t ime of t he  t ra nsa ction.

In COMSEC te lecommunica tions, a  concern ca n be  t he  use of a  FAX machine  for sending pr iva te  informa tion or a  voice mail syst em tha t uses touch tones for entering a PIN or pa ssword.

In SPECSEC, a  concern ca n be  a  wireless a ccess point  using wea k dat a  encryption or  an infrared door  opener t ha t cannot read the  sender  in the rain.

Count ea ch fla w or  error in t he  

controls for  int era ctivity: 

a uthentica tion, indemnifica tion, 

resilience, subjuga tion, a nd 

continuity.

In PHYSSEC, a  weakness can be a 

door  lock t ha t opens when a  ca rd 

is wedged between it  and the door  

frame, a  back-up generat or  with 

no fue l, or  insura nce t ha t doesn’t 

cover flood da mage in a flood 

zone.

In HUMSEC, a  weakness can be a 

process failure  of a  second gua rd 

t o ta ke t he  pos t of the gua rd who 

runs a fter a n int ruder or a cultura l 

clima te  within a compa ny for 

a llowing fr iends int o posted 

rest ricted spa ces.

In COMSEC dat a security, a  

weakness can be  a log-in t ha t 

a llows unlimit ed a tt empt s or  a  

web fa rm with round-robin DNS for 

load bala ncing yet ea ch syst em 

a lso ha s a  unique name for direct 

linking.

In COMSEC te lecommunica tions, a  

weakness can be  a PBX that  still  

ha s the default a dminist ra tion 

pa sswords or a  modem bank for 

remot e access dial-in which does 

not log the caller numbers, t ime, 

a nd dura tion.

In SPECSEC, a wea kness ca n be  a  

wire less access point 

a uthentica ting  users ba sed on 

MAC a ddresses (which can be 

spoofed) or a n RFID  securit y ta g 

t ha t no longer rece ives signa ls 

a nd t herefore fails “open” after 

rece iving a  signal from a high 

power source

Count ea ch fla w or  error in 

process controls: non-

repudia tion, confidentia lit y, 

priva cy, int egr ity, a nd a la rm.

In PHYSSEC, a  concern ca n be  a  

door  lock mecha nism whose 

operat ion cont rols and key t ypes 

a re  public, a ba ck-up genera tor 

with no power  meter or  fue l 

ga uge, a n equipment process that  

does not require the employee to 

sign-out mat er ials when rece ived, 

or a fire  a larm not loud enough t o 

be  hea rd by ma chine workers wit h 

ea r plugs.

In HUMSEC, a  concern ca n be  a  

process failure  of a  guard who 

mainta ins t he  sa me schedule  a nd 

routine or  a cult ural clima te  

within a compa ny that  allows 

employees to use public meeting 

rooms for interna l business.

In COMSEC dat a security, a  

concern ca n be  t he  use of locally 

generat ed web server certifica tes 

for H TTPS or log files which record 

only the t ra nsa ct ion pa rt icipa nt s 

a nd not t he  correct  da te  a nd t ime 

of the  transact ion.

In COMSEC te lecommunica tions, a  

concern ca n be  t he  use of a  FAX 

machine  for sending pr ivat e 

informa tion or a voice ma il 

syst em tha t uses touch t ones for 

entering a PIN or pa ssword.

In SPECSEC, a concern can be a 

wire less access point using wea k 

da ta  encryption or  a n infra red 

door  opener t hat  cannot  read t he  

sender in the  ra in

OPSEC

Description

Enhanced-Bas ic Count separat ely ea ch fla w or  error t ha t defies protections 

whereby a  person or process can a ccess, deny access to others, or  

hide  itse lf or  a sset s within t he  scope. In PHYSSEC, a  vulnerabilit y 

ca n be  a s simple as a  gla ss door, a  meta l gat e  corroded by the 

weat her, a  door  that  ca n be  sea led by wedging coins int o the ga p 

between it a nd it s fra me, electronic equipment not  sealed from 

pests such as a nts or mice, a  boota ble  CD drive  on a  PC, or a 

process that  a llows a n employee to ta ke  a trashcan la rge  enough 

t o hide or tra nsport  a sset s out of t he  scope. In HUMSEC, a  

vulnera bility can be a cultura l bia s tha t does not a llow a n 

employee to question ot hers who look out of place  or a  la ck of 

t ra ining which lea ves a new secret ary to give  out  business 

informa tion cla ssified for interna l use  only. In COMSEC da ta  

security, a  vulnera bility ca n be  a  flaw in soft ware t ha t allows a n 

a tt acker to overwr ite  memory spa ce t o gain a ccess, a  comput at ion 

fla w that  allows an a tt acker t o lock t he  CPU int o 100% usage, or a n 

operat ing syst em tha t a llows enough dat a to be copied onto t he  

disk unt il it  cannot  opera te  a nymore. In SPECSEC, a vulnerabilit y 

ca n be  hardwa re  which ca n be  over loa ded and burnt out by higher 

powered versions of the same frequency or  a  nea r frequency, a 

st andard rece iver without special configura tions which ca n access 

t he  dat a in t he  signal, a  receiver which ca n be forced to accept a  

t hird-party signal in pla ce  of t he  intended one, or a  wire less a ccess 

point dropping connections nea r a microwa ve oven.

Avionic System Demonstrator Architecture



Ethernet (AFDX)

OMNIA system : provides  aircraft mission/management/navigation 

functionalities on IMA platform.   It is composed by a IMA Central Unit and by 

several IMA/RIU connected to the aircraft sensors

OMNIA SPD features:

Interoperability:  middleware based on SOA/DDS architecture

Integrity: sensor data handled by OMNIA middleware

Health Monitoring and Fault Management performed at node level

Omnia System



The END

That’s all folks!
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