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Agenda
➡ Electric grid as critical infrastructure 
➡ Smart grid: motivation, actors, features, challenges 
➡  Automatic Metering System 
➡ Quality of Service 
➡ Safety
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Electric grid

๏ Nation/continent-wide critical infrastructure 
๏ Synchronized from production to consumer 
๏ Key to most services of the society 
๏ Reaches in practice every home and installation 
๏ Very conservative 
๏ Was always kind of smart, the difference is in: 

➡ Resolution and timeliness of data 
➡ Extent of IT 
➡ Ratio between consumers and producers 
➡ Control possibilities
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Figure from Statnett’s development plan 2019
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Electric grid – contd.

๏ traditional electric grid vs. smart grid, figure from ABB
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http://www.abb.de/cawp/seitp202/af411d4fd1a55778c125755c0042f878.aspx
http://www.abb.de/cawp/seitp202/af411d4fd1a55778c125755c0042f878.aspx
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Electric grid challenges

๏ Change in generator/consumer balance 
๏ Lack of investments to cover consumption peaks in production 
๏ Lack of investments to cover peaks in distribution 
๏ Most smart-grid scenarios focus on consumers 

๏ Early solutions include:  
➡ secondary power circuits for controlled use («night tariff»),  
➡ not accepting generation from consumers, but allowing local use,  
➡ quick-reaction power plants,  
➡ continentwide power system-interconnections
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Smart Grid

๏ Applications of smart grid: 
➡ Demand management, better resource control and utilization 
➡ Smart integration of local generation 
➡ Data gathering and processing for further enhancements, better forecasting models 
➡ Load control 

๏ Electricity as main power source for the society 
๏ Exploit parallels with communication networks
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Smart Grid

๏ Motivation to build a smart grid: save on investments, higher profit rate, better stability, renewables, 
some cost reduction in emloyees 

๏ Possible new services based on acquired data (big data) 
๏ Operational stability 

➡ Integration of the volatile production of renewables 
➡ Synchrophasor operations 
➡ Microgrids – possibility for island operation – internet-like operation 

๏ Higher electricity price for households 
➡ Can lower the pressure on the network for  

consumer peak hours 
➡ Can enable new services to be delivered by the utility 

๏ Relevance for Norway:  
➡ Easy-controllable water plants 
➡ Low investment rate 90s-2000s
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Smart Grid

๏ Actors in the smart grid: 
➡ Transmission System Operators (TSOs) e.g. Statnett 
➡ Distribution System Operators (DSOs) e.g. Follo Energi 
➡ Equipment vendors: both grid and CPE 
➡ Elhub 

๏ Cost of power outage  
(KILE - Kvalitetsjusterte Inntektsrammer ved ikke-Levert Energi) 

๏ Willingness to pay vs length of outage
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Smart Grid

๏ KILE
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https://www.nve.no/Media/3197/350_2012-bedrifter-med-eldrevne-prosesser.pdf

http://publikasjoner.nve.no/rapport/2013/rapport2013_76.pdf

https://www.nve.no/Media/3197/350_2012-bedrifter-med-eldrevne-prosesser.pdf
http://publikasjoner.nve.no/rapport/2013/rapport2013_76.pdf
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Figures from NVE and Statnett
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Statnett’s network-development plan 2019
๏ Published on 1st of October, 2019 
๏ Investment budget of 4-6 mrd kr, to drive further electrification of the society 
๏ Aim for balanced development, including: 

➡ HV distribution 
➡ Upgrades towards large cities, regions with high population 
➡ Transformation capacity between high and medium voltage 

๏ Explore possiblities on grid upgrade based on today’s 420kV lines or HVDC 

๏ https://www.statnett.no/for-aktorer-i-kraftbransjen/planer-og-analyser/publiserte-rapporter-og-utredninger/

Figure from Statnett’s transport channel analysis 2019-2040

https://www.statnett.no/for-aktorer-i-kraftbransjen/planer-og-analyser/publiserte-rapporter-og-utredninger/
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Smart Grid – contd.
๏ Technological points: 

➡ Network control has continous and real time picture of the network (compare to IT networks) 
➡ Multi-directional power flow – in practice it might not, implementation-dependent, but for sure a lot of 

generation plants compared to traditional grid 
➡ Not just monitoring, but direct control down to the end nodes 

๏ Risk analysis and management 
➡ Clear, real time data with high resolution – this is new 
➡ Big data with correlation to e.g. weather, measurement data from neighbours, renewable prediction 
➡ Soft (price) and hard (switch off) measures to deal with high risk situations 
➡ Clear, high resolution, processed documentation of grid history – potentially high value 

๏ Economics 
➡ Until now, small consumers were saved from the swings in the power-spot price 
➡ Cutting peaks reduces investment needs in distribution and core 
➡ Might lead to some reduction (I don’t expect that) 
➡ Has a social aspect with e.g. prepaid power, free hours etc.
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Smart Grid – technology challenges
l Time synchronization 

➡ Key in protection, control, monitoring 
➡ GPS or distributed signal 

l Communication 
➡ Wired in parallel with the core network 
➡ Partly also with the distribution 
➡ Wireless or powerline to consumer – active research area: multihop, 5G 
➡ Licensed or unlicensed band, mesh, zigbee, ISA100 using e.g. 6LoWPAN 
➡ Quality of Service 

• Translation of engineering requirements to network metrics 
l Security and privacy 

➡ Remote switch-off is required functionality – annoying if a bot is doing it 
➡ High resolution data with unlimited history on use (tax on company car because of roadtoll logs)
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Advanced Metering Systems

๏ History: smart metering was present for big consumers since more than a decade, power factor corr. 
๏ Now moving to the household, required by law (in Norway) 
๏ Adds new possibility for load control: consumer (AMS), generation, big consumers, energy storage 

➡ Operations central (at grid control) [load control] – operations central (at local power utility) [load 
control] – consumer [smart meter with remote switch-off] 

๏ Meter components 
➡ Tamper resistance is key (both for utility and consumer) 
➡ CPE with potentially one interface in home network  

(home automation) and utility (reporting) 
➡ Firewall? Future proofing? Ownership on traffic? 

Availability requirements? 
➡ Privacy of customer? 
➡ Health-Safety-Environment
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Trust and Privacy in 
Smart Grids

๏ Goal: 
An innovative society with 
trust
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From: InGuardians, Inc.

Advanced Metering Systems – Network security
๏ Utility and consumer can’t trust eachother 
๏ Isolation of the AMS system from the rest of the utility 
๏ Communication policies and configuration – segmentation, firewalling, patches 
๏ Who owns the network? 
๏ How to run an IDS/IPS in this infrastructure? 
๏ How to monitor the whole system? 
๏ Integration of data placed in common server area 
๏ Best practice: test, preprod, prod environments 

๏ Incident handling with heuristics 
๏ Trusted external provider and/or  

detailed SLAs 

๏ Attack surface again: CLI, webif, 
remote management, home  
automation, consumer services, 
data history, shared services
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Advanced Metering Systems – Risk management

๏ Analyze vulnerabilities 
➡ They are not unique (see L3): CLI, web interface, SQL injection, cross-site request forgery – all 

the typical things one is getting when testing a web service 

๏ Mitigate risk 
➡ Again, crypto, but this is not a universal answer 
➡ Data processing 
➡ Development and operation life-cycle
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A short example

18



Shujun Zhang, Josef Noll, György KálmánTEK5370 - L10 Smart Grid 19



Shujun Zhang, Josef Noll, György KálmánTEK5370 - L10 Smart Grid

More IT in the electric grid vs Quality of Service

๏ Ref. to KILE-rules --  Quality of Service is also impacted by the IT systems 
๏ Evolution of communication networks 
๏ Best effort is the most efficient and is dominating in virtually all segments 
๏ Typical communication with at least one human party tolerates very much 

๏ Automation: has requirements because of the physical relation 

๏ QoS for the control loop 
๏ QoS over the internet
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Intrinsic QoS

๏ Taking the most problematic part of the automation QoS 
➡ E.g. Profinet IRT or EtherCAT 

๏ Relaxed QoS 
➡ Supervisory Control and Data Aquisition 
➡ Remote management 

๏ High QoS 
➡ Electric grid 
➡ Electrified production platforms
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Identifying QoS metrics in automation

๏ Conversion of requirements: 
➡ Delay, jitter: this is the same 
➡ But: frequency, number of samples 
➡ Communication overhead
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http://www.tandfonline.com/doi/pdf/10.1080/23317000.2015.1043475
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Safety integrated systems

➡ Imagine as yellow envelopes mixed into the traffic 
➡ Requires software and might require hardware extensions 
➡ The safety function is not depending on QoS! 
➡ Safety levels: SIL 2, 3 and 4 
➡ Until approx. SIL 3, a normal, RSTP-redundant LAN is sufficient
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Safety and security

๏ Connected because security threats are resulting in safety threats, which have to be mitigated 
๏ Different fields but approaching similar problems 
๏ The process behind is completely different: safety deals with a static statistical process, while security 

problems are the result of an active, changing process 

๏ Stopping somebody to do something to avoid damage 
๏ Even if something has happened, avoid or limit damage 

๏ Cyber-physical interactions 
๏ IT security is not covering this field 
๏ Safety is focusing on the physical interactions 
๏ Safety is using extensive diagnostics to check itself 
๏ Timescale of protection and data validity
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Expected outcome

๏ Overview on electric grid in a national and international perspective 
๏ What makes an electric grid smart 
๏ Challenges and motivations for building a smart grid 
๏ What incentives are presented for the consumer 
๏ Security, privacy and safety dimensions
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