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Fifth largest energy company in Norway

B Turnover EUR 436m in 2015

B Customer base 155 000 (households and businesses)

B 1100 employees

B Long term ownership by Hedmark/Oppland counties and 27 local municipalities





Business areas

Eidsiva Group

Production

7,5 TWh

Distribution

23,000 km

Sales

125,000 customers

Broadband

55,000 customers
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IoT and Big Data combined

*From Gartner
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Information security and IoT

� Control devices, RTUs, switches and breakers
� Fleet management and trip logs
� Cameras/Mobile phones/GPS
� Field engineers
� Built in sensors
� Drones
� Connected machines (for instance excavators)
� External sources (customers, public services etc)
� Machine learning, analytics
� Maps and geographic positioning
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What do we do today?
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� Standardised security requirements
� Separated functions

- HAN port (one way)
- Not integrated AMS with DMS/SCADA
- Circuit breaker, only single commands

� Infrastructure
- Firewall
- IDS
- Logging
- Events
- Mirrored sites

� Focus on backup/roll-back
� Hardening of system
� User management/access control
� Encryption and whitelisting



What do we do today?
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� Use of experts
� Audits, revisions
� Surveillance
� PEN-testing

� Risk & vulnerability analysis (ROS-analyse)
� People 
� Policies, knowledge and awareness

� Privacy
� Personal information
� Storage/deletion
� Aggregation







And tomorrow?
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� AI/machine learning
� Pattern recognition
� Prediction

� Anomaly detection system
� Events combined with measured data
� Continued surveillance
� Better information management
� Continuous awareness 
� Employees
� Suppliers
� Partners

� Blockchain?


