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* Integrated operations: from oil and gas industry into the
business of every sector

» Aspects of Integrated Operations
—trust-based security
— content-awareness (and context-awareness)

* Challenges in ICT security for the Internet of Things (loT)
— Security, privacy and dependability in sensor systems
— Heterogeneous infrastructures
— security metrics

« Example: Artemis pSHIELD project
— Use case: Railway data through Telenor Objects Shepherd platform
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Security in Integrated Operations _______________
Integrated operations

From Wikipedia, the free encyclopedia

In the Petroleum industry, Integrated operations (IO) refers to new work
processes and ways of doing oil and gas exploration and production,
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Security Challenges in the Internet of Things
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» Security, here
— security (S)
— privacy (P)
— dependability (D)

Overlay Network

features

e across the value chain
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Middleware
Layer

—from sensors to services

Network
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* measurable security?
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— metrics for systems

Node
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e Layer
Stand Alone Sensors ,’/ Connected Sensors
7

— metrics for attacks
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» Value chains: from sensors to systems |?/°sheuk forideas and
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e Measurable trust? Transient Trust? (Thanks S Viadimir
O
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Measurement of Security, Privacy and
Dependability (SPD) functions

SPD Function:

a software, hardware or firmware component, that must be relied
upon for the correct enforcement of the security, privacy and
dependability policy.

SPD level:

To obtain ——a quantification of SPD function expressing
the protection which can provide against
Faults
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SPD Metrics specification

Minimum attack potential value
to exploit a vulnerability

= SPD value

where Calculated attack
potential

with .
Attack scenarios
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Pilot application: N\
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SPD in heterogeneous systems e \\//

| rights reserved © 2010-2012

* Nano-Micro-Personal-M2M Platform
— identity, cryptography, dependability

« SPD levels through overlay functionality
— answering threat level
— composing services

* Policy-based management and hybrid-
automata model

* Integration into Telecom Platform
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Conclusions
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e Security, privacy and dependability (SPD)
— Sensor systems
— Heterogeneous infrastructures

e The value of integrated operations

- oil & gas: Billions of US$/year
— for every future business

e Artemis pSHIELD pilot and nSHIELD (ongoing)
— security as “a number”
— SPD for sensors and attack scenarios
— heterogeneous infrastructures

e Open Issues
— trust-based security
— security metrics
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