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Purpose and base concepts (1/2)

TARGET: Quantify how a nSHIELD system is resistent to ATTACK to its SURFACE
(Actual SPD level).

SYSTEM'’S ATTACK SURFACE is the set of ways in which an attacker can enter the
system and potentially cause damage.
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Purpose and base concepts (2/2)

Threat is the origin of the fault chain (fault -> errors -> failures) for the
dependability concerns and as the potential for abuse of protected assets by
the system for security concerns.

The Attacker is the threat agent, it is a malicious human activity or non
malicious event

An attacker uses nSHIELD's entry and exit points to attack the system.

It is introduced an entry and exit point framework (formally modeled through
/0 automata)

A threat, to be effective, must interact either directly or indirectly with the
asset. To separate the threat from the asset we need to avoid a possible
interaction. Therefore it is possible to have total (100) SPD level if the threat
and the asset are completely separated from each other. Otherwise SPD level
indicates a measure for assurance protection of the asset which is provided by
the controls you put on the asset or the degree to which you lessen the impact
of the threat.
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Actual SPD level definition (1/3)

Each system has interactive points, we refer them as POROSITY which is
further categorized as one of 3 elements:

Complexity: number of components critical for the dependability of
the nSHIELD system;

Access: number of different places where the interaction can occur
(direct entry and exit points);

Trust: each relationship that exists where the system accepts
interaction freely from its component or another system within the
scope (indirect entry and exit points)

Access “pores” leads to define the concept of damage potential — effort
ratio (der), which is a consistent measure of the lack of separation that
each access pore introduces.
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Actual SPD level definition (2/3)

To minimize the Attack surface we introduce CONTROLS divided in 2 classes and
10 categories:

Authentication

Idemnification
Interactive controls Resilience
Subjugation
Availability
Non-repudiation
Confidentiality
Process controls Privacy
Integrity
Alarm
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Actual SPD level definition (3/3)

Controls minimize the attack surface, but they can themselves increase it if
they have LIMITATIONS (particular events that affect how well our controls
can work)

LIMITATIONS are classified in five types:
Vulnerability

Weakness

Concern

Exposure

Anomaly

In Actual SDP level definition it was considered the introduction of a
weight of a particular limitation (Vulnerability) wich is based on the
concept of attack potential described in the Common Criteria standard
and used in pSHIELD SPD metrics.

InSHIELD



Actual SPD level calculation (1/2)

In this approach was used an operational metric and so must be
considered the usual problems that this choice can lead.

The SPD level is a scale measurement of the attack surface, the amount
of uncontrolled interactions with a target, which is calculated by the
guantitative balance between operations, limitations, and controls.

Its calculation can be divided in two phases.
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Actual SPD level calculation (2/2)

Data collection (see Data Collection Form) - for each component, subsystem and
finally for the whole nSHIELD system must be considered:

Porosity data (complexity, access and trust attributes);

Controls in place;

Limitations found in the control (weighted with attack potential calculated as
described in Common Criteria standard)

Insertion of data collected in the calculation engine (see Actual SPD Level
calculation engine) — The output of this phase is the Actual SPD Level calculated

througth the following formula (defined in D2.8)

ActSPDL =100 +ActSPDLA — 1/100 x (OpSec,,,. % FC,,.. — OpSec,,,. x SecLim,,, + FC,,.. % SecLim,,,,
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Data Collection Form

Complexity

[The number of components critical for the dependability of the system, which failure might not be tolerated
by system architecture.

Damage

Access Type e o

Effort  DP-E Ratio

Limitations
Exposure

Vulnerability

Number

Type

Description

Method rivilege | _ Access Rights
Method privilege | Access Rights
Method privilege | Access Rights
Method rivilege | Access Rights
[The number of different places where the
Method privilege | Access Rights
interaction can occur.
Method privilege | Access Rights
Method privilege | Access Rights
Method rivilege | Access Rights
Wethod privilege | Access Rights
Tru

[This differs from visibility where one is determining the number of existing targets. Here, the auditor must
|count each Trust per unique interaction point per unique probe.
Trustor0as

these

Controls

[Controls are a means to influence the impact of threats and their effects when interaction is required. To facilitate understanding of
loperation controls, they can be matched back to the three Informati Objectives of Confi Availability, and
Integrity.

[The controls can be divided into two broad categories: the Class A Interactive Controls that directly influence complexity, access, or

Weakness and Concern

[ Weakness is

the flaw or error that |Concern is the flaw or error that

aisrupts, reduces, abuses, or nullifies |disrupts, reduces, abuses, or nullfies
specifically the effects of the five  [the effects of the flow or execution of
interactivity controls: authentication, [the five process controls: non-

[trust interactions, and the Class B controls which are used to create defensive processes. indemnification, resilience, repudiation, confidentiality, privacy,
Objectives | _Interactive Process N Description PUEMEELED EME iy [z, entlet i
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oyl Thing
Ortology1 300273975 Control
hd Ortalogy 1300273978 Class _A
Ortology 30027397 8: _Authentication
Ortologyd 300273978 _Continuity
Ortology 300273978 _Indemnification
Ortology! 300273978:_Resiience
ontalogy 30027397 5 _Subjugation
v Ortalogy1300273978:Class_B
Ortology! 300273978 _Alarm
ontology 300273978 _Confidentiality
Ortology 30027397 8: _Integrity
Ortology 300273975 _Mon-Repudistion
ontology 30027397 8: _Privacy
Ortology1 300273978 Limitations
Crtology 130027 3978 Anomalies
Ortalogy 1300273978 Concerns
Ortology 1300273978 Exposures
Crtology 130027 3978V ulnerabilities
Ortalogy1 30027 3978 Weaknesses
Ortology1 3002739758 SPOFunclionality
v Ontalogy1 30027 3978 AtomicSPDFunctionality
Ortology] 30027397 8: _Access
Ortology 300273978 _Complexity
Ontology 300273978 _Trust
Ortology! 300273978 System
Ortology 1300273978 Access
Ortalogy 130027 3978 Complexity
COrtology 1300273978 Trust
@ 0wl AlDisiointClasses
oyl Drataty e
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Conclusions

Simple approach based on standard
Technology Independent

System scale Independend

Fully deterministic

Machine readable and machine executable (ready for automatic
execution)

The initial effort needed to identify parameters is balanced by the
flexibility in future deployment

An 1/0 automaton, A = (sig(A); states(A); start(A); steps(A)) is used
to model the attack surface (entry/exit points): Forma Modelling
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Thank you
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