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Cloud — Security — loT

1 What is cloud computing

- Delivery models and shared responsibility
~ Cloud architecture

1 Recommended additional resources
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What is cloud computing

1 A remote pool of (shared) resources on different levels
- Dynamic provisioning, elastic use of resources, pay-as-you-go
A type of outsourcing

' Increased utilization of resources, economy of scale B,
- Multi-tenancy NS rL]r‘
' Global reach G;g;;;inzontem Delivery}
~ Running expense vs capital expense Dat: o — ;
», "9%"¢ Networking

igh availability — but assumes (fast) internet connectivity ™. onoenans workorce -
ployment: public, private, hybrid and community
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Delivery models

1 Infrastructure as a Service (laaS)
1 Platform as a Service (PaaS)
| Software as a Service (SaaS)

: Saa$
Cloud Clients
Web browser, mobile app, thin client, terminal B _—
emulator, ...
@ g, 3 Rutmes ) Runtimes
o]
c
T i | etiam—
= = =
Saas . Comme E owmes |2
2| CRM, Email, virtual desktop, communication, = @ a
Lt games, ... £ = _ & - o
= =1 = = g
Pass ; : !
- 3 i > m ] T
3 Execution runtime, database, web server, o a3 3
5 development tools, ... g — =] - ]
=
©
aas E s | sowe
Virtuzl machines, servers, storage, load =}
balancers, networl, ... L “_ “

Both figures are from: http://oracle-help.com/oracle-cloud/cloud-computing-stack-saas-paas-iaas/
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A perfect figure from Fred Bals at Episerver

Pizza as a Service

Traditional Infrastructure Platform Software
/_ On-Premises as a Service \ /_ as a Service \ /_ as a Service
(On Prem) {lza8) (Paas) (Saas)

g : il
Pizza Dined
Delivered Out

@ You Manage [@ Vendor Manages
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Delivery models contd.

- On demand, self-service provisioning
~ Virtual workspaces

- Xen with para-virtualization (near-native performance, live
migration)

© Patch management, golden images, instant update
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AWS Shared Responsibility Model

- AWS responsibility is to provide a reliable and secure infrastructure,
where the customer services can be built on, a «foundation»

- Customer responsibility is determined by the services chosen
- Wide range of services
[ And third party deliveries CUSTOMER PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT

OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION

CLIENT-SIDE DAT/ NETWORKING TRAFFIC

IENT-SID! A
ENCRYPTION & DATA INTEGRITY (FSIT.';VSEVRS-'I?:;IEAENN;/R(;’:EI?TT\) PROTECTION (ENCRYPTION,
AUTHENTICATION INTEG IDENTITY)
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Fundamentals

1 Edge location
[~|Border towards CloudFront, AWS’ Content Delivery Network

-~]Supports AWS DNS service (Route 53), WAF, Shield,
Lambda@Edge

- Basic components
-]EC2
-]S3
-IVPC

1 AWS Marketplace: a Play store for your cloud installation
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Generic service architecture

Internet :
Gateway

- e A

Public Route Table '-\ N /
Destination Target B Public Subnet 1 W ( ~  Public Subnet 2 )
10.200.0.0/20 local
0.0.0.0/0 IGW ; \
" NAT NAT
Gateway 1 Application Gateway 2 3
- = Load Balancer __—=# Private Route Table 2

Destination Target

10.200.0.0/20 local

Private Route Table 1 | 0.0.0.0/0 NAT-2
Destination Target
10.2000.0/20 | local
0.0.0.00 NAT-1
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AWS in a nutsheli

Launched in 2006, originally to utilize computing capacity investment for
Christmas season, thousands of new features per year

Compute Networking Storage : Database Developer Tools ! Management Tools ! Security & Identity ! App Services
i i ' ' i
w & ©° t+ i ®
1 y i i I C = —
[ I
Amazon AWS Elastic Amazon Amazon Amazon S3 Amazon Amazon Amazon - L B I :
EC2 Beanstalk VPC Route 53 EBS i RDS DynamoDE AWS ! Amazon AP
l CodeCommit CodeDeploy Directory Service Gateway ppStrea
AN || n ol :
4 L e o T ; wly
I v =
Auto AWS - l Amazor Amazon -’ ng
Sealing Lambda AWS Direct Elastic Load Heidkront Glader Amazon AWS £ AWS n Inspector  AWS CloudHSM Ilnmed Amezon Elast
Connect Balancing Redshift Database CodePipeline CodeBuild ; CloudSearct Transcoder
|| '1.l N [ ] Migration ;
LU Service ' i )
\ ] " !
T v f : ,
Amazon Elastic Amazon Elastic Amazon AWS : 4
Container Container Snowball - AWS X-Ra t AWS . Amazon Amazon
Reqgistry Service ] System Arvazan WA i SES SN
ElastiCache — ‘
é : - ! M l
l I . ! ‘ =\ p— ;
vat L] i faeZa] AWS Certificate AWS | Amazon Amazan
Amazon AWS i Storage AWS Manager Shield | s5QS SWF
Lightsail Batch ' way Snowmo bil
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Security infrastructure

[~|Principles and tools

[-]ldentitiy and Access Management, Certificates

[-~]Security services
~ Security Group, Internet gateway, NAT gateway
» Network security: IDS, WAF, network functions
» Vulnerability management
» Data encryption and protection
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Security infrastructure

1 Isolation levels and possibilities:
[~]Inside VPC: security groups, NACLs, IAM resource level constraints
~|Between VPCs: separate networks, peering, routing and IAM
[~|Between accounts: treated as having no connection between «foreign network»
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Security controls

Directive controls
»  AWS organizations and AWS IAM

Preventive controls
~ Security Group, CloudFormation, OpsWorks, VPC, Shield, WAF

Detective controls
»  CloudTrail, AWS Config, CloudWatch, Inspector, network flow logs

Responsive controls
»  AWS Trusted Advisor, Amazon Config Rules
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Identity and Access Management

- Controls access to resources and services run on AWS
[~]IManage and set up permissions for users and applications
[~|Supports federation through standard interfaces

- Main components are: policy, role and group:

[-~]Policy defines the actions, resources and other options
(~]Role is an identity with policies connected to it
[~]Group is an entity, which can connec to mulitple common policies

Tek5530
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Identity and Access Management

~ Best practices:

[~IMinimize root account use, mulit-factor authentication is a must for root, enable at first
use, create own IAM role at once, root shall not be used for management

[~]Create individual user accounts — that we have talked about already, when the
situation allows, use personal accounts, helps both in forensics and keeping your
users cautious

[~|Use groups and roles, avoid granting an access rule directly to a user
[~]Use own roles for applications e.g. run on EC2
[-]Use AWS default policies if you can
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Security services

1 AWS Key Management System

. CloudHSM
[~]Highly secure tamper resistant component for cryptographic operations

[-]To my knowledge, the only actual physical device you can own in aws

- AWS Inspector
[~]Automated compliance and vulnerability scanner for applications deployed in aws.

- AWS Certificate Manager
[~]Provision, manage and deploy TLS certificates, supports ELB or CloudFront
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AWS Key Management Service

1 Managed service for encryption key management

1 Allows importing keys

. Easy integration with other AWS services

- AWS SDK available to integrate with your own application

1 To support cryptograpic applicatons:
[=|Encryption in transit and at rest

[-|Disk volume encryption

Database encryption

<
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Cryptographic services — storage and database

1 S3 server side (encryption after data is received):
[~]S3-managed keys: SSE-S3
-]JAWS KMS managed keys: SSE-KMS
[~]Customer-provided keys: SSE-C

1 S3 client side (encryption before data is sent):
[~]Use an AWS KMS-managed customer master key
[~]Use a client side master key

- Database: server side with KMS, server side with HSM, client side, support
depends on the actual database solution (most support for KMS)
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Network security

- Secure DNS: Route 53
-~ GuardDuty — IDS
- AWS Shield (Advanced) — WAF

- Controlling in- and egress traffic: Internet Gateway, NAT Gateway, VPC,
transit VPC, NACL, Security Groups

- DDoS: layer 3 and 4: using filtering, elasticity, routing, L7: Shield and WAF
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Shield Advanced

~ Paid service (free version available)
(~|Visiblity into attacks
[-]Custom mitigations
[-~|Post attack analysis
[~]Instant rule updates and rule subscriptions

Tek5530
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Management

- AWS Config

[~]Resource inventory, configuration history and change notifications
[~|Record, archive and compare
[~]Secure against accidental exposure

q%il-

Normalized changes are delivered to you 53bd<f

Il accessed through Co ngPJ and opticnally sent via SNS. v —
_I P --p> ===

% AD

Ij g
<~
Configuration change Config records and @’

occurs inyour AWS normalizes the changes e @
i F Conf‘ g automatical Hy valuates the X
resources into a consistent format

corded configuratio gunsty ."-a e
desire dconfgraf \@‘l\:l

Evaluations are displayed on a
dashboard, accessed through
Config APls, and optionally
sent via SNS
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Management

Vulnerability management

Nessus or Qualys

[~]Golden image creation with aws AMI
AWS Inspector

[~]Automatic assessment of applications for vulnerabilities and deviations from best practice
AWS Macie

(=] Accidental exposure, focuses on leaking personal information and other confidential information
Amazon Config Rules:

Enforce best practice, automatic roll-back, trigger additional workflow

AWS Trusted advisor: cost, performance, security and availability optimizations
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Management — Infrastructure as Code

- With AWS CloudFormation

~ Orchestrate changes across aws services

- JSON-based text file to describe infrastructure
' Resources created based on template

1 Example: https://s3-us-west-2.amazonaws.com/cloudformation-templates-
us-west-2/Windows Single Server Active Directory.template

1 Or use third party solutions like Hashicorp Terraform
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Management — Trusted Advisor

- Checks available for all (some features free):

[-~]Security: security groups, |IAM use, MFA for root, snapshots, S3 bucket permissions,
CloudTrall,

[~]Performance: are you within service limits (user plane vs management plane), EC2
with high load, database throughput

[~]Cost optimization: EC2 reserved instances, Idle EC2, Idle LB, RDS idle

[~|Fault tolerance: snapshots, Availability zones, VPN redundancy, auto scaling group
resources, RDS backup and multi AZ

[~]Service limits
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Management

1 Data protection in practice:
1 S3: add metadata and set permissions, switch on native KMS-based
encryption at rest, limit access (no public avail. -> e.g. Macie can find it)

- EBS (elastic block storage, volume type): restrict to be accessible only by
creating account, only users in AWS IAM, integrates with KMS
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Logging: monitoring, forensics and compliance

. Sources:
[=]CloudTrail: records AWS API calls
[=]CloudWatch logs and events (alarms)
[-]Load balancer logs
~]S3 logs
=]AWS IAM
[~]VPC flowlogs

» This looks like e.g. a wireshark capture

1 Splunk or other Security information and event management (SIEM) solution
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Logging: monitoring, forensics and compliance

- Compliance:

[~]AWS Artifact: access to aws compliance reports
~]AWS Macie
[~]JAmazon Config Rules

- Third party solutions like Palo Alto’s Prisma Cloud

ﬂ
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Penetration testing

Customers can execute tests agains these services without prior permission
Amazon EC2 instances, NAT Gateways, and Elastic Load Balancers

Amazon RDS

Amazon CloudFront

Amazon Aurora

Amazon AP| Gateways

AWS Lambda and Lambda Edge functions

Amazon Lightsail resources

L 00 00 BB

Amazon Elastic Beanstalk environments

o
C
~
-}
o)
~

DNS zone walking via Amazon Route 53 Hosted Zone

Denial of Service (DoS), Distributed Denial of Service (DDoS), Simulated DoS, Simulated DDoS
Port flooding

Protocol flooding
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AWS loT

~ In general: exploit the global reach, flexible infrastructure

. Larger operations are especially interesting: predictive maintenance, traffic
management, logistics, demand estimation

1 Provides infrastructure to get information from the edge and process it with
AWS services.

An interesting feature is the Rules engine, which can be queried with SQL-like
expressions

Higher-level services built on the acquired data (e.qg. traffic stats -> prediction)
Device Shadow, use Lambdas

<
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Main steps in AWS loT

“Securely connect one or one-billion devices to AWS,
so they can interact with applications and other devices”

L
oy

Respond to signals from your
fleet of devices and take
action with Rule Engine

Securely connect any
physical device to AWS

Connect any device via
MQTT/HTTP securely. Quickly get
started with AWS |loT Starter Kits
and Scale to billions of messages

across millions of devices

Shift business logic from
device to cloud and route data
to AWS service of your choice
for storage and analysis using

rules engine.

Tek5530

2}
.
Create Web and Mobile
Applications that Interact with
Devices reliably at any time

Easily build applications on
web and mobile that interact
with devices, even when they

are offline, with AWS SDK and
Device Shadow.

https://www.slideshare.net/AmazonWebServices/intro-to-aws-iot-80291679
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Healthcare example

HealthSuite loT Architecture based on AWS

AWS loT
Internet of things

https://www.slideshare.net/AmazonWebServices/intro-to-aws-iot-80291679
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AWS in relation to ISA-95

hts rese

s/

4

Tek5530

Level 4

Level 3

Description

Business
planning &
logistics

Manufacturing
Operations
Management

Line/machine
supervision

Line/machine
control

Physical
values

www.slideshare.net/AmazonWebServices/aws-intelligent-at-edge-for-iot

Function

Business
operations

Line/cell
execution

Supervisory
control

Animation
direct control

Raw data
event signals

App/System

ERP/PLP/SCM

MES/
Historian

SCADA/HMI

DCS/PLC/RTU

1/0 Sensor

AWS
Services

Enterprise
apps in the
cloud

Data
ingestion &
analytics

AWS
Greengrass

loT Device

FreeRTOS

aws

N—T
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Be careful!

1 Slide from the same presentation as on the previous one

- One has to be careful: the system is getting cheaper, but the capabilities and
the environment, where they can be operated is changing

o Itis _not this easy _ to cut the automation costs

PLC + PC + SCADA , ,

for control:

Tek5530

Soft PLC + SCADA

PLC (CPU 416-3 PN/DP) --=eseeue €8.000
PLC components —----—----sweeeem- €3.600 | Required for control:
Brewmaxx Express V9 500 ----- €11.000 | Panel PC (Windows) -—------—--— €3.400
Panel PC —ereemmmmmrremmmeeneeeeeees €3.400 | SimMatic Net Licentie —-----eeeeeeeeen € 600
Office home and business -------- €200 | SoftPLC VICA (Pentair owned) ------- €0
Required for remote data Office home and business --------- €200
Simatic Net Licentie -----ceeeeeemees € 600
Raspberry Pi cloud gateway ------- € 83*
Total COSS —wermmmmemmmassensenes €26,883

Total COSES ovmmmmmmmnnnanninannn €4.200

SBC + SCADA

Required for control & remote data:

Raspberry Pi 3 model B+ ——-—-——-- €33
Raspberry Pi components -—----—-—- €50
Codesys control for RPi SL —-----—- €50
Codesys Runtime Key, kompakt -—-- €45

15" Flat panel ---eeeeeemenecccceceees €760

L ——— €950
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AWS FreeRTOS

1 A free RTOS with extensions to connect to AWS services
[~]Key importance for getting market share
[-]OS is important in the budget of embedd projects
[=]https://aws.amazon.com/freertos/
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AWS Greengrass

1 Together with Amazon FreeRTOS: enable amazon loT for a wider audience
1 Offline operation with Lambda and device shadow support
1 Local extraction, processing and reaction possiblity = QoS, criticality!

- Forwards information to AWS loT core - which can then serve them as SaaS
to Enterprise IT

| Secrets manager
 HW security

https://www.slideshare.net/AmazonWebServices/aws-intelligent-at-edge-for-iot
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AWS loT Core

s a managed service to allow

connectivity from the field

to cloud services

Input
Data on road conditions and
performance is transmitted

Input Authenticate

An array of temperature The connection to
sensors transmit data AWS loT Core is authenticated

Tek5530

Amazon 53
Store engine
performance data
AWS loT Core
Process data based on rules,
and interpret that moisture

e
levels are high. Send alert
to nearby cars

AWS loT Analytics
Use prebuilt
templates in loT
Analytics to create
predictive models
The Rules Engine in AWS 10T Core
alerts drivers of slick conditions

/( e B
& .
AWS loT Core ~
If the sensors agree the Authenticate

temperature is above a
threshold, they turn on the
fan. Only authenticated
users can control the fan

The connection to the
fan is authenticated

_—
Amazon

QuickSight

Visualize ioT data

_—
Amazon
SageMaker
Engine performance
data is used to train
amachine learning
model in Amazon
SageMaker so
predictions get more
accurate over time

Output
The fan receives a
command and turns on
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AWS loT Device Defender

1 Supports loT Core with auditing the configuration against best practice and
company policy
- Continous compliance, Attack surface evaluation, Threat impact analysis

{“\Q Amazon

CloudwWatch

@ Amazon SNS
f%i&) AWS loT Console

sssssssssssss
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loT ThingsGraph

® ® < [em] us-west-2.aws.amazon.com @ ] [l +

Services v Resource Groups ~

gon v Support v

= < HotelRoomPersonalization I Edit flow configuration II View definition document H ®
+ g
Library
5] Q
© Device Services
g Deviee b
o @ thermostat
Device @ AromaDiffuser
c q D
ED Humidifier
Device
4 p BadgeReadel
@ HumiditySensor © 9 v
~,  Device Service -
q p- q D Blinds
@ DoorLock O GetGuestData L2
Device
4 SmartTV P I Device b & BrightnessSensor
MainLights
@ Camera
Service
) “ b > Device y
Daylight y < Q et b & CapacitySensor
© DoorLock
< Device
q b
{Q Device! b @ ReadingLights @  Humidifier
Radio
& HumiditySensor
Device =i
q b & MainLights
. Service 6: AromaDiffuser
9D TimeoftheDay P
& MotionSensor
& Radio
& ReadingLights
@ Screen

Feedback © 2008 - 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.  Privacy Policy ~ Terms of Use
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loT and analytics - SiteWise

A combination of insight into 10T and processing power and analytics in cloud
allows us to work on optimizations in different fields:

. g .
Classification
R t t' . t' ® L <% Bring your own
oute optimization = Biligii
A\ S (A~ | Run standard
. \ — / O = K SQL queries
nomaly detection
: o190 Ul ~— g Run machine
AWS loT Analytics </ learning analysis
L L AWS loT Analytics is a
Prediction and forecast il i
Collect device dataina Transform and enrich Data is stored in a Analyze Analytics and reports
naliz isticates iety of formats and m ges with ext L time-series data st Run i d to help y
analytics on mi volumes frequencies for analy: build system and
L . of lo bile applica
anguage processing |
|

[~IKPI identification
- Data lake: store unstructured data and run analytics on it
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loT 5G integration — AWS Wavelength

Extend the Amazon Virtual
Private Cloud (VPC) to include
a Wavelength Zone and then

create AWS resources like

Amazon Elastic Compute

Cloud (EC2) instances in the

desired subnets

(0

L ‘

AWS Region Wavelength Zone

Deploy the portions of an application that require ultra-low

latency in a Wavelength Zone, and then seamlessly connect

back to the rest of the application and the full range of cloud
services running in the AWS Region

Tek5530

Application traffic can reach
application servers running in
Wavelength Zones without
leaving the mobile network
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Security resources

- https://aws.amazon.com/security/videos/
- https://aws.amazon.com/security/penetration-testing/
- https://aws.amazon.com/blogs/security/tag/reinvent-2020/
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