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Abstract

Denial of Service (DoS) attacks and Distributed DoS (DDoS) attacks with even higher severity are historically
considered among the major security threats and the hardest security challenges. Although there are lots of
proposed defense mechanisms at the network to the application layers to overcome such attacks, based on
recent experiences in 2016 and 2017, DoS and DDoS attacks are making the headlines frequently and have
become the hugest cyber-attacks.

In this paper, our aim is to develop an additional layer of defense in distributed object systems to
combat such threads by decreasing the attack damage and impact. We consider a high-level imperative and
object-oriented framework based on the actor model with support of asynchronous and synchronous method
interaction, which are popular and sophisticated features applied in many systems today while currently the
non-distributed settings have been considered and analyzed in related work. We provide a hybrid approach
including static and dynamic phases. In the static phase, we identify and prevent potential vulnerabilities
in asynchronous communication that can cause flooding interactions between objects triggered from inside
or outside of the system leading to DoS or DDoS attacks. For the dynamic phase, we also instrument the
program to detect any possible remaining threads at runtime.
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