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“The last time | was connected by wire was at birth”
- our when Internet of Things (loT) meets people

® The changing role of security in HMS -> HMSS

® [nternet has changed, loT will accelerate
= the ecosystem of making business
= automated processes
e Security in loT
= “teach our sensors to talk Norwegian”
e Standardisation
= new paradigm: measurable security
= security classes “design”
e related to projects:
= Security in loT for Smart Grids: loTSec.no

Need for standardisation in loT


http://IoTSec.no
http://SCOTT.IoTSec.no
http://DiversIoT.IoTSec.no
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loT - 3rd wave of convergence

« 1. wave: All-IP

- flat world, global business

0

all-IP

« 2. wave: Telecom - IT - Broadcast

- from fixed to mobile and quadruple play
- Telecom = mobile

» 3. wave: loT Internet
- The business merger

core
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Need for stan

/
/

Community

loT Internet
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SO 0 I=Te L 1g i T MBI Volvo to 'accept full liability' for crashes with its
The Faculty of Mathematics and .
driverless cars

hitp://www.scmagazine.com/iot-security-forcing- But decide on rules so we can make the dang vehicles

business-model-changes-panel-says/article/448668/

SC Magazine > News > loT security forcing business model changes, panel says

Teri Robinson, Associate Editor

W Follow @TeriRnNY

October 22, 2015

loT security forcing business model changes,
panel says

Share this article: n v m ﬂ

To secure the Internet of Things and to build trust
with customers, the way that vendors approach
manufacturing, distributing and supporting devices
and solutions must change, a panel of security
pros said Monday at the National Cyber Security
Alliance’s (NCSA's) Cybersecurity Summit held at
Nasdaq.

JUT-LAW.COM @, O 68

“Business models will have to change. We used 1o

build them [products], ship them and forget about

them until we had to service them,” said John Ellis,
q founder and managing director of Ellis &

022 @78

Associates. "We've moved to a new world where 1Dility” for collisions involving its autonomous vehicles, the company has

we have to ship and remember.”

\“y/
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National initiative for a more secure future in loT

- Security in loT for Smart Grids

Partners and Collaborations

Home Research Areas Securnty Centre Publications
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» eSmart Systems
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The loTSec - Security in loT for Smart Grids initiative was established in 2015 to promote
the development of a safe and secure Internet-of-Things (loT)-enabled smart power grid
Infrastructure. The Research Project received funding from the Research Council of Norway
(RCN) to contribute to a safe information society.

l0TSec addresses the basic needs for a reliable and efficient, uninterruptead power network with
dynamic configuration and security properties. It addresses in addition the needs of businesses
and end users of additional 10T services by exploring use cases for value-added services with
the intent to design the building blocks for future services that consider the necessary security
and privacy preconditions of successfully deployed |large-scale services. |0TSec will apply the
research in the envisaged Security Centre for Smart Grids, co-located with the Norwegian
Centre of Excen. “OE Smart).

«Open World Approach»

everything that is not declared closed

IS open

e
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The loTSec initiatives drives Research
for secure loT and Smart Grids
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Addressing the Threat Dimension for loT

¢ Hollande (FR), Merkel (DE) had their mobile being
monitored

® «andwe p_e"l‘i_eyg_ﬁi[t__‘is_ :_npt happening in Norway?
So lasst sich das UMTS-Netz knacken

[source: www.rediff.com]

[source: Suddeutsche Zeitung,
18Dec2014]
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Si gn ificance 21 Hacked Cameras, DVRs Powered Today’s
Massive Internet Outage 160ct2016

I T 't h I I A massive and sustained Internet attack that has caused outages and network
o secu rl y c a e n ges congestion today for a large number of Web sites was launched with the help of hacked
“Internet of Things” (I0T) devices, such as CCTV video cameras and digital video recorders,

O M i rai attaCk new data suggests.

- " t b b I t 9y Earlier today cyber criminals began training their attack cannons on Dyn, an Internet
SeCU rl y y O SCU rl y infrastructure company that provides critical technology services to some of the Internet’s

top destinations. The attack began creating problems for Internet users reaching an array of

- d |ffe re nt SeCU rlty VI eWpO| nt sites, including Twitter, Amazon, Tumblr, Reddit, Spotify and Netflix.
® “it is just the beginning” .

: fl!‘Q'd’n <
f America
‘a

Bahamas

Bermudi

Cuba -
México Turks and Caicos

[Source: https.//krebsonsecurity.com/2016/10/hacked-cameras-dvrs-powered-todays-massive-internet-outage/ |

Need for standardisation in loT Nov2017, Josef Noll 7
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Communication & loT for society

16\‘{::\@"\ IOTS eCc.no 7'1'QQ

Smart Meter

"Research on loT security”

"Building the national Security Centre for
Smart Grid”

http://loTSec.no
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'THERE WILL BE NO PEACE

UNTIL ALL MEN LEARN TO
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SCOTT kev message

‘eleva fg&\&‘% ‘ch”
S

SECURITY

IoT is the game changer and driver for digitalisation, and
SCOTT contributes through:

>

PRIVACY

= Answer the IoT need for a new and more advanced  TRUSTABILITY

,&\

security paradigm through security classes ’Q‘ w@“o
08y e

©UsABILITY WO

= Create a Convincing privacy assessment through ?:5\\

privacy labelling
O
= Establish a clear link between security and safety R
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. Trust facto
The trust matrix If you had the choice, would Security .

you Cross

Privacy (social)

. . this bridge? e
® trust as a positive user attitude P e T ‘G“Eli’l‘:\b'“ty
' sability
= engaging voluntarily Reliability
® security based trust issues Availability
i Maintainability
= puilding trusted systems Sa:.::v tnability
e technological factors Integrity
= data storage, distribution Confidentiality
- el Predictability
insight Reputation
® human/societal factors S =y N (social)
= government ; S
9 http://SCOTT.loTSec.no (social)
s=family, fri P
D ly, friends http://SCOTT-project.eu Consistency
Functionality

Smart Energy - Trust Jun2017, Josef Noll 11
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Learn from Industrial Automation and Mobile Networks

e “\What to secure?”

=)
. Servi services
* Network segregation Soud # ~

. Software-
= Network slicing

enabled App“ance
Service routing Ser\f;ﬁ;_{,

: T cloud #2 S

® From Confidentiality, [

Integrity, Availability [ venm Car
(CIA) @“

SeI’VIC/P
/S—\\%g
e to Availability, Integrity, Basic _ _ Health .
Internet . . |
Confldentlallty (AIC) wapa_"/'ty services i
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Security In loT - our promises BN Y
PIoTSec

Semantic system description k Measurable

= Understanding the system and describing security through security functlon%ht criticality
= Measurable security - the novel security concept

critic

e Security modelling
= Development of privacy-aware models and measures o %
= Adopting and enhancing adaptive security for system of systems g ° % é &
= Formal languages for semantically proving signalling -

e System versus Goal analysis to measurable:
- Appllcatlon-sPeC|f|C securlty/prlva.cy, e.g. .t?llllng VS :ﬁi‘\’,‘;::;y;n g
= Human/technical interface, security usabillity dependability

e Operational security for loT-based critical infrastructure SPD level | SPD vs SPD ;0.
= |0TSec ecosystem -> extended network (676141 | @59
= Roadmap for Smart Grid Security Centre (SGSC) ::Z:ji: :: —

= (Gap Analysis of security methods for critical infrastructures)

@ loTSec.no #loTSecNO High level view on Security for loT Nov 2017, Chr. Johansen, J. Noll X
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Example of Research:

Multi-Metricsv2 - system composition
e System consists of sub-systems

I

criticality

consists of components system . o473
= security (S,p,d) —_—
= privacy
= dependability Multi-Metrics (weighted subsystems
(S,p,d) (S,p,d)
-

Innovation through loT - [oTSec.no - Basiclnternet.org Nov2016, Josef Noll X




High level view of Security in loT

Goal

e Provide the means for loT
security

= from todays attack to
tomorrows design

= security thinking In
organisations

e Trustin Things
= Privacy label

e Smart Grid Security Centre

@5 loTSec.no

) #loTSecNO

facilitated through:
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High level view on Security for loT

Nov 2017, Chr. Johansen, J. Noll
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Security and Privacy Functionality

*[ 3 | ]*

l I loT Security and J |
~ . - Privacy Functionality |
! /

J,

ey = —pemeeiere — —..—__.ed Updates | = 1 2 Wk ¢ BB

| v

: Use of Memory Protection Units (MPUs) ! References:
https://www.owasp.org/index.php/
loT_Security Guidance

: The Microcontroller (MCU)

: Considering a Trusted Platform Module (TPM) into IoT

Industrial Internet of Things Volume G4: Securit

| Secure Physical Interfaces \
' | Framework, 2016

: Guard the Supply Chain ’

" Use of Cryptographic Modules | Future-proofing the Connected World - Cloud

Hardware-based Security Controls N ' - Security Alliance, 2016
’ ' ~ Use of Specialized Security Chips/Coprocessors ’

~ Device Physical Protections \

/[ ] Incorporate Physically Unclonable Functions (PUFs)

- Tamper Protections ’

~ Self-Tests
@ loTSec.no ) Trusted Platform Modules \ 13




Security Classes and System design AN Y

e Security Classes in loT
= Consequence

= EXxposure Consequence

New postulate of security class

e Consequence
= as In risk map
e EXposure 2
= Physical exposure " Class 2 | Class 2
- people, building, physical ports,... Impact/Exposure 2 41
- |T exposure crease B
- ports, firewall, connectivity . AV:Z‘;Zhd
e Used to assess the security class (S-Ag,
of Systems, sub-systems and
components

@ loTSec.no #loTSecNO High level view on Security for loT Nov 2017, Chr. Johansen, J. Noll 14



Semantic attribute based access control

(S-ABAC)

o Lifting the security class through S-
ABAC

o Access to information
=Who (sensor, person, service)
=what kind of information
=from where

o Aftribute-based access
=role (in organisation, home)
=device, network
= security tokens

e Rules inferring access rights

Admin
Cloud

Smart Home

Access
Meter
reading
Power
control

gme?';ttg : . statistica @
P data

Attributes: roles, access, device, reputation, behaviour, ...

@ loTSec.no #loTSecNO High level view on Security for loT Nov 2017, Chr. Johansen, J. Noll X



Methodology:

From System description to SPD level

Is made Could be described
% ¢ t oy defi f
System/ OMPOnents SPD Components, Metrics description eline contlg. Run SPD Multi-
Sub-system ! 2 . SPD functionalities (SPD functionality) pararm ete_r SR .SP L metrics analysis
functionalities values in Metrics
N 4 N 4 N 4

o System: Automatic Meter System (AMS) consists of reader (AMR), aggregator,
communications, storage, user access

o Sub-systems: AMR consists of power monitor, processing unit, communication
unit

« Component: AMR communication contains of a baseband processing,
antenna, wireless link

« Configuration Parameter: Wireless link: =868 MHz, output power=",
Encryption="

@ loTSec.no #loTSecNO High level view on Security for loT Nov 2017, Chr. Johansen, J. Noll X
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Accountable security MY
9 MiloTSec
O Assessment Multi-Metrics (weighted subsystems) D
sub-system 1 sub-system 2
= Comparison desired Class vs ‘S’zd’ | (3’2"”
Calculated class @ Multi-Metricg %_ 3T 3
= PROSA modelling A @—) %f ) K
° MOdelllng Comp. 1 Comp. 2 Comp. 3
= SPD Metrics, from criticality to SPD
value
Measurable to measurable:
e Framework E criticality / security,
. - 3 privacy and
= Examples of applicability = ‘ #> dependability
 Measurable Security SPD level | SPD vs SPDG,0.
= Security is not 0/1 | a5 64| GO
= .0 E E (67,61.47) @, ., )
L -09) ng = S (31,33,63) @, , )

OF G I{l Y

@5 loTSec.no #loTSecNO High level view on Security for loT Nov 2017, Chr. Johansen, J. Noll 15






Mission Statement

We help the Utility Companies achieve their smart
grid goals with higher resiliency and quicker
response times against security threats.

SMARTGRI

S\ SECURITY CENTER




Privacy Labelling

e "Measure, what you can measure
- Make measurable, what you

— ' can't measure” - Galileo
Privacy today
= pased on lawyer terminology
_ = 250.000 words on app terms
and conditions l.l
e Privacy tomorrow .
280 = A++: sharing with no others Appfail Report - Threats to Consumers in
enencr exenot oene | KWh/annum - A: ... Moblle Apps

» Norwerian Consumer Council angvsed the terms of 20 mabile
=T potential threats to consumer

protection hidden 1n the end-user terms and privacy policies of apps

= C: sharing with ....

e The Privacy label for apps
and devices

155 L 54 L 38 dB High level view on Security for loT Nov 2017, Chr. Johansen, J. Noll 16


http://privacylabel.iotsec.no

DIGITALEUROPE lnlvio O/ﬂ/ﬂ&
Answer the C h al Ien ge S A= p,s Room | Services | Evenis | AboutUs | WhydonUs A AL H]QL ,

e IR a;’»,,;

EEUA DIGITALEUROPE ‘ S__eg
. I
DIGITALEUROPE Digital in Practice Programme workshop

The importance of openness
for sustainable knowledge societies

N 1.gq e Wed, September 27, 2017
oo la = 8:30 AM — 10:30 AM CEST

DIGITALEUROPE’s views on Cybersecurity Certification
and Labelling Schemes

Brussels, 23 March 2017

SCOTT contribution:
privacy label?

RECENT EU PROPOSALS ON CYBERSECURITY CERTIFICATION AND LABELLING

In the course of 2016 the European Commission announced two initiatives for further assessment in the field of
certification and labelling: 1) a security certification framework for ICT products and 2) a2 “Trusted loT label” giving

information about different levels of privacy and security and, where relevant, demonstrating compliance with
the NIS Directive.

2. Trusted loT Label

In its July 2016 Communication, the European Commission also brought forward the idea of a European label for
trust/security of ICT products. This has since been further elaborated in policy discussions in the context of the

Internet of Things (“loT") and has been suggested as a potential item for a Trust in the Digital Single Market
package in the Spring 2017.

@5‘; loTSec.no | #loTSecNO High level view on Security for loT Nov 2017, Chr. Johansen, J. Noll X
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Helse, Miljo og Sikkerhevt\
e Security affects safety 7 e

- |oT attack -> car crashes o
. _ safety | ' MALY
e Security affects core business L — \A:%
. . . — L/
= company confidential information ///' Us

= Customer information
» Privacy regulative (GDPR May2018): 4% of revenue

Board of directors

CEO

=>|oT Is corporate governance

Finance, HMS
security and safety

l l l l
Buz #1 H2 #3 H4

Need for standardisation in loT Nov2017, Josef Noll 17
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enable ppliance
- Service routing ' ser\?'}:‘jh\@j
Conclusions - rgr
. o _ oy € e i\ —
® Things (loT) are driving the digital societies LR
Internet ICow capac? seer?/litshesf?’:‘ ,
e |oT: Business merger TT~—
5!
- Internet + Semantics + Things = loT 1 Class 4 | Class 4 | Class 4
L _ _ 3 Class 3 | Class 4 | Class 4 | Class 4
- Dlgltlsathn Of the SOClety 2 Class 3 | Class 3 | Class 3
1 Class 2 | Class 2
O IOT Securlty and prlvacy Impact /Exposure 1 2 3 4+
- new security paradigm 180
- Security classes, accountable security

- security and privacy ontology

® competitive advantage e.g.:
- Privacy label (A++, A+...D)

1550 | 54 . || 38 48

£ \|
4
-
>
.
. .
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