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Outline

“The last time | was connected by wire was at birth”

- “Det er ggy a forsta”
=Min vel
= Kjeller og Norden
= [nternett
= Tingenes Internett
» (Cyber-, IoT-)sikkerhet,
» Samfunnssikkerhet og vare globale utfordringer
= Baerekraftig innovasjon
= digital inkludering
= Return on SDGs (RoSDGs)
- “vare utfordringer” - oppsummert

Scalability of Acct
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5G (6G)
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The Internet of Things (IoT)
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Hvaler [Kilde: Jan Richard Aspheim, Hvaler, Virksomhetsleder Kommunalteknikk og eiendom]
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Internet of Things (IoT)

= Interconnected power systems

=

= measure: o
- Voltage, > Consumer
» Frequency variation = Electronics
O ' O ’ -
automatic control | = ({
= )
. . -
= Controlling home appliances S e
= POower consumers: o

- heat pump, water heater \

- car charger software

~ washing machine, dish washer
= Convenience & Security

g Monitorin
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Why Semantics?

= Syntax vs. Semantics

n Gémez-
Mariano Femandez-Lopez

MM e..u.t'g‘: ) j.L:_d\ ej,_\ﬂ MJ_\.@J‘ T e R Title: Ont()l()glcal Engineering
Ontological [N JAJ palls ) e e () gl e Authors: Asuncion Gomez-Pérez...

v Engineering . .
§74.95 1 xusl Price: $74.95
i i< Product: Book
idal); L)

Engineering

with examples from the areas
Knowledge Mansgement, e-Commerce
the Semantic Web

Arab

<<a¥l /> 5 kil aled dlaigllcany) <Title>Ontological Engineering</Title>
<Author>Asuncidén Gbébmez-Pérez...</Author>

. .w; \ > . . . . . ‘< . 'w; ‘>>

UJSLMJ‘/ R RSE uj'; ‘ ujﬂ}d <Price>S$74.95</Price>
<< yrdl />T74 958 < yad <Product>Book</Product>
L.A\.:\SM/> G;BAM<Q.A\.SSJ‘>>

English

What do the tags mean for the machine?

Source: Juan Miguel Gomez, University Carlos |ll de Madrid
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Why Semantics?

= Conceptual Level

lunch (.no) lunch (.es)

Source: Juan Miguel Gomez, University Carlos |ll de Madrid
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Internet of Things (IoT)

loT

|

Smart City/
Future Home

Industry4.0

Samfunnssikkerhet
Tillit

Scalability of Access for NGI Mar2022, Josef Noll




= Hollande (FR), Merkel (DE) had their mobile
being monitored

= «and we believe it is not happening in Norway?

18 Oezember 2014, .8:14 Uhr Aohoren von Handys

So lasst sich das UMTS-Netz knacken

.
1] It
4

[source: www.rediff.com]

| [source: Suddeutsche Zeitung,
. 18Dec2014]

/welHacker zeigen.
SRS IO @SS for NGI Mar2022, Josef Noll 11



http://www.rediff.com

Significance :
21 Hacked Cameras, DVRs Powered Today’s
Massive Internet Outage 160ct2016

A massive and sustained Internet attack that has caused outages and network

I OT Sec u rity C h a I Ie n g es congestion today for a large number of Web sites was launched with the help of hacked

“Internet of Things” (I10T) devices, such as CCTV video cameras and digital video recorders,

- M i ra i a tta C k new data suggests.

Earlier today cyber criminals began training their attack cannons on Dyn, an Internet

1 . . /b - . arre the : " - , e
O SeCU rlty by ObSCU rlty lnfrastnfctu?e company that provides c1.°1t1cal technology services to some of. the Internet’s
top destinations. The attack began creating problems for Internet users reaching an array of
. . - " sites, including Twitter, Amazon, Tumblr, Reddit, Spotify and Netflix.
= different security viewpoint

.

= it is just the beginning”
= 4Xx Increase Iin capability in 2018

United States
of America
Bahamas

\
Cuba ™

Meéxico NG Yurksland Caicos

[Source: https.//krebsonsecurity.com/2016/10/hacked-cameras-dvrs-powered-todays-massive-internet-outage/ |
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—_— - - -

| THERE WILL BE No PEACE

UNTIL ALL MEN LEARN ToO
. UNDERSTAND EACH OTHER

—- s ' n g ==Y -y "a e

GET EVERYBODY TO




Automation will come

USA work force time spent [%] Technical automation potential 2016 [%)]

® Predictable physical work @ Data processing 80 % Source: Where Machines
® Data collection ® Unpredictable physical work 78 9/, could replace humans,

©® Stakeholder interactions Applying Expertise McKinsey 2016

© Managing others
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IoT challenges - "programmed to kill”

Why Self-Driving Cars Must Be Programmed

to Kill

https://www.technologyreview.com/s/542626/why-self-driving-cars-must-be-programmed-to-kill/

Self-driving cars are already cruising the streets. But before
they can become widespread, carmakers must solve an
Impossible ethical dilemma of algorithmic morality.

October 22,2015
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Change In Business Models due to IoT

Volvo to 'accept full liability' for crashes with its
driverless cars

But decide on rules so we can make the dang vehicles
e

13 Oct 2015 at 06:04. OUT-LAW.COM O 68

022 @78

Volvo will "accept full liability” for collisions involving its autonomous vehicles, the company has
confirmed.

Scalability of Access for NGI
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Internet of Things (IoT)

Energi og Elektro
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5G: Speed, Bandwidth, latency and

much more

= 1G-3G: Speed, flexibility

= 3G-4@G: service view

= 5G and beyond:

4G:

| |

e

5G: . ’

= Business challenges  36: [UMIS
=ownership
= sustainability 2G: |(GSM
1G: .IMT
1$70 1980 1990 ZOLO 2010 2020

Service & Sustainability
Seamless integration  Security,

Sustainability

LB

Mobile broadband
services

L

Web, Multimedia,
Communications

LB

Mobile telephony, SMS,
FAX, Data

LB

Mobile telephony

[adapted from Per Hjalmar Lehne, Telenor, 2000]
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How did we measure the quality of
the mobile network
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Mobile nett 1 Afrika

og spgrsmal om 5G:
https://titan.uio.no/teknolo
teleoperatorene-ikke-forbrukerne



https://titan.uio.no/teknologi/2020/5g-nettet-er-til-fordel-teleoperatorene-ikke-forbrukerne
https://titan.uio.no/teknologi/2020/5g-nettet-er-til-fordel-teleoperatorene-ikke-forbrukerne

Principles 2G-5G

= Principles
= frequency, time, code
= allocation

Frequency

= New applications

= Internet of Things (4G, 5G)
= Control systems (5G)

- latency, reliability
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100 Mbps

whenever needed

= enhances Mobile a0 Sbps
Broadband

10 000

x more traffic

10-100

X more devices

" <Tm
= massive IoT
MZM Massive Critical
ultra low cost machine machine
communication communication
= ultra Reliable, Low Latency 10 year eliabiity

communication
mloT URLLC

[source: Nokia https://networks.nokia.com/5g/get-ready]
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https://networks.nokia.com/5g/get-ready

5G Application areas

= 5G har tre hovedfokusomrader

= mer bredband, opp til 1 Gbit/s

= stor antall dingser

= palitelig nett med liten forsinkelse
= nye forretningskonsepter & kunder
= prosessindustri

= hver dings har en (elektronisk) SIM

RLLC
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Teknologier for 5G

— -

= hgyere frekvens: >20 GHz
= gkt bandbredde
= bedre koder
= prosesseringskapasitet har gkt
= hente 2-3 ganger mer data ut av lufta

= flere antenner (MIMO)
= virtualisering
="alt er programmvare”
= deling av nett ("network slicing”)
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WIRELESS ROUTER

= Online entertainment
= Mapping, dynamic re-routing, safety

and security

CONNECTED SENSORS

« Transform “data” to “actionable
intelligence”

Enable proactive maintenance
Collision avoidance
Fuel efficiency

URBAN CONNECTIVITY

= Reduced congestion
= Increased efficiency

« Safety (hazard avoidance)
Scalability of Access for NGI Mar2022, Josef Noll



Trust for IoT

2 Trains following each other
- wireless! ?v=pMQOCWZzOKTI

"Building Trust in the Internet of Things"

92 )

PRIVACY

SECURITY USABILITY

C ’
SCOTT DEMONSTRATOR BOOKLET

SCOTT USE CASE BOOKLET TRUSTAB”.'TY

What is SCOTT? «
SCOTT RESULTS “0gp)

Publications
YouTube

SCOTTproject.eu
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https://www.youtube.com/watch?v=pMQ0CWzOKTI
http://SCOTTproject.eu

= Scalable OFDM-based 5G NR air interface

= Scalable numerology, scalable slot duration (effi
multiplexing of diverse latency and QoS requirer >

 Frequency localisation
= lower power consumption
= Asynchronous multiple access fo fi 2 f3

= Flexible slot-based 5G NR framework

= Self-contained slot structure (independently deco
slots and avoid static timing relationships across ¢ \

»see: https://www.5gtechnologyworld.com/the-ba
of-5gs-modulation-ofdm/

5G Air Interface %" \V
|
\

J

4

Figure 3. This OFDM signal contains four carriers spaced apart by Rf corresponding to 10, 11,
2, 13.

Ciotire A4 EFreniiencys odnmain renracantatinn of 2 forir-carrier OENDM cional


https://www.5gtechnologyworld.com/the-basics-of-5gs-modulation-ofdm/
https://www.5gtechnologyworld.com/the-basics-of-5gs-modulation-ofdm/
https://www.5gtechnologyworld.com/the-basics-of-5gs-modulation-ofdm/

5G Channel coding

= Channel coding
= Advanced ME-LDPC channel coding
= more efficient than LTE Turbo code, 4x at Code rate
(R)=0.65, 5 at R=0.9
= 3X increase in spectrum efficiency
= explicit 3D beam forming with up to 256 antenna elements

=typical 3.8x increase from 4x4 MIMO to 5G NR Massive
(256 antennas) MIMO (52 Mbps to 195 Mbps)

= Large BW opportunity for mmWave
= 5G NR sub-6GHz (3.4-3.6 GHz)
= 5G NR mmWave (e.qg. 24.25-27.5 GHz, 27.5-29.5 GHz)

Scalability of Access for NGI
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5G Challenges

= require:

= overcome significant path loss in bands above
24 GHz

= robustness: innovation to overcome mmWave
blockage from hand, body, walls, foliage - non-
LOS is a problem

= Device size/power integration into a mobile

= Dense network topology and spatial reuse
(150-250m distance)

= colocation of 28 GHz on LTE channels

Scalability of Access for NGI
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5G - hva mangler vi

; “)
Mobile Broadband
= #5GforAll ({. O \
=radio interface: Large cell, Masswe o7 —
low mobility sites (low density rural areas 7, -
= freemium model for access
(freemium = free + premium) Reliable & ultra-low Iatency

010 / mioT URLLC
= Missing aspects in 5G 0100 E

. : Free access to information
= interface mobile-home network for all

~ we become network operators
= application-specific routing (service quality)
= interference with unlicensed technologies

Scalability of Access for NGI Mar2022, Josef Noll
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Change of electricity prices

www.nordpoolgroup.com/ ' S ie:
historical-market-data/ 20.42
= Elspot prices 2020 [NOK] ”

= Exchange NO connections
[MWHh]

= Consumption prognosis [MWh] ’

[https://www.nordpoolgroup.com/historical-market-data/ -retrieved 220c¢t2020]
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https://www.nordpoolgroup.com/historical-market-data/
https://www.nordpoolgroup.com/historical-market-data/
https://www.nordpoolgroup.com/historical-market-data/
https://www.nordpoolgroup.com/historical-market-data/

Daily variation and price -
Kristiansand Feb2020

Daily variation Norway - 3-5Feb2020 El price [NOK/MWh] 3-5Feb2020

22000 210

200
20625 | A _

190
19250 180

170 Y
17875

160 +\

— NO — Kr.sand
16500 TP 150 T T T T T
00-01 12-13 00-01 12-13 00-01 12-13 2/3/20 2/4/20 2/5/20

[https://www.nordpoolgroup.com/historical-market-data/ -retrieved 220c¢t2020]
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https://www.nordpoolgroup.com/historical-market-data/

What has happened on 3-5Jun2020?

= See: SE-NO, DK-NO

Norway exchange 1-5Jun2020
750 .— NO-DK — NO-NL  — NO-SE
o LV
-750 ‘A — /
_ A M\ N
-2250
'3000 T T T T T I T T T T T I T T T T T T I T T T T T T T I T T T T T T T T T T T T T I T T T T T T T I T T T T T T T T T T T T T T T I T T T T T T T T IT T T T T T T T T T T
6/1/20 6/2/20 6/3/2() 6/4/2() 6/5/20 [https://www.nordpoolgroup.com/historical-market-data/ -retrieved 220c¢t2020]
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III

The "hew norma

= Growth of Renewables
Desember - = variability
= Gas prices
318.8 6.9 = war, climate crisis
= Climate Crisis
= unpredictable weather

lvar Husevag Dgskeland,'Anders Kringstad og Eirik Temte Bshhsdalen

!

= High variation of
electricity prices
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Paslag

How can we adapt?

= Empower the customer
= capability to adapt

= decentralised solutions

= distributed grid

= Upgrade houses

= Neighbour-networks

02.12 - 02.12

87

kKWh

Scalability of Access for NGI Mar2022, Josef Noll




VGS Sadinga rbeid : Fridg‘e stikkkontak _ __ Stove
Elektrodata fra 100 hus Py

Power Factor Power Factor

= High-resolution database for energy
usage

=per fuse, 1/10 s .
= Goal: 100 households B

2 §g9§" Current Current Current
g o 5§ .| | : m | | |
v v ‘ ||| -’ ').‘ N
.ps NIRRT IRT B ‘ | H |
— ReSIIIence 070000 090000 110000 140000 100000 000 340000 00 7000 090000 110000 0000
= Grid adaption B - AT S ——
= Graceful degradation N AR | | on
= Customer empowerment ,
» decentralised solutions

Scalability of Access for NGI
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JOSEPR . STIGLITLZ

Startin g Point: WINNER OF THE NOBEL PRIZE IN ECONOMICS

|
PRICE [

NEQUALITY

HOW TODAY'S DIVIDED SOCIETY
ENDANGERS OUR FUTURE

\
CCCCC

22222222222222222



DECENT WORK AND
8 ccovoncarowrs | d€cent work

Public Opinion on SDGs =
(afrobarometer.org ) ; ;

AND WELL-BEING 27%
26%

9 INDUSTRY, INNOVATION

= Priorities by people in Africa _
sonerastocrore | Industry 24%

= decent work N B 24%
=Zero hunger

= good health

NO
1 POVERTY no poverty BZi/ need to
!
13%
[N
FE | 5
REDUGED i
| 2 nice to
GENDER have
| 1

hitps://blogs.worldbank.ora/africacan/how-do-africans-priorities-align-with-the-sdgs-and-government-performance-new-results-from
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http://afrobarometer.org
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VGS samarbeid

ere konfigurerer, vi installerer i Afrika

olving the challenge of access ¥~

= wireless information
spot (InfoSpot)

= Reaching out >20 km -
to mobile network

Internet link

3G/4G (UMTS/LTE)

= Affordable solution: _Nee
OPEX <20 USD/
m O n t h Society Server

Raspberry Pi 3+
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45 schools connected Sep/0Oct 2021

School locations AHERI -N

# name location & P [r--\] A N\ 4o L5% ,,/’—
1 ST. PAUL ORIANG MIXED SCHOOL | http://plkits it / \ 5 M ha gty A eAK Kaimos
2 ORANDO MIXED SEC SCHOOL http://pl - - Q e — B o Ve \Chava I
3 MALELE MIXED SEC SHOOL http://pELE - iubver] ap @__ LA
ULAFU MIXED SEC SCHOOL http://pl Sﬂ?&ﬂ‘![b *E Uik Al Kondele : Kaptumo L
BISHOP OKOTH GIRLS MBAGA SEC S http://pl /2. l, e, S a fq rl co m
L kﬁo or) 3|rrlq(

PALA MIXED SEC SCHOOL http://pl U-V“i“" lh@
KOLWENY KINGSWAY SEC SCHOOL | http://pl

AR
" @)
Ao | Sl x&@ K'S“m“ COU”W

10 DANIS OBARA SEC SCHOOL http://pl

parallel to

11 ATELA MIXED SEC SCHOOL http://pl ’\\ : APLIOYC ]}.x EGISGHO0 (W L S L ' ' G I G I t f t
12 WANG'APALA BOYS HIGH SCHOOL |http://pl '. g S|aya cou nty 2 / [ Y 6, S e — connecC IrS
13 APUOYO MIXED SEC SCHOOL g Usenge ‘_ X Q} KiSian S Kibos )

14 AGORO OYOMBE SEC SCHOOL http://pl ~~. Duts TN ¥ P isumu | p h ase

15 RINGA GIRLS HIGH SCHOOL http://pl Bondo : Y BNt o .

16 ORERA MIXED SEC SCHOOL http://pl Hi)@i \ | M b [

17 DUDI GIRLS SEC SCHOL http://pl Lwak ®—>\ Oro r;'lqg o - 5 |t / S over
18 BORO MIXED SEC SCHOOL httpzxp: ,&E@I.A@n}g 100 o & T TN LTE

19 ST BARNABAS SEC SCHOOL http: —~ A harn? o -

20 SINAGA GIRLS SEC SCHOOL httg://gl FASembo s Ahr“\ . e (dedicated SIM

21 DIENYA SEC SCHOOL http://pl Port Southby ’ / A..K@Mli@jdij@g >

cards)

58 USD/month

22 RAMULA MIXED SEC SCHOOL http://pl - | ’
23 DHENE MIXED SEC SCHOOL http://pl e

24 ST WILIAMS GENDRO SEC SCHOOL |http://pl 4 5 SC h OO I §3p KO d‘"ro AL : \
25 ST PATRICK'S SENGERE SEC SCHOOL |http://pl b . Awachis
26 ST MAR'YS YALA SCHOOL http://pl ' |

27 NGIYA MIXED SEC SCHOOL http://pl 27 50 1 Students Bipaplonditi

28 OBAMBO MIXED SEC SCHOOL http://pl % S

ENGUTCTTNEYE  connected Séb/ Oct 2021

| //p)
sponsored by our #/»

premium partner P/ /)

p://pl e oare”’ Homa Lime y & Kosele
: M 'bl'.a._ Kowuor 4 ~ =
http://pl gaino J \\ / \
: ne < . \
: , f % AwachjlTende
. ( 'wala // \ e '1 r“-\\lnl@ﬂ’:@ ._
) ‘.J\UQ[C )
c | = 7 |
. Sena o " \\\ Hom 3(23,3 /-/{ \, ‘ | 7~lkonge
7 dlr[db L~ —"'K'C.'r‘.',-o | - /‘/ P .\, P\C:]‘:'Q| ' \ _/" |\_
- K N\ : / iL Nyamira/ 3
Ny .

\ \‘\\ } f/— :
\ : / A T ; .
||' \ \ o L) ‘\ | \
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https://basicinternet.org/premium-partner-dent-wireless/

Oppsummert

“det er bra a forsta hvordan ting fungerer”

Teknologiske utviklinger mgter globale utfordringer

= Milliarder av sensorer <=> elektronisk sgppel
= Cyber-/IoT-sikkerhet <=> Trygghet og samfunnssikkerhet

= Automatisering, Industry4.0 <=> Tillit og transparens

Digital partnerskap
= “Alle skal ha fri tilgang til informasjon”
= Internett og teknologi til ssamfunnsstgtte
= Project 1: Energy measurements
= Project 2: InfoSpot configuration

;Herze WILL BE NO PEACE
UNTIL ALL MEN LEARN TO
' UNDERSTAND EACH OTHER

Scalability of Access for NGI

HOW ARE WE GOING TO
GET EVERYBODY TO
SPEAK NORWEGIAN
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