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1. security management
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1.1. resource management
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1.1.1. upgradability
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1.1.2. resource utilization
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1.1.3. sec/priv configurability
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1.1.4. redundancy
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1.1.5. Secure boot

1.1.6. Protection
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1.1.7. Root of trust

1.2. Intrusion detection system
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1.2.1. Intrusion prevention

1.2.2. Monitoring
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Log handling

1.2.3. Auditing

1.3. Forensic Systems

1.4. Policy
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1.4.1. Time-out

1.4.2. Data-rate

1.4.3. Backup

1.4.4. Update

1.4.5. Encryption

1.5. user data protection

1.6. physical security
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1.6.1. Physical authentication

1.6.2. Physical DoS protection

1.7. certificate handling
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1.7.1. digital signature

1.8. accountability
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1.8.1. non-repudiation

2. hardening
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2.1. PC hardening
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2.1.1. Patch Windows/Mac
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disable unused
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2.1.3. Anti virus
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2.1.4. Firewall

2.1.5. Do not open
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2.1.6. Disable file/
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2.2. IoT hardening

2.3. secured communication
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2.3.1. trusted path (tunnel, VPN)

2.3.2. session encryption

2.3.3. mutual authentication

2.4. access control
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2.4.1. remote access

2.4.2. Service access control
(Firewall)

2.4.3. identification

2.4.4. authentication
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2.4.5. authorization

2.4.6. encryption

2.5. Protection against
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2.5.1. Electromagnetic interference (EMI)
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