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The Open Ecosystems for Future Services

® Ongoing collaborations ,.L/)’(V*y*
o KraftCert & mnemonic fad J T N
= operational surveillance of the )-8
|
transport network £C/
= attack on the power 3)
infrastructure , ff/j;
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= Conversion from power lines to z_/ \ ) N /?’:RQ a‘,
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® Alot more to do ... -G | ?
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¥  Smart Grid Security Centre (SGSC)
Challenges from Public Partners

e The Cloud

= |nformation handling Future
. services
= |nformation flow

® Security of infrastructures
= Data handling protect
= Data protection

® Demand of inhabitants

= New Sservices
= technology inclusion

Services

® [uture services
= Upcoming challenges (SGSC) detect Security, privacy
= Analysis of information flow (Academia) awareness
= |n-depth analysis (Institutes)
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Smart Grid Security Centre (SGSC)
Offerings to Electricity distributors

. e

® Proactive maintenance | . Future
:!: Admin Cloud oppo‘unities

= cost saving, reliability
= Security

e Novel services §||§
= Security and Privacy requirements
= Opportunities

adaptation
® Changing Business Ecosystem .. \

= |nnovation
= digital industries

Services
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¥  Smart Grid Security Centre (SGSC)
The main game changers

® Centralised Architectures ® De-centralised architectures
= cloud administration = smart grid & Internet
= concentrated logic = distributed logic & control

e EU directive = |[nternet & Smart Grid Infrastructure
= Privacy, Health data, ... = trust & privacy handling

= novel services Iin the home

Admin Cloud
. AN /\
e

centralised control -\
Internet
g | | g /\ \ fog logic

O
%J &v distributed control
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Opportunities for Smart Grids

e Smart House/Building | @
= Power distribution ®___’:1_’" g I\
: : / Admin

® proactive maintenance Y
e reliability /,’

= Meter infrastructure 4
e Automatic Meter 2% /
e Collector W

e Admin Cloud

= House infrastructure
® Hot-water, Heating
® \White goods

® Novel services
= energy saving
= alarm
= virtual fall sensor

— f 777777

Power distribution

Future infrastructure/services
e digitisation/Home4.0

® Digital Society

® alarm, “green’
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Opportunities for End-Customers

Security, privacy

® Address new services SWAreness
® Pilots
® “Define the future”

Fremtidens

Otet forretningsmuligheter

Applications

- health,.... S

choice

Normdannelse

_ react -
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vy Knowledge and collaboration space

http://loTSec.no - #loTSec, #loTSecNO

Home Research Areas Security Centre Publications About us

The loTSec - Security in lIoT for Smart Grids initiative was established in 2015 to promote About

the development of a safe and secure Internet-of-Things (IoT)-enabled smart power grid

infrastructure. The Research Project received funding from the Research Council of Norway The loTSec initiatives drives Research

(RCN) to contribute to a safe information society. for secure loT and Smart Grids

loTSec addresses the basic needs for a reliable and efficient, uninterrupted power network with ff

dynamic configuration and security properties. It addresses in addition the needs of businesses #iotsecno 7 )

and end users of additional |oT services by exploring use cases for value-added services with n Josef Noll 11 Nov Hurg '

the intent to design the building blocks for future services that consider the necessary security &4 @josefnoll No ._

and privacy preconditions of successfully deployed large-scale services. loTSec will apply the NCE Smart Partnerkonferansen med J Kieller
: : : : i _ @KristinHalvorsen og Nasjonalt senter for J

research in the envisaged Security Centre for Smart Grids, co-located withw.~ Marwegian Qiklmt - - cim § Oslo ‘

Centre of Excellence (NCE Smart). \ _'f, Halden

«Open World Approach»

everything that is not declared closed
IS open
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The threat dimension

" @ Hollande (FR), Merkel (DE) had their mobile being
® «and we believe it is not happening in Norway?

18 Oezember 2014, .8:14 Uhr AohOren von Handys

So lasst sich das UMTS-Netz knacken

[source: www.rediff.com]

[source: Suddeutsche Zeitung,
18Dec2014]

Zwe) Hacker zeijgerv
UdMTS-antenne lassen
sick knacken (Faro dpa)
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