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Overview

• Importance of investigating human aspects

• Research perspective

• Scenarios

• Feedback
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Importance of focusing on human aspects

Reuters

http://uk.reuters.com/article/uk-sweden-politics-idUKKBN1AC16T



The Risk Analysis process

Rajbhandari, L., & Snekkenes, E. (2012). Intended actions: Risk is conflicting incentives. Information Security, 370-386.
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The big picture – research perspective

I. Enhancement of the method 

(stakeholder behavior – CIRA)

Artifacts: CIRA + SGAM extension

II. Evaluation of the Artifacts 

(predictive capabilities of the analyst when using CIRA)

+

5



CIRA – risk framing
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Factors to be included in a model
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Scenario where the strategy owner (Head of purchasing 

department at a DSO) is responsible for the procurement 

of Smart Devices that will be utilized in the grid.

When making his choice he has to consider several 

vendors, that vary in their offers in terms of the security, 

price and capabilities of the devices. 

Is he tempted to choose the cheaper ones that come with 

weaker security measures, therefore leaving customers 

more vulnerable

to cyber-attacks?

Scenario 1. - choice of equipment
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Storage of sensitive information about customers and the

handling of electronic waste (i.e. discarded devices with 

sensitive information).

What are the existing practices for handling e-waste?

Risk owner: DSO/Customers

Strategy owner: Data Protection Authority/DSO

Strategies: 

- Establish plans that protect privacy after equipment is 

discarded

- Discard devices without necessary care

Scenario 2. - Privacy violation through 

improper handling of electronic waste



Collaboration

• Establishing collaboration with a PhD student at Eötvös Loránd
University (ELTE), Hungary – focus on modeling social psychological 
aspects
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Your input is needed

Development of a common ontology that includes humans

Results from workshop on DSO needs -> can be converted to utility 
factors within CIRA for further analysis

Suggestion of other relevant scenarios where DSOs are risk owners?
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