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Outline

® Measurable Security
- Application in the loT
- threat, goal, architecture
® Approach
- Ontologies for security, system, component functionality
- Metrics based assessment
- context-aware security
® Discussion
- Specific ontologies for each threat
- Sensor/device standardisation
— distributed or universal metrics
O Cepshisiens
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loT paradigm v 2

* From "Internet of PCs" towards the "Internet of Things"
with 50 to 100 billion devices connected to the Internet
by 2020. [CERP-IoT, 03.2010]

* Things have their own identity, communicate with other
things and humans (loPTS)
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The Semantic Dimension
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The loT technology and
application domain
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Security challenges

® heterogeneous infrastructures
— sensors, devices
- networks, cloud
— services, app stores

e BYOD - bring your own device
= you can't control
= concentrate on the core values

® |nternet of People, Things and Service (IoPT)
- content aware

- context aware
— user centric: “Life Management Platform”

= Measure your values
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loT success, dow
more than technology v 5

* Creating business
—openness, competitive
— climate for innovation

infrastructure:

research,
educati
Sensor .
providers
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Internet usage in Scandinavia

[Robert Madelin, Directorate-General for Information Society and Media, EU commission, Aug 2011]

use of IT in a proper way can increase effectiveness with 30-40%"”
* “we are good in technology development. But access to venture capital is bad

* &

in Europe as compared to the USA”.
[Aftenposten, 3. October 2011]
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Internet service usage A

B Greece
= Norway
EU-average

2011 numbers
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Create a successful ecosystem v &
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y
Sensor Network Architecture CWI

Client application

Client application Application semantics

® Semantic dimension

Service descriptions
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newSHIELD.eu approach

® Security, here
- security (S)
- privacy (P) Intelligen
- dependability (D)

: Network
® across the value chain
- from sensors to
: Sensors,
SEIVICES Embedded Systems -~

® measurable security

can be
composed

Could be
Is made by

Components and SPD Components, SPD
SR ) — functionalities p— functionalities

L L .4
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y
Traditional approach
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Limitations of the traditional
approach . - 1
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The nSHIELD approach

e nSHIELD is an JU Artemis project

e focus on "measurable security” for
embedded systems

Core concept

® Threat analysis

e (Goal definition

e Semantic security description
® Semantic system description
® Security composability

http://newSHIELD.eu
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Yy
Goal description

® based on application specific goal, e.qg. high reliability

e Specific parameters for ¢ Common approach?
each application? - SPD = level 4
- avallability = 0.8
- confidentiality = 0.7
- reliability = 0.5
o ﬁhis way? ) ﬂhat way? ]
® more specific ® universal approach

® casier to understand(?) - code “red”
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Threat description through Metrics

Factor Value
Elapsed Time
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