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Communication for different scenarios
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3GPP ecosystem gives many new possibilities
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oy Why is 5G interesting for military use?
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G Open Standards and Interoperability

A new threat picture > Co//aborat/on in the “Total Defence” is needed
‘X " S o TR g d
5G New Rad/o

M/MO/Beamform/ng > More reliable commun/cat/on

SR

Network Slicing

Ded/cated Defence N W slice > Separation from commercial traffic
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Edge Computlng the extended cloud —
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Securing 5G for military use

<
Military E2E Encrypted Services

Application Cloud Native principles / DevSecOps )

~

* Application control
Controlled Mobile Devices
VPN control

Mobile Device
Management
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Improved security/metadata control
High availability
* Necessary functionality

. Secure Mok

5G Private Networks
Tactical 5G

¢ Cooperation

Government
Regulations

National Autonomy,
Security, Spectrum etc.

Government
Subsidy

Transmission, Power,
Rural Coverage etc.
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>Strategic Coopération ' /( Fixed network- Fiber -Pilots -Coverage -Spectrum
|

Strategic SG> h‘.s Vertical Innovation Infrastructure Telenor Research

Tactical 5G >§i? FUDGE-50]| Fully Disintegrated private networks for 5G verticals Telenor Research
/T
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Mobile communication fo\r
Military use

* Robust

* High availability

* Secure

* Necessary functionality

and services

)

> 2020 » 2021 » 2022 > 202
Adapting 5G to military use
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Network Slicing to separate Public and Military traffic

eMBB NW Slice —
L 2G, 3G, 4G, 5G { i E o

Public nationwide
5G SA networks
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Separation

ing

Defence NW Slice Private 5G Network
Strategic 5G Tactical 5G
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' 890 MHz frequency spectrum | Enterprise Edge "' 1 Fiber + SATCOM
64x64 MIMO antennas — mmWave + C-band | Defence Network Slice I 7 14 Backhaul
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Network based Defence

<

CNR coverage

International
Roaming links

|

CNR + 5G Modem

5G Public RAN
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5G Multi channeNRouter

. . @"D)
loT Devices 5G Public RAN
Smart devices
[E= |

ISOLATION

Strategic 5G
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Cloud Native Servi_ces
l DevSecOps FTTT

5G Private

. N
Tactical 5G Networks




IITT

4

NORWEGIAN DEFENCE
MATERIEL AGENCY

FUDGE 5G pilot

5G Private Network

: Fully Disintegrated private networks for 5G verticals (FUDGE)

Goal:

EU funded 5G pilot - Running until March 2023
Fully autonomous 5G SA Private Network
Equipped with Edge for PPDR / Defence Use Cases

Utilize both Public and Private 5G network
Utilize centralized Clouds, 5G and Edge to create Better and
more Robust services

Leverage 5G SUCI security concept (Subscription Concealed
Identifier) to mitigate IMSI catcher problems

Tactical 5G




NORWEGIAN DEFENCE
MATERIEL AGENCY

Full Autonomy

%5 FUD

GE-56
Cell on Wheels
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Edge Data Center |
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Full Flexibility

GE-5
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Remote TV production via 5G
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Tactical 5G
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5G pilots - Rygge airbase AN
Technical testing — Studies — Use Cases : k*
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5G Private Network |
.+ [Cellon Wheels
Range, Capacity and Robustness Ve Aln] R 0
(Electronic Warfare), LPD, LPI 7 Bt 8 NPT

IMSI catching mitigation (5G SA + SUCI)
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Multiple Use Cases including use of Al/ML, e g#fte . Fixed 5G Network
Drone control etc. s ~ gNodeB+ Enterprlse Edge % %
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~}, Eé band (NR)
.~ MmWave (NR)
Anchor-band (LTE)
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Use of Public and
Non-Public Network

5G Private Networks

R <<<ﬂﬁu>>>

%J FUDGE-5G

Nationwide
Public NW

Strategic 5G

From a Telco perspective

How to utilize both Private and Public 5G networks
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Edge Computing - The extended cloud
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Backend

>

Nationwide
Public NW

Strategic 5G

From a Service perspective

How to utilize centralized clouds, 5G and Edge to create Better and more Robust services
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Edge Computing - The extended cloud
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Backend

>

Backend

w;
Backend ’

\
\Nationwide L’
Public NW //

How to utilize centralized clouds, 5G and Edge to create Better and more Robust services
(Cloud Native principles)
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» High Mobility Command Post
»
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Backend
5G IAB Node

 (App)

5G IAB Node
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5G IAB Donor Nationwide Public Network

56 NR Acces Defence N ice
: ' 5G Private NW
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Backend

EDGE

Strategic 5G
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loT Devices High Mobility Command Post

(HMCP)
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5@G Private Network 5G CPE

Network-based Defence
Edge Computing...the extended cloud

Military Cloud )

5G Core D

In strategic important areas (Cloud Native principles)
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...Currently, the 5G-VINNI and FUDGE

5G trials in Norway would be
considered the most advanced ongoing

5G trial projects in Europe... .

.BMWC /{ telenor  ¢kalodm>

Glob BEST NETWORK
GLOMO ) Mobhile SOFTWARE
Awards  BREAKTHROUGH

TELENOR AND PARTNERS
FOR THE WORLD’S MOST DIVERSE MULTI-VENDOR
5G STANDALONE SOLUTION

Tallinn 2021

Research Report

Supply Chain and
Network Security
for Military 5G
Networks

Piret Pernik, Tatana Janc¢arkova, Kadri Kaska,
Urmas Ruuto, Costel-Marius Gheorghevici
and Henrik Beckvard
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5 Generation Changes Everything
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Kennet Nomeland

Radio System Architect
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