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Recap: 7
Conversion and operating envelope 2\

e Operating envelope: the
operational parameters where our T O R -
network can work “well”, depends
on the technology and on the task

ranure (*F]

o For traffic estimation we need it in i
"communication” QoS i
= Bandwidth, delay, jitter, (redundancy) "
e Often can be done with simple . v
arithmetic with a certain confidence_ b dialhal ||~ B
£ / e ™
level £ ‘ ' | 1) How does he Operating '
5 4 Envelope look like applying
) criticality?
n 2) How can the criticality be
o 3 ——_applied for SPD? |
r:g §] o K - s
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Examples of
Sej:urlty challenges in the loT

(o System )ntru3|on awareness, fault-tolerance, data redundancy and d|ver5|ty

S/ Platform “Auto start up on power failure, Auto reconfigurable on software

failure, Auto synchronization on software failure, End-to-end secure
communication, Mal-user detection, Access control for accessing sensor
_data \

"\Q Mlddleware SPD Audit, Cryptographic Support, Identification and

p Authenﬂcatlon Protection of the SPD functionalities, Security Management

e Hardware: SPD metrics, Self-recovery from hardware transient faults
(through fault-injection), Auto-reconfiguration, Data encryption, Provision of
_-security and privacy services, data encryption/decryption

'o RadloL Threats tolerant transmission
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System components

classified after objective

+ Functional components

= input component (sensors, keyboard, mouse,..)
output component (alarm, screen, actuator,..)

processing component

= Storing component (data base, files, )
= Connection (wireless connection, wired connection)

o Security, Privacy, Dependability (SPD) components:

= Encryption: Encryption algorithm, keys,..

= Protocols

= Authentication( mechanism (fingerprint, password password complexny

= Authorization (privileges, .

e« Management components (OS, Web server, data server)

i ) N

T-; n N (1 X) ’\" Yal7 J"

|
N Qg (14 8
(L &
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¢ Human component (admin, user, ..).
e Physical component, car being a component in a car factory. (if treated as “sub-system)

1 UNIK

UNIK4750, Measurable Security for loT - #loTSec

C A Dar

) -

I =
N/ )

Mar 2016, Gyérgy Kalman, Josef Noll




Semantic Web Services

Bringing the web

/MWL)W (gn,,mm to its full potential +€KZ5M7{-¢7¥

#% | Web Services
Dynamic | yppi, wsDL, SOAP  ++---

Intelligent Web
Services
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Extensible Markup Language (XML) is a markup language that
defines a set of rules for encoding documents in a format which is
both human-readable and machine-readable.

[Source: Wikipedia]

RDF - Formal semantics is built upon a W3C XML standard for ——~~ ] [ 7
objects called the Resource Description Framework (RDF)

OWL - The Web\Ontology_i Language (OWL) is a family of
knowledge representatien languages for authoring ontologies.

A semantic reasoner, reasoning engine, rules engine, or simply a
reasoner, is a piece of software able to infer logical consequences e
from a set of asserted facts or axioms. s

I-' /

Classes (concepts) are abstract groups, sets, or collection of | . '] -%6111ale ]
objects (example: human, woman) \ A . A
Individuals (instances) are the specific objects, e.g. Josefis a \4 e |
Father Mothel

Attributes (properties) describing objects (individual and classes) \. /
in the ontology. Example: Human hasName, Josef has name  further readrr‘rg

Josef Noll

Elements in Semantic Technologies

Ordering Pizza in the Future

Kelly, James Alexander
610204999545-54610

T8 Montrose Cowrt
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http:/fwww. shdeshare met/SerqeL|ncke\s/semanhc web-ontologies
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o(nbutes»({aroperhes)descnbmg objects (individual and classes)

Elements in Semantic Technologies

Extensible Markup Language (XML) is a markup language that

defines a set of rules for encoding documents in a format which is

both human-readable and machine-readable.

RDF - Formal semantics is built upon a W3C XML standard for
objects called the Resource Description Framework (RDF)

OWL - The Web Ontology Language (OWL) is a family of
knowledge representation languages for authoring ontologies.

A semantic reasoner, reasoning engine, rules engine, or simply a / S
reasoner, is a piece of software able to infer logical consequences

from a set of asserted facts or axioms.

Classes (concepts) are abstract groups, sets, or collection of
objects (example: human, woman)

Individuals (instances) are the specific objects, e.g. Josefis a
Father

in the ontology. EXxample: Human hasName, Josef has name
Josef Noll

[SOUFCE: WIkIPEd\a] Ordering Pizza in the Future
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further reading:
http://www.slideshare.net/SergelLinckels/semantic-web-ontologies

U NI UNIK4750, Measurable Security for loT - #loTSec Mar 2016, Gyérgy Kalman, Josef Noll




10



11



	Side 1: mar 17-09:19
	Side 2: mar 17-09:44
	Side 3: mar 17-09:51
	Side 4: mar 17-10:11
	Side 5: mar 17-10:19
	Side 6: mar 17-11:02
	Side 7: mar 17-11:22
	Side 8: mar 17-11:24
	Side 9: mar 17-11:36
	Side 10: mar 17-11:25
	Side 11: mar 17-10:16

