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SCOTT - SP3 - Impact from SCOTT

= Our goals with respect to impact
0 change security in Europe

o key selling arguments for European industry
o Attraction for SMEs

= Change Security in Europe : :

o from attack-centric to security classes

s Key selling arguments for European industry
o applied Trust through Privacy Labels

s Attraction for SMEs
o Architecture with APIs



SCOTT vision per WP
here: WP21, elaborated from WP28

® Problem situation

An elderly person wants to live at home but his family is Establish trust
concerned about him or her falling and not being able to get mapping to me?
help.

= Basic Innovation
The emergency unit consists of a wireless sensor that

=

automatically detects a patient’s fall along with critical body % Q:Sii(?::es &
sensor information that helps neighbours, relatives or the = Home ) -
response team to quickly respond. (L S infrastructure D ft--.v\n:
= Options include: g |
o provides emergency responders quick access to the patient’s S
home. S { Car & energy
= management
o is worn directly on the skin | 5 Health o
= Services
= Why SCOTT S K\;
o focussing on a trusted cloud environment following the user W OO, C
n
- »

perceptions, moving away from "everything goes to the ... cloud
o TRUST, here means

rivac i
» privacy: focussing on "positive surveillance", with the user having P y securlty
full control on the data, storage and distribution. label class

» reliability: ensuring that the person carries the sensor and that the
sensor is working 4



Domain specific applicability: Automotive

= Suggested methodology:
= The car as a system of systems monitoring

@ SW-update

dCCESS

= For each subsystem, perform

s Security classes: 1-5
0 Exposure analysis of components
o Impact analysis



Roadmap for a more secure and privacy-aware society

= "Vulnerability analysis” is not sufficient
o novel threats occur
o installation base for 5-20 years
o example: increase in DDoS attack
capability

Notable 2016 loT botnet DDOS attacks

1,400 ~

E

:

Gigabits per second (Gbps)

- 8 & 8 &

= Business advantage for European
industries

= S eCcuri ty C I dSSE S/ I eve | S . https://securityintelligence.com/the-weaponization-of-iot-rise-

of-the-thingbots/ 6



Security Classes and measurable security

= Security Class in IoT
o Consequence
o Exposure
= Consequence
o as in risk map
m EXposure
o Physical exposure

4

people, building, physical ports,...

o [T exposure

4

ports, firewall, connectivity

Secure Connected Trustable Things

New postulate of security class

Consequence

D
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Impact /Exposure
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Class 2
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Upcoming work:
Roadmap for technologies

o,
% Segment #1
» Technology Roadmap for uptake rad
o Segment specific (car, home, cloud, ....) Y S#?2
o best praxis ©
0 obstacles (é S#3
5 /
=
= Expected outcome from SCOTT time

o harmonised Security functionality
o Privacy labelling
0 Security classes

AT
AT
0 increased Trust
e how represented in the specific domains I
L




SP3 Conclusions

= SCOTT from a helicopter perspective

o overall vision broken down into showcases Z
o interconnected activities ;
o contributor to EU discussion ;
= Example WP21 1 Class 2
0 positive surveillance Impact /Exposure 1 9 3 A+

O privacy-aware
o including neighbours, family, friends
s EU-wide impact
o competitive advantage, e.g.:
» privacy label
» security classes
» security and privacy ontology
» reference architectures for sectors

Implementation

loT Security and
Privacy Functionality




