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the Internet of Things (IoT) 
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“Our Journey of Today”
! “The last time we were connected by wire was 

at birth!” [Motorola] 
➡ Wireless is everything 
➡ The Internet of Things (IoT) challenges 

! Smart Grid, Smart Homes, Smart Infrastructures 
➡ Scalability in IoT 
➡ Measurable Security & Privacy - IoTSec.no 
➡ Logic, Cloud,  

! “Some meat for discussion” 
➡      Privacy labelling 
➡      Basic Internet Foundation
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Reality in 2016: Bad indoor coverage
! Telenor will solve challenges of 

indoor coverage 
➡ Voice over Wifi (VoWifi) 
➡ Voice of LTE (VoLTE)
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http://www.digi.no/artikler/telenor-
norge-vil-lose-innendorsdekningen/
320592
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The world of 2016
! Interference-limited Wifi 

➡ increased demand on customer services 
➡ “meaningless discussions” on “Wifi” 

! Operators in the need of becoming “Digital Companies” 
➡ Revenue, Investors? 
➡ Digital Ecosystem: Identity, Federation 

! 5G dilemma 
➡ revenue versus costs 
➡ network infrastructure  (core vs access network costs) 

! Societal challenges 
➡        Energy, Health, “Internet for all” 
➡         Security, Privacy, “Digital Societies”
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Wifi at “Legevakten” 
Feb2011

http://iotsec.no


June2016, Josef NollIoTSec.no - Measurable Security and Privacy

Addressing the Threat Dimension for IoT
! Hollande (FR), Merkel (DE) had their mobile being monitored 
! «and we believe it is not happening in Norway?
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[source: www.rediff.com]
[source: Süddeutsche Zeitung, 
18Dec2014]
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Example: Smart Grid Infrastructure 
! Smart Meter (customer home) 

➡ connected via mesh or directly 
➡ proprietary solution (433, 800 MHz band, power line) 

! Collector 
➡ collects measures 
➡ communicates via mobile network 

! Mobile Network 
➡ as a transmission network 

! Cloud (Provider) 
➡      entry point for remote access 
➡      Application platform
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Future Smart Grid operation, § 4-2 functional requirements  
“Forskrift om måling, avregning, fakturering av nettjenester og elektrisk energi, nettselskapets nøytralitet mv.”

1. Store measured values, registration frequency max 60 
min, can configure to min 15 min. 

2. Standardised interface (API) for communication with 
external equipment using open standards 

3. Can connect to and communicate with other type of 
measurement units 

4. Ensures that stored data are not lost in case of power 
failure 

5. Can stop and reduce power consumption in every 
measurement point (exception transformator) 

6. Can send and receive information on electricity prices 
and tariffs. Can transmit steering information and ground 
faults 

7. Can provide security against miss-use of data and non-
wished access to control-functions 

8. Register flow of active and re-active power flow 
in both directions
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https://lovdata.no/dokument/SF/forskrift/1999-03-11-301
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Application Scenarios for Smart Meters
● Monitoring the grid to achieve a grid stability of at least 

99,96%, 
● Alarm functionality, addressing  

➡ failure of components in the grid,  
➡ alarms related to the Smart Home, e.g. burglary, fire, or 

water leakage, 
● Intrusion detection, monitoring both hacking attempts to the 

home as well as the control center and any entity in between,  
● Billing functionality, providing at least the total consumption 

every hour, or even providing information such as max usage, 
● Remote home control, interacting with e.g. the heating system  
● Fault tolerance and failure recovery, providing a quick recovery 

from a failure. 
● Future services 
➡ Monitoring of activity at home, e.g. “virtual fall sensor”
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National initiative for a more secure future in IoT 
IoTSec.no - Security for IoT for Smart Grids
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Topics for potential Master Thesis?
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Upcoming Infrastructure 
! Smart Meter 

➡ read and control 
➡ logic? 

! Smart Home 
➡ intelligent devices 
➡ on-demand regulation 

! Challenges 
➡ Logic: Centralised <—-> Fog 
➡ Smart Meter: Information <—> Control 
➡ Smart Grid Information <—> Internet Info
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Towards Measurable Privacy - Privacy Labelling
! “Measure, what you can measure - Make 

measurable, what you can’t measure” - Galileo 
! Privacy today 

➡ based on lawyer terminology 
➡ 250.000 words on app terms 

and conditions 
! Privacy tomorrow 

➡ A++: sharing with no others 
➡ A: … 
➡ C: sharing with …. 

! The Privacy label for apps  
and devices
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Addressing the challenges of IoT connectivity
Device ownership 
! who owns the device 
! which data are going 

to whom 
➡ maintenance 
➡ usage  

Easyness Setup 
! 1. step ownership 
! take control  

Scalability 
! business model for  

SIM/device not 
scalable 

! free wireless for IoT 
data
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Future Service Requirements (in a wireless infrastructure)
! “we have no control of 

what is going on in Wifi” 
! “only 25% of broadband 

customers experience the 
speed they got promised” 

! more than 75% of all calls 
to ISPs is related to 
wireless 

! over 90% of boxes sent to 
ISP are fully functionable
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Motivation 
“Need to close the digital gap”
! The Global Goals: 

Norway is the secretariat for 
Quality Education  

! Internet history 
➡ 1973 Europe through Kjeller 
➡ 1994 Opera Software 
➡ 2014 Basic Internet Foundation
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“Internet is my 
teacher”

“I’m currently learning 
Python and HTML, so I can 

make a website for my 
parents’ business"

1994: Opera 
Software 

1973: Internet to 
Kjeller/Europe

2014: Basic 
Internet  
«half a dollar is 
enough»

Kjeller
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The vision of 2026
! “Digital and Inclusive Society” 
! Networks adopting to service needs 

➡ Security, privacy, dependability 
! “the Road Network Infrastructure” 
! Low-capacity Internet 

➡ free and open access  
! Broadband services 

➡ authenticated access
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WWRF vision for 2017; “7 trillion 
wireless devices serving 7 billion 

people by 2017”,

or

http://iotsec.no


June2016, Josef NollIoTSec.no - Measurable Security and Privacy

Conclusions
! Internet of Things (IoT) is a game changer 

➡ Everything is wireless: Smart Infrastructures 
➡ Autonomous systems, Critical Infrastructure 

! Collaborative approach for a (more) secure 
society 
➡ trust is not enough, need for measurable 
➡ partnership for security: threats, measures, counter 

activities 
! Measurable Security and Privacy for IoT 

➡ IoTSec.no - Security for Smart Grid 
➡ Industrial impact: Security Centre for Smart Grid 
➡ Privacy labelling for apps and devices  

! Innovation ecosystem for the IoT 
➡ Reducing the digital gap 
➡ Providing Basic Internet to everyone
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