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Digitalisert hverdag - en stor 
utfordring?
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• Research and 
Education at Kjeller 

• Close relation to 
FFI, IFE, NILU,... 

• Prof. from Univ. of 
Trondheim and Oslo
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• The building where the Internet 
(Arpanet) came to Europe in June 1973

Source: Wikipedia

.... and the Internet
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Outline

! From Mobile to IoT 
! The Internet of Things//Tingenes Internett (IoT) 

! The role of the Mobile 
– Sensor Data 
– Health, Air Quality 
– Payment and Access (NFC) 

! Privacy and Security 
– Privacy, Context-awareness 
– Measurable Security 

! Conclusions
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[Source: Monique Morrow, Cisco]
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Internet service usage
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DNV report 2013, DNV GL report 2014 

Technology Outlook 2020 / Transformative 
Technologies

! Technology applications in 
Maritime, Renewables & Electricity, 
Health Care, Oil & Gas and Food & 
Water industries 
! sensors will drive automated data 

management 
! from passive data to automated 

decisions 
! automated decision tools by 2020 

! Maritime: «policy driven» 
! Health care: «trust» on sensor and 

mobile apps
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“In
 any change management 

process, th
e challenge is 

communicatin
g ris

k,” (
Peter 

Bjerager, D
NV GL)

“O
nly 59% of th

e public 

tru
st th

e energy 

industry
,” (

Edelm
an Trust 

Barometer 2
013)
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Decision making
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https://www.technologyreview.com/s/542626/why-self-driving-cars-must-be-programmed-to-kill/
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http://www.scmagazine.com/iot-security-forcing-
business-model-changes-panel-says/article/448668/ 

http://www.scmagazine.com/iot-security-forcing-business-model-changes-panel-says/article/448668/
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«The horror of technology»
! Speed of development
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! Do you remember: “There might be a need for 5 
computers” (1943 Watson(?), 1951 Hartree) 

! Mobile: NMT, GSM, GPRS, EDGE, UMTS, 3G, HSDPA, 
SMS, EMS, MMS,... DVB-H,...

“Much faster 
than I ever thought!”

“Too complex for 
me to handle!”
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The IoT technology and application 
domain
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Digitalisation of the Society
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11Source: EU commission,  
https://www.youtube.com/watch?v=BK-UuUnQalM&feature=youtu.be

https://www.youtube.com/watch?v=BK-UuUnQalM&feature=youtu.be
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Addressing the challenges of IoT 
connectivity

Device ownership 
! who owns the 

device 
! which data are 

going to whom 
! maintenance 
! usage  

Easyness Setup 
! 1. step ownership 
! take control  

Scalability 
! business model 

for  SIM/device 
not scalable 

! free wireless for 
IoT data

12



Sep2016, Josef NollDigital Society

From IoT to Services for People
! "Things" become socially intelligent  

! yes, without doubts 
! requires new trust model 
! measurable security 

! Growing Internet of Things (IoT) market 
! broad connectivity  
! essential openness of smart “everything” 
! security, privacy, dependability 

! «What about me?» 
! The Internet of People, Things and Services (IoPTS)
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Eksempel: Helse
! Overvåke 

! puls 
! fall,  
! diabetes
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Example: Health
! innebygde sensorer 

! akselerometer, gyro, … 
! new: temperatur, fuktighet, trykk 
! GPS 

! Kommunikasjon til eksterne 
dingser 
! Bluetooth 
! Wifi 

! Kommunikasjon med skyen 
! 3G, 4G, 5G… 
! Wifi

15



Josef Noll, Sep 2004 Enabling Communication 16

Mobile phone replaces purse, October 2004



Sep 2009, Josef NollMobile Innovations

The Center for Wireless Innovation Norway - CWIN.no - Enabling Collaborative Research

Oct 2013, Josef Noll

Mobile service usage

• Facebook example: 
– record audio 
– read phone status and 

identity 
• For what?

17
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How come these guys didn’t think 
of privacy?
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11 ©2007 Deloitte & Touche GmbH WirtschaftsprüfungsgesellschaftWeb 2.0 Expo Berlin 2007

How come these guys didn’t think of that?

Source: http://www.michaelkaul.de/History/history.html

1973 Kjeller

Jon Postel

Steve Crocker

Vinton Cerf1972

http://www.michaelkaul.de/History/history.html
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The Smart Grid in the close future
! Smart grid 

with 
prosumers 

! various 
control 
mechanisms 

! attack 
scenarios 

! critical 
infrastructure
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Upcoming Infrastructure 
! Smart Meter 

! read and control 
! logic? 

! Smart Home 
! intelligent devices 
! on-demand regulation 

! Challenges 
! Logic: Centralised <—-> 

Fog 
! Smart Meter: Information <

—> Control 
! Smart Grid Information <—

> Internet Info
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Smart MeterInternet

Smart Meter
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privacy and 
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Towards Measurable Privacy - 
Privacy Labelling

! “Measure, what you can 
measure - Make 
measurable, what you 
can’t measure” - Galileo 

! Privacy today 
! based on lawyer 

terminology 
! 250.000 words on app 

terms 
and conditions 

! Privacy tomorrow 
! A++: sharing with no 

others 
! A: … 
! C: sharing with …. 

! The Privacy label for apps  
and devices
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Conclusions
! Things (IoT) are driving the digital 

societies 

! Automated services/Industrie4.0 
– skilled people 
– privacy/security 

! All services from sensors 
– mobile phone as connector 
– health data,  

Context 
– my mobile as security 

element 
22
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