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I H .... and the Internet

« Research and
Education at Kjeller

« Close relation to
FFI, IFE, NILU,...

e Prof. from Univ. of |
Trondheim and Oslo ==

v.{'l

¢ [he building where the Internet
(Arpanet) came to Europe in June 1973

Source: Wikipedia

1971 (at which point 23 hosts, at universities and government research centers, were connected to the
ARPANET); 29 by August, 1972, and 40 by September, 1973.

At that point, two satellite links, across the Pacific and Atlantic Oceans to Hawaii and Norway (NORSAR) had
been added to the network. From Norway, a terrestrial circuit added an IMP in London to the growing network.
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Outline

® From Mobile to loT
® The Internet of Things//Tingenes Internett (loT)

® The role of the Mobile
- Sensor Data
- Health, Air Quality
- Payment and Access (NFC)

® Privacy and Security

- Privacy, Context—awareness\ [source;ww, Ciscol

- Measurable Security
e Conclusions

internet of Everything
Cisco

Internet of Things Q
Industry

Machine to Macnine @
Mobile
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Internet service usage

B Greece
@ Norway
EU-average
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[source: EU commission, Aug2011]

" UNIK Digital Society Sep2016, Josef Noll 4



y DNV report 2013, DNV GL report 2014

Technology Outlook 2020 / Transformative
Technologies

® Technology applications in

Maritime, Renewables & Electricity,
Health Care, Oil & Gas and Food &
Water industries

® sensors will drive automated data
management

® from passive data to automated
decisions

¢ automated decision tools by 2020

e Maritime: «policy driven»

e Health care: «trust» on sensor and
mobile apps
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Decision making

Why Self-Driving Cars Must Be Programmed
to Kill

Self-driving cars are already cruising the streets. But before
they can become widespread, carmakers must solve an
impossible ethical dilemma of algorithmic morality.

) | H !H | !H

https://www.technologyreview. com/s/542626/wh eIf -driving-cars-must-be-programmed-to-kill/
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UNIK

SC Magazine > News > loT security forcing business model changes, panel says

http://www.scmagazine.com/iot-security-forcing-

Teri Robinson, Associate Editor

business-model-changes-panel-says/article/448668/

W Follow @TeriRnNY

October 22, 2015

loT security forcing business model changes,

panel says

Share this article: n u m m
o

To secure the Internet of Things and to build trust
with customers, the way that vendors approach
manufacturing, distributing and supporting devices
and solutions must change, a panel of security
pros said Monday at the National Cyber Security
Alliance's (NCSA's) Cybersecurity Summit held at
Nasdaq.

“Business models will have to change. We used to
build them [products], ship them and forget about
them until we had to service them,” said John Ellis,
founder and managing director of Ellis &
Associates. "We've moved to a new world where
we have to ship and remember.”

Digital Society
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UNIK

Volvo to 'accept full liability' for crashes with its
driverless cars

But decide on rules so we can make the dang vehicles
-

13 Oct 2015 at 06:04, OUT-LAW.COM 5 Des @22 @

Volvo will "accept full liability” for collisions involving its autonomous vehicles, the company has
confirmed.
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«The horror of technology» @%@

A

e Speed of development

256GB

128GB
“Much faster
than | ever thought!”
“Too complex for
me to handle!”
1995 2000 2005 2010 2015

® Do you remember: “There might be a need for 5
computers” (1943 Watson(?), 1951 Hartree)

® Mobile: NMT, GSM, GPRS, EDGE, UMTS, 3G, HSDPA,
SMS, EMS, MMS,... DVB-H,...
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The loT technology and application
domain

Industrial
. () Sensor / ‘ﬁ; Health care /
Apps@Home
5) PP @ ﬁ

o Internet

N\, of energy /

. Smart Cities s

=
\ v
energy \,
control \
= _acdll ~ 8 “"’:‘—‘ _
| hnologles Trends Framework e tbed ?\\\
/ . NN A\
¢ security connectivity reliability )
\ Internet of Thlngs
N~ ™ ™ = e — —

g T _— — ——
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A DIGITAL SOCIETY IS MADE OF _, |
DIGITALLY-SKILLED CITIZENS Digital Agenda Scoreboard 2015: Strengthenin... €

DON'T EVEN HAVE BASIC DIGITAL SKILLS
Source: EU commission,

https://www.youtube.com/watch?v=BK-UuUnQalM&feature=youtu.be
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Addressing the challenges of loT 47+
connectivity g%gj
Device ownership Easyness Setup Scalability
e who owns the ® 1. step ownership ® business model
device e take control for SIM/device
e which data are not scalable
going to whom ® free wireless for
® maintenance loT data
® ysage

L 40— L0jgw
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From loT to Services for People

"Things" become socially intelligent

® yes, without doubts

® requires new trust model

® measurable security
® Growing Internet of Things (loT) market
® broad connectivity
® essential openness of smart “everything’
® security, privacy, dependabillity

® «\What about me?»
® The Internet of People, Things and Services (IoPTS)
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Eksempel: Helse

e Overvake
® puls
e fall
® diabetes

- -

 UNIK Digital Society Sepé016, Josef Noll 14



Example: Health

® innebygde sensorer
® akselerometer, gyro, ...

® new: temperatur, fuktighet, trykk

o GPS
e Kommunikasjon til eksterne
dingser
® Bluetooth
o \\Vif
e Kommunikasjon med skyen High Activity Zone
® 3G, 4G, 5G Moderate Activity Zone
o \\Vifi

Q Low Activity Zone
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Mobile

Srart kon cu kegge vekk lommelioxe

og kontonter. Mobitelefonen erstatter gem, 0g &

obiltelefonen erstatter lommeboken

Owt e Wt been en medema’ Lafeatamet

Cam swblorahs wemmedvars .
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Mobile service usage | oo

Modify or delete the contents of your USB storage

System tools

® I b k I . Draw over other apps, prevent phone from sleeping, re
ace OO exal I l p e . order running apps, retrieve running apps, toggle sync on

and off

— record audio el

Approximate (network-based) location, precise (GPS)

— read phone status and
|dntt Services that cost you money

‘ Hardware controls

Record audio, take pictures and videos j

Y OUF STTTrS ===

Add or remove accounts, create accounts and set

passwords

Facebook
FACEBOOK ¥ . .
Your personal information

Modify your contacts, read call log, read your contacts,

write call log

Network communication

Full network access

‘ Phone calls

Read phone status and identity

IR ¢ |css Innovation Norway - CWIN.Nc

NTNU ;7& "’E UNIVERSITETET

HOGSK

MR AT T T GR
Heogskolen i Telemark




How come these guys didn’t think
of privacy?

b “Mortw

) .F"lm-al.:r:h

.
s S
1973 Kjellert

|
]
L

Jon Postel M .

Vinton' Cerf

Source http://www.michaelkaul.de/History/history.html
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The Smart Grid in the close future @@
Smart grid

with

prosumers .

various % £

control Y- . +
mechanisms €47 &=

attack o

scenarios D /o

critical ‘

infrastructure > g "
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y
Upcoming Infrastructure

e Smart Meter
® read and control

® |ogic?
e Smart Home |
e intelligent devices ? _—
® on-demand regulation Internet S

e Challenges
® | ogic: Centralised <—->

Fog to measurable:
e Smart Meter: Information < ! security,
—> Control z | from criticality privacy and
_ _ 3 dependability
e Smart Grid Information <—  ° .
SPD level | SPD vs SPD¢ o0
> Internet Info o 616147 | (@, @)
j/é/g E (67,61,47) @, )
T 9o © 5 R (31.33.63) @, . )
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Towards Measurable Privacy -

Privacy Labelling

e "Measure, what you can
measure - Make
measurable, what you
can't measure” - Galileo

A e Privacy today
® pased on lawyer

terminology
c 4
D e 250.000 words on app
terms
) i and conditions
e e 280 ® Privacy tomorrow
::;rotfz:?;gl(:b:hmo kWh/annum o A++: Sharlng Wlth NoO
— ) others Appfail Report - Threats to Consumers in
) Mobile Apps
o A: ...
1 ‘ . . @orweg an Consumer CUL@'SCH the terms of 20 maobile
X ® C:sharing with ....
1551 54, | 38 48

e The Privacy label for apps
and devices

" UNIK Digital Society Sep2016, Josef Noll 21



4
Conclusions

® Things (loT) are driving the digital
socleties

e Automated services/Industrie4.0

, SPD level | SPD vs SPDeour

- skilled people 4 (67,61,47) @ ®
_ prlvacy/securlty § (67.61.47) @, ., )
S (31,33,63) @, , )

]
i
=
=

critical

® All services from sensors

- mobile phone as connector

- health data,
Context

- my mobile as security
element -
155 54 38 48
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