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Key points of this talk

® Correctness and security: Need for formalisation of
processes & data-flow involving both humans and IT

o Effectiveness, maintainability & compliance: Need
for “intelligent”, flexible & adaptable IT systems

® The Dynamic Condition Response (DCR) Graphs
process technology is a promising approach
developed jointly by industry and academia and
supported by tools DCRGraphs.net & dcr.itu.dk
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What is the problem with flows?
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What is the problem with flows?
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Like driving in the dark...

with printed fixed route(s)

If you leave the route,
you are on your own &
can not see the road
If the map changes,
.~ you have no idea how to
: - update the routes
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Flexibility versus Support

high
% &
SR D/
“ Y o /
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unstructured structured
(e.q. groupware) (e.9. production workflow)

Classical trade-off between flexibility and support!

Already in 1983, researchers in

Computer Supported Cooperative
Work (CSCW) concluded that office

automation systems “‘do not deal
well with unanticipated
conditions’ (Barber) & “were
automating a fiction” (Sheil)

[Schmidt & Bannon:Taking CSCWV Seriously: Supporting Articulation Work, 1992]

[ITW.M.P.van der Aalst et al. Declarative workflows: Balancing between flexibility and support
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Classical trade-off between flexibility and support!

[ITW.M.P.van der Aalst et al. Declarative workflows: Balancing between flexibility and support

[Schmidt & Bannon:Taking CSCWV Seriously: Supporting Articulation Work, 1992]
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“Good standards for business process

modelling are still missing and even today’s

WFMSs are too rigid”

\

Process-Aware Information Systems:
Design, Enactment, and Analysis

> Wil M.P. van der Aalst
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Example from local government

Compliant?

* Lov om Aktiv beskeeftigelsesindsats 6@ el — O
(LBK nr 1428 af 14/12/2009) V@ : | — |

Lov om Aktiv socialpolitik
(LBK nr 946 af 01/10/2009)

Lov om Arbejdslgshedsforsikring

(LBK nr 574 af 27/05/2010)

* Lov om Integration af udlzendinge
(LBK nr 1062 af 20/08/2010)

* Lov om Sygedagpenge

e =0s
(LOV nr 563 af 09/06/2006) -_ - 7y

Retssikkerhedsloven .

(LBK nr 1054 af 07/09/2010) ‘
Datagrundlag

(s

(BEK nr 418 af 23/04/2010) > 79
S

==

£
arbejdsgangsbanken.dk
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Example from local government

Change in law  Compliant?

* Lov om Aktiv beskeeftigelsesindsats 6@ el — O
(LBK nr 1428 af 14/12/2009) V@ : | — |

Lov om Aktiv socialpolitik
(LBK nr 946 af 01/10/2009)

Lov om Arbejdslgshedsforsikring

(LBK nr 574 af 27/05/2010)

* Lov om Integration af udlzendinge
(LBK nr 1062 af 20/08/2010)

* Lov om Sygedagpenge

e =0s
(LOV nr 563 af 09/06/2006) -_ - 7y

Retssikkerhedsloven .

(LBK nr 1054 af 07/09/2010) ‘
Datagrundlag

-
i)
—_—
-

£

(BEK nr 418 af 23/04/2010)

arbejdsgangsbanken.dk
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Example from local government

Change in law  Compliant? How to change!??
—O.

* Lov om Aktiv beskeeftigelsesindsats 6@ el — O
(LBK nr 1428 af 14/12/2009) V@ : | — |

* Lov om Aktiv socialpolitik

(LBK nr 946 af 01/10/2009)

* Lov om Arbejdslgshedsforsikring
(LBK nr 574 af 27/05/2010)

* Lov om Integration af udlzendinge

(LBK nr 1062 af 20/08/2010)

* Lov om Sygedagpenge _,. o [ _w * > - :
(LOV nr 563 af 09/06/2006) ﬁ -_ - )

e Retssikkerhedsloven .

(LBK nr 1054 af 07/09/2010) ‘ :
* Datagrundlag

(BEK nr 418 af 23/04/2010) :: }3,
-
arbejdsgangsbanken.dk
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Change in law  Compliant? How to change!??
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* Lov om Aktiv socialpolitik

(LBK nr 946 af 01/10/2009)

* Lov om Arbejdslgshedsforsikring
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* Lov om Integration af udlzendinge
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(LOYV nr 563 af 09/06/2006)

e Retssikkerhedsloven

(LBK nr 1054 af 07/09/2010) ‘ Change In PraCtice

* Datagrundlag

(s
(BEK nr 418 af 23/04/2010) > )y
S

arbejdsgangsbanken.dk
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Example from local government

Change in law  Compliant? How to change!??
—O.

* Lov om Aktiv beskeeftigelsesindsats 6@ el — O
(LBK nr 1428 af 14/12/2009) V@ : | — |

* Lov om Aktiv socialpolitik

(LBK nr 946 af 01/10/2009)

* Lov om Arbejdslgshedsforsikring
(LBK nr 574 af 27/05/2010)

* Lov om Integration af udlzendinge
(LBK nr 1062 af 20/08/2010)

* Lov om Sygedagpenge

(LOV nr 563 af 09/06/2006)
e Retssikkerhedsloven

(LBK nr 1054 af 07/09/2010)

Change in practicew

—
\

iy

* Datagrundlag

.

(BEK nr 418 af 23/04/2010) ~
_-;

|
Still compliant ?? arbejdsgangsbanken.dk
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We need a workflow GPS
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We need a workflow GPS

where the route is calculated
from the map and your goal
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We need a workflow GPS

where the route is calculated
from the map and your goal

If you leave the route,
a hew one can be calculated

Thomas T. Hildebrandt (hilde@itu.dk) o



mailto:hilde@itu.dk

DCR Graphs for Adaptable Security of Industrial Strength Oslo, Jan 10th, 2017

We need a workflow GPS

where the route is calculated
from the map and your goal

If you leave the route,
a hew one can be calculated

If the map changes,
the route can be adjusted
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We need a workflow GPS

where the route is calculated
from the map and your goal

If you leave the route,
a hew one can be calculated

If the map changes,
the route can be adjusted

this can be achieved with declarative process technology

Thomas T. Hildebrandt (hilde@itu.dk) o
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already in the "70ties we had declarative approaches
® Expert systems

® | ogical programming (e.g. prolog)

® Temporal logic specifications
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already in the "70ties we had declarative approaches
® Expert systems

® | ogical programming (e.g. prolog)

® Temporal logic specifications

Difficult for users to understand the notations
- and how the the suggested route was derived...
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Not a new idea

already in the "70ties we had declarative approaches

® Expert systems
® | ogical programming (e.g. prolog)

® Temporal logic specifications

Difficult for users to understand the notations
- and how the the suggested route was derived...

Dynamic Condition Response Graphs is a fresh attempt...

Thomas T. Hildebrandt (hilde@itu.dk) |
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Events & roles

MTA
MTA
Schedule Surgery
Patient referral to
hospital Admit Patient
Physician
ic Discuss
Physician Physician Ansetheals
Physician Physician
Perform Checkup Examine Patient
; Write Discharge
Make Decision ' alior
Physician

Discuss Risks

Start Elvom 8

< ;
E @ > Admit = | .. Activities Transiion SChedU|e
ry Patient : Condition surgery Surgery

,,,,,

AND-Split 4 XOR-Spiit.,

1
; ||
i 1
Y Discuss @ Write !
A '_.‘ h .
Perform Examine \ Anesthesia Make Dlscharge Letter :
Checkup Patient 4 Decision :
|
|
|
|

Outpatient Department

Physician

Thomas T. Hildebrandt (hilde@itu.dk) 13 IT UNIVERSITY OF COPENHAGEN
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Constraints

MTA

MTA

Schedule Surgery

Patient referral to

hospital Admit Patient
Physician
Discuss
Physician Physician Anesthesis
Physician Physician
- —>
Perform Checkup Examine Patient
Make Decision WnteLE;x"sg\arge
I Ph
ysician
Discuss Risks
C After examining the patient a decision must be made. However, this must not be done '
before the examination. Y
C3 After the examination, the patient must be informed about the risks of the (planned) L0,
- ’!)
surgery. “ -
Cy4 Before scheduling the surgery the patient has to be informed about anesthesia.

Thomas T. Hildebrandt (hilde@itu.dk) 4
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Conditions

MTA

MTA

Schedule Surgery

Patient referral to t Patient °
o S describe what
C4
Physician
must have
Discuss )
Physician Physician b h aP P e n e d I n th e
N Physician Physician
UUPUIN B PO o= o Past before an
Make Decision Letter
T event may happen
Discuss Risks
C After examining the patient a decision must be made. However,-this must not be done '
before the examination. 3
C3 After the examination, the patient must be informed about the risks of the (planned) ) L g
surgery. [" 1——.‘ ;
Cy4 Before scheduling the surgery the patient has to be informed about anesthesia.
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Responses

MTA

MTA

Schedule Surgery
_ Responses
hospital Admit Patient
_— describe what
- must happen in
Physician Physician Anesthesis
N Cy . Physician Physician th e futu re If an
Perform Checkup Examine Patient h
Make Decision WmeLZ‘"Sg‘arge eve n t a e n S
% Physician P P
Discuss Risks
C After examining the patient a decision must be madesHowever, this must not be done '
before the examination. Y
C3 After the examination, the patient must be informed about the risks\of the (planned) ) .\ .
surgery. £ -
Cy4 Before scheduling the surgery the patient has to be informed about anesthesia.

Thomas T. Hildebrandt (hilde@itu.dk) ”
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Exclusions

MTA
MTA
Schedule Surgery
P ——
Admit Patient
11
Physici J
Physicign
Make(Dec
Discus: é
Physici Physic Anesthesis
S — Physici
Perform Checku Examine Patient - e — Surgely
—_—
-— I3 \NrFite D harg
" Physician Ti Letter
P
R
Discuss R

No Surgery

Exclusions
describe that
an event IS ho
longer part of

the process

Thomas T. Hildebrandt (hilde@itu.dk) 7
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Exclusions

Oslo, Jan 10th, 2017

Patient referral to
hospital

MTA

*—>
Admit Patient

Physician

Perform Checkup

Physician

Examine Patient

Physician

Discuss
Anesthesis

Physician

Discuss Risks

MTA

Schedule Surgery

Surge

t

Physician

S 0 Write Discharge

Letter

No Surgery

Start Elvom 8
t | O Admit
o L =) W I Activitie Tra
E = g "l Patient ¢ I:‘ o8 Condition ="~
© patiart referral
Q. fo hospital H 4
8 AND-Split XOR-S;J,':(._..
z | Discuss '
2 | & X . Anesthesia
g % Perform Examine ) Make
5 2> Checkup Patient Decision
O | Discuss

Risks AND-Join

=1L

Thomas T. Hildebrandt (hilde@itu.dk)

Exclusions
describe that
an event IS ho
longer part of

the process

correspond to
-choices/branches
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Inclusions

MTA
MTA
Schedule Surgery
Patient referral to *
hospital Admit Patient )
Ml describe that
Physici l ‘
hnfcu n
°
Mi'-ct Bcision n n I
Discuss )| [T
Physician Physician Anesthesis
[ J
Physician a, al n a rt O
Perform Checkup Examine Patient ~—I Y g
i } ’ — [ the process
~— Letter
i e l
S T N e
Physician """
No Surgery
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Inclusions

MTA

Patient referral to *

I ch describe that

Physicia Physician e ”‘%’*f [TJFOH a'n eve nt is
eeeeee s N e e - again part of
~— 0 pl =T the process

No Surgery

This is a Dynamic Condition Response (DCR) graph

[PLACES2010,Phdl |, SEFM201 |,DEBS12,EDOC2013,]JLAP82,2013,BPM2013-15,PhD15,FMI 5]

Thomas T. Hildebrandt (hilde@itu.dk) 8
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Why DCR Graphs and not flows

MTA

MTA

Patient referral to

hospital Admit Patient

Schedule Surgery

T -o-'“‘
Physici l
hys n
Mik( Cison
Discuss ®
Physician Physician Anesthesis
Physicia
Perform Checkup Examine Patient Surgedy D
S, Write Discharge
\\_\‘\ l Letter
e Ty
— 7o
—
Physician >~
No Surge
Discuss Risks et
Start Event 8
o mi
5 |5 © b e— franston_______ Schedu'e
& - Patient ) Condf on T surgery Surgery
E patiant referral :
8_ fo hospital : 4 ;
o i AND-Split - XOR-Split-,, "
y c : Discuss Write :
2 |8 ¥ : Anesthesia Discharge Letter|
‘g % Perform Examine , Make ¢ |
5 | 2 Checkup Patient Decision |
O | Discuss discha ge letter .
Risks AND Join ng phys :
- 5 !
|5 "S5 SY..

Thomas T. Hildebrandt (hilde@itu.dk)
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Why DCR Graphs and not flows

MTA

MTA

- — Flexible, adaptable & captures “why”

Patient referral to

hospital Admit Patient ' ‘ ‘ ’ ’
['h tem mpute “how’”:
€ System Can compute now .
Physici
— hysicign
Make Declsio
Discuss
Physician Physician Anesthesis
Search Path S O
Perform Checkup Examine Patient Surgedy
>+ | )
N’J 3’
£ 2 Examine Patient ——»| Discuss Anesthesia
Physician —3 E)
- |
Discuss Risks bl
=
; » Schedule Surgery
Start Event 1
€ | Admit
o E Il T e Activities Transition
E = . Condition
E patiant referral Scope
a fo hospital 4 4
a AND-Split : XC
£ |c Discuss From: Examine Patient Use:
2 ® Anesthesia
g | O gerfokrm Examine ><_|> Mak
5 > heckup Patient 4 Decis . ; 2 de
o |& Discuss To: Schedule Surgery Avoid:
Risks AND-Join
g™ > ——

Thomas T. Hildebrandt (hilde@itu.dk) 5
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Validate design by simulation

€« C A www.dcrgraphs.net/ Tool?id=95# o

* Apps Main Page - GSD Wikl Save to Mendeley 9 Jess, the Rule Eng W Model-based test 60.10.15-del Syge http:/ /web.up.ac.z » . Other Bookmarks

'DCR SurgeryCompliance2 [C Rt PFEssl = e [ & Fiter Roles « )| & Fiter Groups - | [ Zoom: 100%~ )| & ]

File Edit Simulation Window Help

:
o §

Schedule Surgery

P ferral to [* >
abe:;;;;rlra . Admi Patient
£ T
- Physician
Simulation ] '
Makd Dedsion
' Discuss ej
Physician Physician ‘ Anesthess Physician
Tasks
. ' >t Physician
Patient referral to hospital | Execute Perform Checkup Examine Paient Surgery o
Admit Patient Execute
‘ \ B LRI Discharge
patom Chcias =2 “\\ i -
a - . /’/-_’
Examine Patient o ”
Exaculs e " > Physician %
Discuss Anesthesis Execute L ) |
Discuss Risks [ e |
| _ No Surgery
Discuss Risks
Execution Log ®
Activity Time Executed By

Thomas T. Hildebrandt (hilde@itu.dk) 2
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State is visible as familiar

< C N www.dcrgraphs.net/Tool?id=954 =

T Apps Main Page - GSD Wiki Save to Mendeley 9. Jess, the Rule Eng W Model-based test 60.10.15-del Syge http:/ /web.up.ac.z

JDCR  SurgeryCompliance2 (/s [N = = [ & Fitor Roles ~ | & Fater Groups - | [ Zoom: 100%- J & |

File Edit Simulation Window Help

MTA g

Schedule Surgery

v !

Patient referral to ® »
hospital Admit Patient

- Physician T
Dec

s0n
Discuss
Physician Physician Anssihesls hysician
Tasks
' — . >+ Physician
I Admit Patient oute | Perform Checkup Examine Patient Surgery r

Perform Checkup

| o
- 4 ' =12 \Wirite Discharge
Examine Patient xecute T ' Letter
Discuss Anesthesis . 7 \\ >~

—— Physiclan //_,4.
Discuss Risks Exocute hysician
No Surgery

Execution Log ® Discuss Risks

Activity Time Executed By

Patient referral to Thomas

gl 22:54:20
hospital Hidebranat

Thomas T. Hildebrandt (hilde@itu.dk) N
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State is visible as familiar

')DCR SurgeryCompliance2 [C e e = ext

File Edit Simulation Window Help

MTA g

MTA
v v Schedule Surgery
Patient referral to ® >
hospital Admit Patient L
X
Physician
Simulation O]
Mgk Decision
' Discuss )|
Physician Physician Anssiwss Physician
Tasks
- I = — > Physician
Perform Checkup . . Perform Checkup Examine Patient Surgery -
Examine Patient XOOU
. . S Write Dischar
Discuss Anesthesis : ‘ ——— o Lelﬂer e
rrrrrerr —— £y >
Discuss Risks ' \\’ Yo >
. ! Physician
Admit Patient XOCU Physician _,-/'+
No Su
Discuss Risks ey
Execution Log ]
Activity Time Executed By
Thomas
Admit Patient 23:00:32 ., o ee
Hildebranat
Patient referral t Thomas
atient referral 1o 23-00:22 oma
hospital Hildebranadt
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State is visible as familiar

'DCR SurgeryCompliance2 [C fest P = e

File Edit Simulation Window Help

MTA

MTA

v v Schedule Surgery

o)

Patiem referral 10
Admit Patent

hospital

- Physician

% A

Mgkq Dedsion

Discuss |
Physician Physician Ancsthosis hysician
Tasks v |
' ' - —>+ Physician
! No Surgery ‘ : Perform Checkud Examine Patient Surgery e

! Surgery

I Write Discharge

! Discuss Risks | | \\\\ J "TJ, | Letter
Perform Checkup ! : \\\ - *’/’+

o ' Physiclan | 4

Discuss Anesthesis ' Physician '
- !

Admit Patient

rrrrrrrrs No Surgery
Examine Patient ; Discuss Risks
Activity Time Executed By
Thomas
Examine Patiemt 23:04:59
Hidebrandt
Thomas
Admit Patient 23:00:32 | Oes
Hidebrandt
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State is visible as familiar

'DCR SurgeryCompliance? [Cifsis W Pase  m Ext

File Edit Simulation Window Help

Oslo, Jan 10th, 2017

[ © i~ || @ Pl arowa~ | @ 6 FlrLavea~ [ Zeom: Lioo%~ [} 4 ] & vade =

MTA
Y Y
Patient referral 1o ® » Admit P
hosptal mit Patent
N
Physician

Tasks

! Discuss Risks Perform Checkup
! Schedule Surgery
Discuss Anesthesis
Perform Checkup
Admit Patient

Examine Patient

Surgery :

Activity Time Executed By
Thomas
S 23.07:48
urgery & Hildebrandt
Thomas
Examine Patient 23:04:
XAMine Fatie 23:04:59 Hildebrandt

Physician

Discuss

Physician Anesthesis

4

8

v

Examine Patent

Discuss Risks

Thomas T. Hildebrandt (hilde@itu.dk) 24

MTA g

Schedule Surgery

Physician
Physiclan
Surgery
e 0 Write Discharge
:r i Letter
Physiclan et
|

No Surgery
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Modelling & Validation

Ekstern handelse Ekstern handelse -
-
L . .
Patient Patient conscloms 3 Examine Patient
UNCONSCIoUS EJ
MTA S
\ o
Schedule Surgery x
% ‘2
Physicien ?D » Patient unconscious
<
®
Discuss 3
Anesthesia
Physiclan
. <
Examine Pasent Physician ; »  Schedule Surgery
\ e Make Decision
Physiclan
Scope
Discuss Risks . '
From: Examine Patient Use:
To: Schedule Surgery Avoid: Discuss Anesthesia,

Thomas T. Hildebrandt (hilde@itu.dk) 2
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DCR Graphs for execution

user
worklist

automatic invocation
of the corresponding
application service
(e.g., user form)

selectionof
a particular
work item

e Papers: [ACMI5,BPM13-15]

SELF SER\nLE /

Thomas T. Hildebrandt (hilde@itu.dk) -
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Seamless & safe distribution

&)
us
workllst

selection of automatic invocation
a particular = of the corr rrespon d ng

work item application service
(e.g., user form)

| e 4
) \
workhst

selection of automatic invocation
a particular = of the cor respon dl ng

work item appllcat eeeeeeeee

Workflow &f Ow engine

Papers: [SEFM201 |,FHIES201 |,BPM1 5]

A
("';

sELF SER\HLE .4
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Monitoring & Compliance

f N
u\/
worklist . ; (/

B

us
worklnst

| N

selection of lmtilocti l ' lmtlloct

a particu | _’fth pdg fth pdg

work item PPI ' l pp' ‘
2{ frm)

Workflow Ow engine
.[7 \E= Run-time monitor
2\ NSIGLF Se'vaz.E %L({ Papers: [R. Mukkamala PhD,CSF 2016]
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Policy enforcement

— =
‘\,
&)
user
worklist (&)

automatic invocation

— ol
{\
&)
user -
worklist @

selection of s selection of automatic invocatfon

a particular of the corresponding a particular * of the corresponding

work item application service otk ot application service
T R (e.g., user form)

|

Workflow &Rgine Ow engine

e -~ >_—<a - \
_;—:'. ’ = - 7 -
f ~L i L L' )
o WY e \ 7
e - » :
| —y 4 s s/ SRV E
11 | — — G vy \ [
11!

SELF Ség\;f(,E Y Papers: [CSF 2016]
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What is special for DCR
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What is special for DCR

® Formal and close to natural language:
Conditions, Responses, Inclusions and Exclusions
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What is special for DCR

® Formal and close to natural language:
Conditions, Responses, Inclusions and Exclusions

® Expressive and decidable:
Can express all regular safety and liveness properties
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What is special for DCR

® Formal and close to natural language:
Conditions, Responses, Inclusions and Exclusions

® Expressive and decidable:

Can express all regular safety and livenes: ;.

Surg

! Discuss Risks

® Operational and understandable:
Run-time state as “check-list” on events -~

Thomas T. Hildebrandt (hilde@itu.dk) 3
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What is special for DCR

® Formal and close to natural language:
Conditions, Responses, Inclusions and Exclusions

® Expressive and decidable:

Can express all regular safety and livenes: ;.

! Surgery

! Discuss Risks

® Operational and understandable:
Run-time state as “‘check-list” on events <=

e Efficient distributed monitoring & enactment
Local decision of enabledness & effect of events

Thomas T. Hildebrandt (hilde@itu.dk) 3
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® Jools (DCRGraphs.net, dcr.tools)

® Verification, Time & Dynamic Subprocesses [LAP82.2013,
BPMI14,FM 5]

® Distribution & Independence [serm2011,8PMIS]
® Search Path & projections [srmi4], traceability [deritu.dk]

® Applications to case studies [FHIES2011,ACMI4,BPMI5,S4CIPI6]

(Healthcare, funding agency, finance & emergency management)

® Run-time adaptation, refinement & enforcement
[EDOC2013][ACMI4][FMI5][CSF16]

. DEBS2012,REBLSI5,
® Programming Language, Data & Forms 025 201¢]

Thomas T. Hildebrandt (hilde@itu.dk) 1
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Dealing with state space

‘/ An h pg ok Sugery I Von

J \ J
‘/ No Surgery ry_'-—:_‘ v Y = Schedule J v S
\ o L‘-- t >[

— - e
4 mine Pas \} .6 -\____x“-}}\:
“—D — ey
S~ e Dﬂ(.":’h_‘"q Write Ds o0 j

® Safe distribution & infer concurrency seemaor1gpmis)
® Modularity & step-wise refinement [FMI5]

® Static analysis for reachability & enforceability [csFis)

33 IT UNIVERSITY OF COPENHAGEN
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Timed DCR Graphs

Eventually is often not good enough....
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Timed DCR Graphs

Eventually is often not good enough....

7000 LIST:

and delays may be required ZNAITH
S
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Timed DCR Graphs

Eventually is often not good enough....

v/
7000 LIST:

and delays may be required ZNAITH
E'N/\J

Timed DCR Graphs introduce JLAPE2.2013,
delays on conditions, and deadlines on responses <F*°'¢l

Thomas T. Hildebrandt (hilde@itu.dk) 14
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Delays & Deadlines

“After eating you must wait |2 hours before surgery”

Yt
Surgery Eating >+ Surgery

“After surgery, a checkup must be done within 7 days”

® - >
ys Checkup

Thomas T. Hildebrandt (hilde@itu.dk) 35
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Enforceability & Escalation

Deadlines in schedule
are closer than they
appear

Some events are uncontrollable

in particular progress of time and human activities

Thomas T. Hildebrandt (hilde@itu.dk) 36
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Enforceability & Escalation

Deadlines in schedule
are closer than they
appear

Some events are uncontrollable

in particular progress of time and human activities

Oh Cinderella, when | said midnight
| meant midnight. Now let's see if |
can get you out of this...

Need compensation/escalation &

\
pro-active enforcement [CSF2016] % ﬂ
T freshspectrum.com

Thomas T. Hildebrandt (hilde@itu.dk) 36



mailto:hilde@itu.dk

DCR Graphs for Adaptable Security of Industrial Strength Oslo, Jan 10th, 2017

Enforceability & Escalation

Deadlines in schedule
Some events are uncontrollable are closer than they

appear

in particular progress of time and human activities

Oh Cinderella, when | said midnight
| meant midnight. Now let's see if |
can get you out of this...

§

freshspectrum.com
Try research-prototype at dcrtools/obilgatlons )
Thomas T. Hildebrandt (hilde@itu.dk)

Need compensation/escalation &
pro-active enforcement [CSF201¢]
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Flexible, Adaptable & Compliant PAIS with DCR Graphs November 27th,2015

Sub processes & infinity

® Dynamically spawned sub processes

® supported in theory and tools - but makes
termination undecidable (rmis]

® not a problem for enactment, run-time monitoring &
(some) static analysis [FMI5]

Thomas T. Hildebrandt (hilde@itu.dk) 37
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Current Work

® (Case studies, expressiveness & usability

® Better static approximation of reachability
Types for progress

® Data and Declarative Forms
® Security elicitation & compliance

® Process mining for prescriptive processes

Thomas T. Hildebrandt (hilde@itu.dk) 38
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Data & Declarative Forms

Reimbursement Claim

Approve or reject

Reimbursement Claim

Reject v
Approve or reject %k

Select v Justify rejection

.ﬂ-rd'. = —
i S L1

|
i LI
[ | ) FE' [}

o
Approve or Reject ApPIron

J
G
]
o |

-
>t Justify rejection
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Data & Declarative Forms

Reimbursement Claim

Approve or reject

Reimbursement Claim

Reject v
Approve or reject %k

Select v Justify rejection

N N

1 Approve=1

——— ) r %
hli 1 Ie: -*
:.pprmu |
Approve or Reject Approve=0 pt Justify rejection
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Data & Declarative Forms

Reimbursement Claim

Approve or reject

Reimbursement Claim

Reject
Approve or reject

Select v Justify rejection

N BN

1 Approve=1 :
——P‘pﬂ' — /0
- : pprove=_( i

Approve or Reject Approve=0 pt Justify rejection

Forms are Declarative Processes! [BPM Case paper 2016]
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Security Elicitation

Customer Bank Real Estate
Estimate :
Provide Budget Maximum Cost Find Houses
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Security Elicitation

Oslo, Jan 10th, 2017

Customer Bank
, Estimate = =
Provide Budget Maximum Cost
Customer Bank
Give up L Delete Budget = ' month
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Real Estate

Find Houses

Customer

Buy

(EU General

Data Protection
Requirement)
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Mining Declarative Processes

(work in progress, SAC 2017)

Statistically inferred

) Inferred flows
constraints

Process log

\
| i

Avoid mined spaghetti diagrams
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Mining for Prescriptive BPM

https://youtu.be/7oat7MatU_U (work in progress)

Process log

Mined evidence-based routes

We collaborate with danish municipality and major

provider of eGovernment solutions
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Conclusions

® Flow-graphs like BPMN are often too inflexible, do
not capture why and are difficult to adapt & maintain

® DCR graphs support flexibility, adaptability and
formal validation of compliance and correctness

® Jool support & applied with success in industry

® Still challenges!

® But promising initial work on understandability,
refinement, static analysis & applications to
collaborative design, validation and training
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