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Correctness & compliance with legal, safety and 
security regulations is getting more and more critical!
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• Effectiveness, maintainability & compliance: Need 
for “intelligent”, flexible & adaptable IT systems 

• The Dynamic Condition Response (DCR) Graphs 
process technology is a promising approach 
developed jointly by industry and academia and 
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based on enactable process flow diagrams (e.g. BPMN)

supporting the worker 
& (partially) automating workflows
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What is the problem with flows?

6

Too rigid development and execution 
Difficult to adapt & describe only anticipated paths!

They are imperative…..
Only describe how not why            

Neither compositional nor 
decompositional….

Do not scale!  
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Like driving in the dark…
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with printed fixed route(s)

If you leave the route,
you are on your own & 
can not see the road

If the map changes, 
you have no idea how to
update the routes
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Motivation
Flexibility versus Support in workflows

• Flexibility: ability to defer, change, 
and deviate

• support: provide analysis and 
guidance

• unstructured: do what ever you 
want, but get no support

• structured: support, but no 
flexibilityClassical trade-off between flexibility and support1

[1] W.M.P. van der Aalst et al. Declarative workflows: Balancing between flexibility and support

Sunday, March 14, 2010

Motivation
Flexibility versus Support in workflows

• Flexibility: ability to defer, change, 
and deviate

• support: provide analysis and 
guidance

• unstructured: do what ever you 
want, but get no support

• structured: support, but no 
flexibilityClassical trade-off between flexibility and support1

[1] W.M.P. van der Aalst et al. Declarative workflows: Balancing between flexibility and support

Sunday, March 14, 2010

[Schmidt & Bannon: Taking CSCW Seriously: Supporting Articulation Work, 1992]

Already in 1983, researchers in 
Computer Supported Cooperative 
Work (CSCW) concluded that office 
automation systems  “do not deal 
well with unanticipated 
conditions” (Barber) & “were 
automating a fiction” (Sheil)
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“Good standards for business process 
modelling are still missing and even today’s 

WFMSs are too rigid”
Process-Aware Information Systems:
Design, Enactment, and Analysis
Wil M.P. van der Aalst
Department ofMathematics and Computer Science, Eindhoven University of Tech-
nology, P.O. Box 513, NL-5600 MB Eindhoven, w.m.p.v.d.aalst@tue.nl

Abstract. Process-aware information systems support operational business pro-
cesses by combining advances in information technology with recent insights
from management science. Workflow management systems are typical examples
of such systems. However, many other types of information systems are also
“process aware” even if their processes are hard-coded or only used implicitly
(e.g., ERP systems). The shift from data orientation to process orientation has in-
creased the importance process-aware information systems. Moreover, advanced
analysis techniques ranging from simulation and verification to process mining
and activity monitoring allow for systems that support process improvement in
various ways. This article provides an overview of process-aware information
systems and also relates these to business process management, workflow man-
agement, process analysis techniques, and process flexibility.

Keywords: Process-Aware Information Systems, Workflow Management, Busi-
ness Process Management, Petri Nets, Process Mining, Process Verification, Sim-
ulation

1 Introduction
Information technology has changed business processes within and between enter-
prises. More and more work processes are being conducted under the supervision
of information systems that are driven by process models. Examples are work-
flow management systems such as FileNet P8, Staffware, WebSphere, FLOWer
and YAWL and Enterprise Resource Planning (ERP) systems such as SAP and
Oracle. Moreover, many domain specific systems have components driven by
(process) models. It is hard to imagine enterprise information systems that are
unaware of the processes taking place. Although the topic of business process
management using information technology has been addressed by consultants

1
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Compliant?

• Lov om Aktiv beskæftigelsesindsats 

(LBK nr 1428 af 14/12/2009)

• Lov om Aktiv socialpolitik   

(LBK nr 946 af 01/10/2009)

• Lov om Arbejdsløshedsforsikring   

(LBK nr 574 af 27/05/2010)

• Lov om Integration af udlændinge     

(LBK nr 1062 af 20/08/2010)

• Lov om Sygedagpenge      

(LOV nr 563 af 09/06/2006)

• Retssikkerhedsloven   

(LBK nr 1054 af 07/09/2010)

• Datagrundlag   

(BEK nr 418 af 23/04/2010)

arbejdsgangsbanken.dk
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(LBK nr 1054 af 07/09/2010)
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(BEK nr 418 af 23/04/2010)
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How to change??
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Change in practice

mailto:hilde@itu.dk
http://arbejdsgangsbanken.dk


IT UNIVERSITY OF COPENHAGEN  

DCR Graphs for Adaptable Security of Industrial Strength Oslo, Jan 10th, 2017

Thomas T. Hildebrandt (hilde@itu.dk)

Example from local government

9

Change in law Compliant?

• Lov om Aktiv beskæftigelsesindsats 

(LBK nr 1428 af 14/12/2009)
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How to change??

arbejdsgangsbanken.dk

Change in practice

Still compliant ??
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where the route is calculated
from the map and your goal

If you leave the route,
a new one can be calculated

If the map changes,  
the route can be adjusted
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We need a workflow GPS

10

where the route is calculated
from the map and your goal

If you leave the route,
a new one can be calculated

If the map changes,  
the route can be adjusted

this can be achieved with declarative process technology
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Not a new idea

• Expert systems 

• Logical programming (e.g. prolog)

• Temporal logic specifications

11

already in the ‘70ties we had declarative approaches
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Difficult for users to understand the notations  
- and how the the suggested route was derived…

already in the ‘70ties we had declarative approaches
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Not a new idea

• Expert systems 

• Logical programming (e.g. prolog)

• Temporal logic specifications

11

Difficult for users to understand the notations  
- and how the the suggested route was derived…

already in the ‘70ties we had declarative approaches

Dynamic Condition Response Graphs is a fresh attempt…  

mailto:hilde@itu.dk
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Fig. 10.1 Prespecified process model Smed

Table 10.1 Examples of compliance rules for medical processes

c1 Before a surgery may be performed the patient must be prepared for it and be sent to
the surgical suite.

c2 After examining the patient a decision must be made. However, this must not be done
before the examination.

c3 After the examination, the patient must be informed about the risks of the (planned)
surgery.

c4 Before scheduling the surgery the patient has to be informed about anesthesia.

c5 If a surgery has not been scheduled it must not be performed.

c6 After a patient is discharged a discharge letter must be written.

c7 After performing the surgery and before writing the discharge letter, a surgery report
must be created and a lab test be made.

particularly crucial for process instances defined or adapted on-the-fly (cf. Chap. 7),
i.e., for which there is no fully prespecified process model. Likewise, compliance
monitoring at run-time is required if a priori compliance checking is not feasible,
e.g., if the process model is too large or the compliance rules are too complex.
Regarding completed process instances, in addition, a process-aware information
system (PAIS) needs to be able to determine whether these instances were executed
in compliance with given regulations, laws, and guidelines. For this purpose, a

Constraints
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c2

c4

Conditions 
describe what 

must have 
happened in the 
past before an 

event may happen

Conditions

mailto:hilde@itu.dk


IT UNIVERSITY OF COPENHAGEN  

DCR Graphs for Adaptable Security of Industrial Strength Oslo, Jan 10th, 2017

Thomas T. Hildebrandt (hilde@itu.dk) 16

10.1 Motivation 299

S
ur

gi
c a

lS
ui

te
discharge letter

for referring phys.
O

ut
pa

tie
nt

D
ep

ar
tm

en
t

S
ur

gi
ca

lW
ar

d

M
T

A
P

hy
si

ci
a n

P
hy

si
ci

an
N

u r
se

Admit
Patient

Perform
Checkup

Examine
Patient

Inform about
Risks

Inform about
Anesthesia

Make
Decision

Check
Patient Record

Admit
Patient

Schedule
Surgery

Write
Discharge Letter

Write
Discharge Letter

Make
Lab Rest

Create
Surgery Report

Provide
Postsurgical Care

Discharge
Patient

Transport
Patient to Ward

surgery
ok

Perform
Surgery

Prepare
Patient

Send Patient
to Surgical Suite

Fig. 10.1 Prespecified process model Smed

Table 10.1 Examples of compliance rules for medical processes

c1 Before a surgery may be performed the patient must be prepared for it and be sent to
the surgical suite.

c2 After examining the patient a decision must be made. However, this must not be done
before the examination.

c3 After the examination, the patient must be informed about the risks of the (planned)
surgery.

c4 Before scheduling the surgery the patient has to be informed about anesthesia.

c5 If a surgery has not been scheduled it must not be performed.

c6 After a patient is discharged a discharge letter must be written.

c7 After performing the surgery and before writing the discharge letter, a surgery report
must be created and a lab test be made.

particularly crucial for process instances defined or adapted on-the-fly (cf. Chap. 7),
i.e., for which there is no fully prespecified process model. Likewise, compliance
monitoring at run-time is required if a priori compliance checking is not feasible,
e.g., if the process model is too large or the compliance rules are too complex.
Regarding completed process instances, in addition, a process-aware information
system (PAIS) needs to be able to determine whether these instances were executed
in compliance with given regulations, laws, and guidelines. For this purpose, a

c2

c3

Responses 
describe what 
must happen in 
the future if an 
event happens

Responses
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Exclusions 
describe that 
an event is no 
longer part of 
the process

Exclusions
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c2

c3

c4

Exclusions 
describe that 
an event is no 
longer part of 
the process

correspond to
choices/branches

Exclusions
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c2

c3

c4

Inclusions 
describe that 
an event is 

again part of 
the process

Inclusions
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c2

c3

c4

Inclusions 
describe that 
an event is 

again part of 
the process

This is a Dynamic Condition Response (DCR) graph
[PLACES2010,Phd11, SEFM2011,DEBS12,EDOC2013,JLAP82,2013,BPM2013-15,PhD15,FM15]

Inclusions
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c2

c3

c4

Why DCR Graphs and not flows?
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c2

c3

c4

Why DCR Graphs and not flows?
Flexible, adaptable & captures “why”

The system can compute “how”:
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Validate design by simulation
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State is visible as familiar 
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State is visible as familiar 
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Modelling & Validation
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Papers: [ACM15,BPM13-15]

mailto:hilde@itu.dk


IT UNIVERSITY OF COPENHAGEN  

DCR Graphs for Adaptable Security of Industrial Strength Oslo, Jan 10th, 2017

Thomas T. Hildebrandt (hilde@itu.dk)

DCR Graphs for execution
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Workflow engine
Papers: [ACM15,BPM13-15]
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Seamless & safe distribution

28

Workflow engine Workflow engine

Papers: [SEFM2011,FHIES2011,BPM15]

mailto:hilde@itu.dk


IT UNIVERSITY OF COPENHAGEN  

DCR Graphs for Adaptable Security of Industrial Strength Oslo, Jan 10th, 2017

Thomas T. Hildebrandt (hilde@itu.dk)

Monitoring & Compliance
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Workflow engine Workflow engine

Run-time monitor
Papers: [R. Mukkamala PhD,CSF 2016]

mailto:hilde@itu.dk


IT UNIVERSITY OF COPENHAGEN  

DCR Graphs for Adaptable Security of Industrial Strength Oslo, Jan 10th, 2017

Thomas T. Hildebrandt (hilde@itu.dk)

Policy enforcement
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Workflow engine Workflow engine

Policy enforcement point

Papers: [CSF 2016]
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What is special for DCR 
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What is special for DCR 
• Formal and close to natural language:  

Conditions, Responses, Inclusions and Exclusions
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What is special for DCR 
• Formal and close to natural language:  

Conditions, Responses, Inclusions and Exclusions

• Expressive and decidable:  
Can express all regular safety and liveness properties

• Operational and understandable:  
Run-time state as “check-list” on events

• Efficient distributed monitoring & enactment  
Local decision of enabledness & effect of events

31
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Work so far
• Tools (DCRGraphs.net, dcr.tools)

• Verification, Time & Dynamic Subprocesses

• Distribution & Independence

• Search Path & projections [BPM14], traceability [dcr.itu.dk]

• Applications to case studies [FHIES2011,ACM14,BPM15,S4CIP16]  
(Healthcare, funding agency, finance & emergency management)

• Run-time adaptation, refinement & enforcement 
[EDOC2013][ACM14][FM15][CSF16]

• Programming Language, Data & Forms
32

[SEFM2011,BPM15]

[JLAP82,2013,
BPM14,FM15]

[DEBS2012,REBLS15, 
BPM CASE 2016]
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Dealing with state space 

• Safe distribution & infer concurrency 

• Modularity & step-wise refinement

• Static analysis for reachability & enforceability [CSF15]

33

[SEFM2011,BPM15]

[FM15]

vs
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Timed DCR Graphs
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Eventually is often not good enough….
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Timed DCR Graphs

34

Eventually is often not good enough….

and delays may be required
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Timed DCR Graphs

34

Eventually is often not good enough….

and delays may be required

Timed DCR Graphs introduce
delays on conditions, and deadlines on responses

[JLAP82,2013,
CSF2016]
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Delays & Deadlines
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“After eating you must wait 12 hours before surgery”

“After surgery, a checkup must be done within 7 days”
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Enforceability & Escalation

36

Some events are uncontrollable

in particular progress of time and human activities
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Enforceability & Escalation

36

Some events are uncontrollable

in particular progress of time and human activities

Need compensation/escalation &
pro-active enforcement [CSF2016]
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Enforceability & Escalation

36

Some events are uncontrollable

in particular progress of time and human activities

Need compensation/escalation &
pro-active enforcement [CSF2016]

Try research-prototype at dcr.tools/obligations
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Sub processes & infinity
• Dynamically spawned sub processes 

• supported in theory and tools - but makes 
termination undecidable 

• not a problem for enactment, run-time monitoring & 
(some) static analysis

37

[FM15]

[FM15]
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Current Work

• Case studies, expressiveness & usability 

• Better static approximation of reachability  
Types for progress

• Data and Declarative Forms

• Security elicitation & compliance 

• Process mining for prescriptive processes 

38
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Fig. 1. Reimbursement claim approval form (rejecting).

3. If the manager chooses “Approve”, the form is complete and may be sub-
mitted.

4. If the manager chooses “Reject”, a new field appears—the “Justify rejection”
text box of Figure 1.

5. When this field appears, it must be filled in before the form can be submitted.
6. If the manager changes his mind and reverts his choice from “Reject” to

“Approve”, the description field should disappear again.

Fig. 2. Reimbursement claim approval form (initial appearance).

We make two notes about this form and its behaviour.
First, even this seemingly exceedingly simple form has fairly complex be-

haviour when you sit down and write it out as we did in the above list. Getting
this behaviour right is not necessarily di�cult, but it is time-consuming and
expensive because of the required programmer intervention.

Second, the form and the rules governing it are inextricably linked with the
process to which the form contributes. The little list above is littered with men-
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3 Action taken

Exformatics A/S is qua DCRgraphs.net already a front-running vendor of declar-
ative process modelling and simulation tooling. Observing the extent to which
form semantics resemble declarative process models, we have defined and imple-
mented a DCR-interpreter which presents a DCR graph as a form, following the
principles laid out in Section 2. We shall see how this helps Exformatics and its
customers in the next section.

3.1 DCR graphs

In this Subsection, we recall DCR graphs. We shall not give the formal def-
initions, but rather attempt to give the reader a brief informal introduction,
su�cient to support the following Sections where we use DCR graphs for speci-
fying forms. Readers familiar with DCR graphs are invited to take a quick look
at the one in Figure 3 before skipping ahead to the next section. Readers in-
terested in a more thorough introduction to DCR graphs are invited to look
at either the informal introductions in one of [7,5], or the formal definitions in
in [13,20,14,6,5].

The present development ascribes data values to activities and data guards
to relations; this is an extension to the syntax and semantics of DCR graphs
which has not yet appeared in the scientific literature.

A DCR comprises (1) a set of activities and (2) a set of relations between
the activities. Activities are there to be executed, and relations indicate what
changes happen to the state of the DCR graph as activities are executed. By
convention, executing an activity in a DCR graph may input a data value for
the activity.

As the name suggests a DCR graph is a graph: the nodes are activities, and
the edges relations.

As a running example, we will use the DCR graph depicted in Figure 3. This
DCR graph is a minimal model of the travel reimbursement workflow sketched
in Section 2. It has just two activities (boxes): Approve or reject (to the left) and
Justify Rejection (to the right).

Fig. 3. Example DCR graph (reimbursement workflow)

*
*

*
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*
*

*

8

The usual understanding of required fields in forms is that upon submit, that
field must contain valid data. However, the notion of pending does not speak of
the state of fields “at submit”, just of that the event of filling a value in the field
must happen before submission. If data can be invalidated, marking an event
pending does of course not, make it necessary for the field to contain valid data
at submission; it just means that at some point between now and submission,
the user must have put data into it. In particular, the user is free to subsequently
erase or invalidate the contents of the field.

To alleviate this tension, we must model more faithfully the dynamic be-
haviour of the form, taking into account the event of invalidating the required
fields. We do so by adding to our model a response arrow from the pending
activity to itself, guarded by value = null. This means that whenever the field is
updated with a null value, it will be marked as pending again, ensuring that the
workflow is not, in fact, complete before the activity/field is either excluded or
receives a non-null value. Of course, one could define more complex criteria for
when a value is invalid and thus trigger the response. In particular, the guard
could depend on the value entered in other fields.

Fig. 4. Variant of DCR graph in Figure 3 taking null-values into account.

3.5 Workflow semantics of form execution

We have seen in the preceding subsections how a declaratively specified workflow
is a specification of a form for inputting data into that workflow.

However, the classical expected semantics of a form is that no action was
taken until the user clicks “submit”. This is at odds with our interpreting ac-
tivities as fields, and input is the field as execution of the activity. Taken as-is,
this approach would mean that the moment a user inputs data into a field,
the corresponding activity executes, potentially a↵ecting the remainder of the
workflow.

Conversely, execution of activities outside the form-activities may a↵ect the
included, enabled, and pending state of form activities, that is, the visibility,
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Fig. 1. Reimbursement claim approval form (rejecting).

3. If the manager chooses “Approve”, the form is complete and may be sub-
mitted.

4. If the manager chooses “Reject”, a new field appears—the “Justify rejection”
text box of Figure 1.

5. When this field appears, it must be filled in before the form can be submitted.
6. If the manager changes his mind and reverts his choice from “Reject” to

“Approve”, the description field should disappear again.

Fig. 2. Reimbursement claim approval form (initial appearance).

We make two notes about this form and its behaviour.
First, even this seemingly exceedingly simple form has fairly complex be-

haviour when you sit down and write it out as we did in the above list. Getting
this behaviour right is not necessarily di�cult, but it is time-consuming and
expensive because of the required programmer intervention.

Second, the form and the rules governing it are inextricably linked with the
process to which the form contributes. The little list above is littered with men-
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3 Action taken

Exformatics A/S is qua DCRgraphs.net already a front-running vendor of declar-
ative process modelling and simulation tooling. Observing the extent to which
form semantics resemble declarative process models, we have defined and imple-
mented a DCR-interpreter which presents a DCR graph as a form, following the
principles laid out in Section 2. We shall see how this helps Exformatics and its
customers in the next section.

3.1 DCR graphs

In this Subsection, we recall DCR graphs. We shall not give the formal def-
initions, but rather attempt to give the reader a brief informal introduction,
su�cient to support the following Sections where we use DCR graphs for speci-
fying forms. Readers familiar with DCR graphs are invited to take a quick look
at the one in Figure 3 before skipping ahead to the next section. Readers in-
terested in a more thorough introduction to DCR graphs are invited to look
at either the informal introductions in one of [7,5], or the formal definitions in
in [13,20,14,6,5].

The present development ascribes data values to activities and data guards
to relations; this is an extension to the syntax and semantics of DCR graphs
which has not yet appeared in the scientific literature.

A DCR comprises (1) a set of activities and (2) a set of relations between
the activities. Activities are there to be executed, and relations indicate what
changes happen to the state of the DCR graph as activities are executed. By
convention, executing an activity in a DCR graph may input a data value for
the activity.

As the name suggests a DCR graph is a graph: the nodes are activities, and
the edges relations.

As a running example, we will use the DCR graph depicted in Figure 3. This
DCR graph is a minimal model of the travel reimbursement workflow sketched
in Section 2. It has just two activities (boxes): Approve or reject (to the left) and
Justify Rejection (to the right).

Fig. 3. Example DCR graph (reimbursement workflow)

*
*

*

8

The usual understanding of required fields in forms is that upon submit, that
field must contain valid data. However, the notion of pending does not speak of
the state of fields “at submit”, just of that the event of filling a value in the field
must happen before submission. If data can be invalidated, marking an event
pending does of course not, make it necessary for the field to contain valid data
at submission; it just means that at some point between now and submission,
the user must have put data into it. In particular, the user is free to subsequently
erase or invalidate the contents of the field.

To alleviate this tension, we must model more faithfully the dynamic be-
haviour of the form, taking into account the event of invalidating the required
fields. We do so by adding to our model a response arrow from the pending
activity to itself, guarded by value = null. This means that whenever the field is
updated with a null value, it will be marked as pending again, ensuring that the
workflow is not, in fact, complete before the activity/field is either excluded or
receives a non-null value. Of course, one could define more complex criteria for
when a value is invalid and thus trigger the response. In particular, the guard
could depend on the value entered in other fields.

Fig. 4. Variant of DCR graph in Figure 3 taking null-values into account.
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taken until the user clicks “submit”. This is at odds with our interpreting ac-
tivities as fields, and input is the field as execution of the activity. Taken as-is,
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Data Protection 
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Process log Statistically inferred
constraints

Inferred flows

Avoid mined spaghetti diagrams

(work in progress, SAC 2017)
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https://youtu.be/7oat7MatU_U

Process log

Mined evidence-based routes

(work in progress)

We collaborate with danish municipality and major 
provider of eGovernment solutions

mailto:hilde@itu.dk
https://youtu.be/7oat7MatU_U


IT UNIVERSITY OF COPENHAGEN  

DCR Graphs for Adaptable Security of Industrial Strength Oslo, Jan 10th, 2017

Thomas T. Hildebrandt (hilde@itu.dk)

Conclusions

43

mailto:hilde@itu.dk


IT UNIVERSITY OF COPENHAGEN  

DCR Graphs for Adaptable Security of Industrial Strength Oslo, Jan 10th, 2017

Thomas T. Hildebrandt (hilde@itu.dk)

Conclusions
• Flow-graphs like BPMN are often too inflexible, do 

not capture why and are difficult to adapt & maintain

43

mailto:hilde@itu.dk


IT UNIVERSITY OF COPENHAGEN  

DCR Graphs for Adaptable Security of Industrial Strength Oslo, Jan 10th, 2017

Thomas T. Hildebrandt (hilde@itu.dk)

Conclusions
• Flow-graphs like BPMN are often too inflexible, do 

not capture why and are difficult to adapt & maintain

• DCR graphs support flexibility, adaptability and 
formal validation of compliance and correctness

43

mailto:hilde@itu.dk


IT UNIVERSITY OF COPENHAGEN  

DCR Graphs for Adaptable Security of Industrial Strength Oslo, Jan 10th, 2017

Thomas T. Hildebrandt (hilde@itu.dk)

Conclusions
• Flow-graphs like BPMN are often too inflexible, do 

not capture why and are difficult to adapt & maintain

• DCR graphs support flexibility, adaptability and 
formal validation of compliance and correctness

• Tool support & applied with success in industry

43

mailto:hilde@itu.dk


IT UNIVERSITY OF COPENHAGEN  

DCR Graphs for Adaptable Security of Industrial Strength Oslo, Jan 10th, 2017

Thomas T. Hildebrandt (hilde@itu.dk)

Conclusions
• Flow-graphs like BPMN are often too inflexible, do 

not capture why and are difficult to adapt & maintain

• DCR graphs support flexibility, adaptability and 
formal validation of compliance and correctness

• Tool support & applied with success in industry

• Still challenges! 

43

mailto:hilde@itu.dk


IT UNIVERSITY OF COPENHAGEN  

DCR Graphs for Adaptable Security of Industrial Strength Oslo, Jan 10th, 2017

Thomas T. Hildebrandt (hilde@itu.dk)

Conclusions
• Flow-graphs like BPMN are often too inflexible, do 

not capture why and are difficult to adapt & maintain
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• Still challenges! 

• But promising initial work on understandability, 
refinement, static analysis & applications to 
collaborative design, validation and training
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