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@ ABAC a successor of RBAC

o control based on the entities attributes
@ A set of attributes in ABAC

e the same as a role in RBAC
@ The XACML standard

e a policy language, which is sufficiently fine-grained and declarative
e as well as an architecture for ABAC
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The request may be submitted by the user in its native
format that differs from the XACML canonical form.

The context handler is responsible for translating these
requests into the canonical form and also converting
the response back to the user’s native format.
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The request, converted by the context handler, is
forwarded to the Policy Decision Point (PDP). '
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Attribute-Based Access Control (ABAC

<?xml version="1.0" encodmg ”UTF 8" 7>
bi 3.0:poli ini i ‘mit-overrides" Version="2.0" PolicySetld="root"

- <PolicySet PolicyC lgld="ur
xsi:schemalLocation="ur i d 17 http //docs 0asis-open. org/xacml/3 leacml -core-v3-schema-wd-17.xsd"
17">

xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmins="

<Target/>
- <Policy Version="1.0" xsi:schemaLocation="ur i 1} h d-17 http://docs.oasis-open.org/xacml/3.0/xacml-core-v3-schema-wd-17.xsd"
xmins:xsi="http:, //www W3. org/ZOOl/XMI Schy instance" xmins="ur i 3. 17"
RuleCt g 3.0:rul ini i t-overrides" Policyld=" i 3 yPolicy">
<Target/>
- <Rule Effect="Permit" Ruleld="ur i 3. y
- <Target>
- <AnyOf>
- <Allof>
- <Match MatchId="ur 1 qual’>
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">Medical record</Attr\bute\/alue>
<AttributeDesignator DataType-"http /. /www W3, org/2001/XMLSchema#strlng" Attributeld=" 1:1 id"
Category="ur ategory lustBePresent="false"/>
</Match>
- <Match MatchId="ur i I:1 i qual'>
<AttributeValue DataType="http://www.w3.0rg/2001/XML! ing">Doctor</Attril
<AttributeDesignator DataType- "http:, //www W3, org/2001/XMLSchema#str|ng" Attributeld=" 1 ji ject-id"
Category="ur -ategory:access-subject” MustBePresent="false"/>
</Match>
</AllOf>
</AnyOf>
<[Target>
- <Condition>
- <Apply FunctionId=" i 1:1.0:functi ...,, qual'>
- <Apply Functionld="ur 1:1.0:functi ne-and-only">
<AttributeDesignator DataType-"http //www w3, org/ZODl/XML { " Attributeld="ur i I:1 i ion-id"
Category="ur ategory:action" MustBePresent="false"/>
</Apply>
<Attr|buteVa\ue DataType="http://www.w3.0rg/2001/XML! ing">write</Attrib I
</Apply>
</Condition>
</Rule>
<Rule Effect="Deny" Ruleld="DenyRule"/>
</Policy>

</PolicySet>

amed Arshad (UiO) SABAC March 20



Attribute-Based Access Cont

<PoliacySet PolicySetTd = "PolicySetTnatitutel™ policy combining algorithm="permit overrides">

<Target>
/*:Attribute Category :Attribute ID :Attribute Value */

AnyOf :access subject

:access-subjcct :Rolce :Rescarcher
:access—-subjcct :Rolce :Doctor
AnyOf :resource
:resource :Type :HealthData
:resource :Type :AggregateHealthData
AnyoL :aclion
zaclion :Action—id :Release
zaclion :Action—id :Read
acti :Action—id ‘Write

</Target>
<Policy PolicyId ="Policyl" rule-combining-algorithm=
// Institute 1 Rules //

<largct>

/* :httribute-Category :Nttribute ID :Attribute Value */

"deny-overrides"

:access-subject :Role :Researcher
AnyOf :resource

:HealthData
:AggreqaleHeallhDala

:resource

iresource

raclion tAclion—id :Release
</Target>
<Rule RuleId = "I1R1" Effect="Permit">

<Condition>
Function: string-cqual

/* :Attributc-Catcgory :Attributc ID :Attribute Valuc */
raccess-subject :HIPAA Comp :Yes

</Condition>

</Rule>

</pPolicy>

</PolicySel>
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Attribute-Based Access Control (ABAC)

@ ABAC is supposed to be a proper solution in open and distributed
systems

o Heterogeneous systems = mismatch between attributes

@ An e-healthcare system may represent adult patients with an attribute
“Adult”
o Patients may try to prove using “hasDriverLicense” or “age”
o Considering all the possible synonyms (semantically) of each attribute
o defining several policies or one general policy

@ A change in the policy
o a large number of manual work

ABAC needs to be extended
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Semantic Attribute-Based Access Control (SABAC)

o ldea: ABAC + semantic technologies

e making decisions semantically as well as considering the semantic
relationships for inferring implicit policies from explicit ones

o Formally define entities and their attributes and relationships using an
ontology

@ Describing relations for specific conditions using rule markup
languages
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Semantic Attribute-Based Access Control (SABAC)

@ Separation of ontology management from access management
@ Two parts:
e An ontology management system
@ provides the extended user and resource attributes
e An access control system
@ uses the extended attributes for access evaluation
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Title
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Utilizing Semantic Knowledge for Access Control in Pervasive and Ubiquitous Systems
Ontology based policy interoperability in geo-spatial domain

Privilege Management Infrastructure for Virtual Organizations in Healthcare Grids
Semantics-based Access Control Approach for Web Service
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Building and evaluating an ontology-based tool for reasoning about consent permission
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Thank you!
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