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“Our Journey of Today”

® "The last time we were connected by wire was
at birth!” [Motorola]

® Three main Areas
= Security and Privacy in loT
= Change of Business Models
= Sustainability and Digital Inclusion

® Social responsiblility: access for everyone
=Basic Internet Foundation
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5G: Speed, Bandwidth, latency and
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[adapted from Per Hjalmar Lehne, Telenor, 2000]
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Area 1:

Security and Privacy in loT

- Car industry: Liability in loT driven business models
- Energy: Cost of providing of Energy -> Cost of Reliable Network
- Telecom:

The change of Business Models
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Background: Mobility

Beklager
vi DGERQVer fell

| Cells |
\Snrgg\or cO mumca’uon ’
. kS
o \Virtual Networ “
o nternet of ThingS - ot
o Privacy '

- Mobilnettet vil

svikte igjen

Endelig har Telenor funnet ut hva.som.gikk galt da nettet
bret sammen, .1.. og mobilekspert
tror ikke vi har sett slutten pa Telénors problemer.
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Addressing the Threat Dimension for loT

¢ Hollande (FR), Merkel (DE) had their mobile being
monitored

® «andwebelleveltls :_npt happening in Norway?
So lasst sich das UMTS-Netz knacken

[source: www.rediff.com]

[source: Suddeutsche Zeitung,
18Dec2014]
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Building the Norwegian Smart Grid Security Centre

loTSec.no

Home Research Areas Security Centre Publications About us
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Partners and Collaborations
« UiO
« UNIK
« NR
=« Simula
« NTNU
= Smart Innovation @stfold

Academia

» eSmart Systems
» Fredrikstad Energi

= EB Nett

The loTSec - Security in loT for Smart Grids initiative was established in 2015 to promote
the development of a safe and secure Internet-of-Things (IoT)-enabled smart power grid
infrastructure. The Research Project received funding from the Research Council of Norway
(RCN) to contribute to a safe information society.

loTSec addresses the basic needs for a reliable and efficient, uninterrupted power network with
dynamic configuration and security properties. It addresses in addition the needs of businesses
and end users of additional 0T services by exploring use cases for value-added services with
the intent to design the building blocks for future services that consider the necessary security
and privacy preconditions of successfully deployed large-scale services. loTSec will apply the
research in the envisaged Security Centre for Smart Grids, co-located with the Norwegian
Centre of Excen. “'"F Smart).

«Open World Approach»

IS open

everything that is not declared closed

Economics in 10T %,

About

The loTSec initiatives drives Research
for secure 10T and Smart Grids

#iotsecno

Josef Noll Nov
T @josefnoll

NCE Smart Partnerkonferanser-
@KristinHalvorsen og Nasjon# ar for
Sikkerhet i SmartGrid #loT"
pic.twitter.com/FLLua%94

Norge, s,
Cjovik

Movation
» Smartgrid Centre

= Norw. Data Protection Auth.

« Forbrukerradet Interest Ora.
» EyeSaaS

= MNemonic Industry

=« Mondragon Unibersitatea
= University of Victoria
» Universidad Carlos Il

» La Sapienza

» COINS Research School

= Nimbeo International
» H2020 and ECSEL projects



http://iotsec.no
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Application Scenarios for Smart Meters

 Monitoring the grid to achieve a grid stability of at least 99,96%, @

e Alarm functionality, addressing
Admin
Cloud

= failure of components in the grid,

= alarms related to the Smart Home, e.g. burglary, fire, or water
leakage,

e Intrusion detection, monitoring both hacking attempts to the home as
well as the control center and any entity in between,

e Billing functionality, providing at least the total consumption every
nour, or even providing information such as max usage,

e Remote home control, interacting with e.g. the heating system

e [ault tolerance and failure recovery, providing a quick recovery from
a failure.

e Future services
e Monitoring of activity at home, e.g. “virtual fall sensor”
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Area 2:

The change of Business Models

- Car industry: Liability in loT driven business models
- Energy: Cost of providing of Energy -> Cost of Reliable Network
- Telecom: uO (MicroOperator), Partnership

Master @ UiO Jul2017, Josef Noll 8



SO 0 I=Te L 1g i T MBI Volvo to 'accept full liability' for crashes with its
The Faculty of Mathematics and .
driverless cars

hitp://www.scmagazine.com/iot-security-forcing- But decide on rules so we can make the dang vehicles

business-model-changes-panel-says/article/448668/

SC Magazine > News > loT security forcing business model changes, panel says

Teri Robinson, Associate Editor

W Follow @TeriRnNY

October 22, 2015

loT security forcing business model changes,
panel says

Share this article: n v m ﬂ

To secure the Internet of Things and to build trust
with customers, the way that vendors approach
manufacturing, distributing and supporting devices
and solutions must change, a panel of security
pros said Monday at the National Cyber Security
Alliance’s (NCSA's) Cybersecurity Summit held at
Nasdaq.

JUT-LAW.COM @, O 68

“Business models will have to change. We used 1o

build them [products], ship them and forget about

them until we had to service them,” said John Ellis,
q founder and managing director of Ellis &

022 @78

Associates. "We've moved to a new world where 1Dility” for collisions involving its autonomous vehicles, the company has

we have to ship and remember.”

——_


http://www.scmagazine.com/iot-security-forcing-business-model-changes-panel-says/article/448668/
http://www.scmagazine.com/iot-security-forcing-business-model-changes-panel-says/article/448668/
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The “sharing economy” for energy companies?

Home About Visit esmartsystems.com

IKT er den nye oljen! | Sigve

S atten Prosumer bidding and
; posten.noj
scheduling in electricit
Sharing Economy: 5 y

“Telenor will create a markets . .
digital ecosystem in ® 12.January 2016 @ Ukategorisert & Administrator

Pakistan” [Source: eSmartSystems.com]
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http://aftenposten.no
http://esmartsystems.com

/ 9

The Basic Internet Foundation el

https://sustainabledevelopment.un.org

Area 3:

Sustainability and the Agenda 2030

- 17 main goals

- 169 associated targets

- “Free access to
Information” (Infolnternet)

=
([ §
THE GLOBAL GOALS
For Sustainable Development

T .
Web  Basiclnternet.org m Basic Internet @Basic4all Master at UiO Jul2017, Josef Noll 11
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Google translate

Partnership for Digital Africa

Comment: As a guest country at the G20 summit, we must help to
change the world | Erna Solberg

ERNA SOLBERG (H), PRIME MINISTER

UPDATED: 30.JAN.2017 9:38 PM. | PUBLISHED: 30.JAN.2017 758 PM.
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In July last year was Ema Solberg inwted by Angela Merkel for this year's G20 meeting. Here from a meating between the German Chancellor
and the Norwegian Pnme Minister in Berlin in November, where Norway's participation as guest country at the economic summt were among

- -~ L -~ e
SSUES OSCUSSEeQ.

@Basic4all

m Basic Internet

Web  Basiclnternet.org

http://www.aftenposten.no/meninger/debatt/
Kronikk-Som-gjesteland-pa-G20-toppmotet-ma-vi
bidra-til-a-endre-verden--Erna-
Solberg-614076b.html

1. UN sustainability goals and Agenda 2030:

Germany has chosen this agenda as a backdrop for their entire program for the
presidency, and I lead a group at the United Nations that will drive towards
implementation.

We will work to ensure that the G20 goes ahead with its own specific
commitments to help achieve sustainability goals.

2. Migration and partnership with Africa:

The world is experiencing the greatest influx of refugees since World War II.
Europe, and especially Germany, have seen the consequences of that.

It is necessary to improve the situation where people break up close.
Germany will use its chairmanship to do something about the problems which
people belong. There is no minimum job creation and private investment. There
are agreements with African countries wishing to achieve it.

G20 can therefore help the countries and international organizations use their
resources more on measures which create growth and job creation.

3. Health and education.

Norway has long had a heavy international involvement. Education and health
are associated with economic growth.

Master at UiO
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Sustainability Goals (SDGs) and Agenda 2030

| 1. UN sustainability goals and Agenda 2030:
ggm" :agw{m':“a l[]llllﬁll:ETYION S Germany has chosen this agenda as a backdrop for their entire program for the
o presidency, and I lead a group at the United Nations that will drive towards
implementation.

We will work to ensure that the G20 goes ahead with its own specific
commitments to help achieve sustainability goals.
8 DECENT WORK AND ! 10 REDUCED

I RESPONSIBLE
ECONOMIC GROWTH INEQUALITIES

CONSUMPTION

CO

CLIMATE PEACE AND JUSTICE PARTNERSHIPS
13 ACTION 16 STRONGINSTITUTIONS 1 FOR THE GOALS A\ L/

Our contribution:

® |nformation for all (Infolnternet)
= free access to text and pictures

a a
%  the “walk on the Internet”
THE GLOBAL GOALS .
St ek = pald access to amusement
 “Toll Roads”
Goal: Include people Free local info
with 1 USD/month health ® The catalyst for the SDGs

for communications education
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GOOD HEALTH
AND WELL-BEING

1 PARTNERSHIPS

Non-discriminating access for Digital Inclusion ORTHEROAS

v Pillot iIn Rural Areas for Information for All

Tanzania

e health as basis for development
e reach women and girls
e towards global digital health

Congo (DRC)

* Infernet + GSM network
e enabler for digital society
e digital services, light, radio

e
e

ONBERTSTATES IPX

DEGENT WORK AND
EGONOMIC GROWTH

a

INDUSTRY, INNOVATION
ANDINFRASTRUGTURE

- GLOBAL
MOVATION  [#% HEALTH

Basiclnternet.org

Digital Health Spot

at
Kjeller
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Connectivity & Affordability

® Mobile supported development
¢ Affordability (costs of data)

® industrial perspective (Ind4.0)
The Unconnected Market Landscape

Unique Mobile Internet Users

Population 15+ (bn) Total BMI NMI Unconnected

Developed World 0.9 0.6 0.1 0.3

Developing World 43 1.0 0.8 RS 33
Total 5.2 1.6 0.9 2.8

Penetration 15+ (%) Total BMI NMI Unconnected

Developed World 100% 64%

Developing World 100% 23%

Total 100% 30%

Source: GSMA Intelligence; figures reflect position at end of 2014
BMI = Broadband Mobile Internet (3G/4G); NMI = Narrowband Mobile Internet (<3G)

[Source: GSMA, Nov20195]

2N :
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-

criticality

Conclusions /\

e Things (loT) are driving the digital societies g 387L ¢
® Three main areas for a Master Thesis
- Security and Privacy in loT SPDlevel | SPD vs SFDcoat
- loTSec.no, Privacy Label rs— - ::Z::z: e :
- Change in Business models (31,33.63) ,
- .Li.a.bility., Quality of su pplly, S — .
- Digitisation of the Society AEHEEEE

_ 4 Billion without Internet s |, 280 —M/ v M|

e Sustainability and Digital Inclusion

- UNO Sustainable Development Goals (SDG 2030) 155 ) 501 ) 380 17 Forriecons
Free access to basic information: Infolnternet

<
&,
Partnership: IT-industry, Banks, Public, Telecom THE GLOBAL GOALS

1\ g
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Digital Health Spot for 300 €

Creating digital access for the unconnected

D Digital society

[ )
Agricultural and rural development
e :

@ Education

'\+ Health

> \j _A_ Food, water and shelter

gk,
= Sy
\ : E
7
|

Digital inclusion

The catalyst for sustainable development Come and visit our
300 € digital health hotspot Digital Health Spot

60.000 € connecting a village in TZ
250.000.000 € connecting all villages in TZ
39.000.000.000 € EU border conftrol per year

fm 80 € Solar panel == 30 € Regulator

Z 50 € Hotspot 20 € USB-charger

[] 50 € Tablet @ 15€LED light

20 € Battery & 20 € Materials
l]‘ Founded by: @ UiO ¢ University of Oslo % KJELLER
=y |

at
Kjeller

Jul2017, Josef Noll


http://BasicInternet.org
https://plus.google.com/b/112843192525301686752/112843192525301686752/about
ttps://twitter.com/@Basic4all

Ui0 ¢ Department of Technology Systems

The Faculty of Mathematics and Natural Sciences

Background Slides

Master @ UiO Jul2017, Josef Noll 17



Why free access to information?

Connect the Unconnected (CTU)

¢ Reality in Tanzania (as an example for Africa) Goal: Include people

= 49 Million people, 69% living in villages with 1 USD/month
for communications

= over 4.000 villages are unconnected, accounting for 13 M People
= 35% of people without access to mobile data

e |nformation for all is sustainable (Infolnternet)
= free access to text and pictures
= requires 2-2,5% of bandwidth, 97.5% available for commercial use
= 10 min with video - or - 10 month with information
= >300 people with free access - equals - 1 commercial user

= Uptake of commercial use (“Free Basics”)

® 40% of Free Basics Users convert to paid subscription within a month
® Break-even in 3 months

<‘5’§,‘3 Basicinternet.org m Basic Internet @Basic4all Master at UiO Jul2017, Josef Noli
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5G - demand: “Connect the Unconnected”

“I have never been on the Internet.
| don't know what you are talking about.”
- Rickshaw driver, Dhaka, Bangladesh

M

“I only use Facebook and WhatsApp.” <
- Student, Nairoby, Kenya

Access

Infolnternet

mmmmmmmm

“Internet Is

levera e . Jy
a;tk:;r: g:::“ b.rl‘ﬂyotlgtlf‘om g Co nnnnnn ; ' l' w my teaCher”
s “I’m currently learnin
creation 4 2

Python and HTML, so |

Telecom focus

can make a website for
my parents’ business”

1 PARTNERSHIPS

FOR THE GOALS

&

[Source: GSMA, Nov2015]

Web

Partnership for digital inclusion

Telecom Infolnternet

revenue-driven

non-profit

targeting leveraged creation

targeting no- and limited use

voice & mobile broadband

compressed text & pictures

subscription based (SIM)

free access & voucher

mobile network: coverage &
capacity

Wifi-spots: health-/
community centres, schools

operator cost model

target: 0.5 US$/month

operator roll-out

NGO & community roll-out

. @Basic4all

m Basic Internet

Basiclnternet.org

Master at UiO
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2. Migration and Partnership with Africa

® Exam ple: D |9 |ta| Tanzan ia 2. Migration and partnership with Africa:

=) U nconn eCted 1 3 M | I I |On peo p | e | N 4 . OOO Vl | Ia The world is experiencing the greatest influx of refugees since World War I1.

Europe, and especially Germany, have seen the consequences of that.
= Combined effort of GSM + Wifi

" 200W Germany will use its chairmanship to do something about the problems which
- |T industry , , gabout the
, M iC[‘O BTS people belong. There is no minimum job creation and private investment. There
= \World Bank,

are agreements with African countries wishing to achieve it.
. G20 can therefore help the countries and international organizations use their
= Telecom and

It is necessary to improve the situation where people break up close.

resources more on measures which create growth and job creation.

= Industry * Funding requirements

= (.25 B€ for Digital Tanzania

= 2.5 B€, DE for hosting refugees
(2016)

= 5.4 B€ asked by Banca Monte deil
Paschi di Siena SpA to be saved

. ) r
. . \; .,
2t SLY
.
XS . £
Fo N ™ {

LN

, , Cost: 70 kUS$/village NI X=Tz operational Costs for EU
1 USD/month for Telecom asic internet @Basicdall Frontex border control (total 89 B€)
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Work in DRC

® Addressing Internet as enabler fc
= existing mobile (GSM only) network s
= existing entry through ongoing collafl  Corfine Coori o "
® Potential services:
= voucher-sales for digital services,
= electrical lights,
= programs and mentoring for educatiuii ainu 1icaiun

e Sustainability
= operated by commercial actor

= service continuity (free Infolnternet)
= only 2-2,5% of bandwidth needed

t‘ﬁ{.?,'? Basiclnternet.org m Basic Internet . @Basic4all
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