PREDICTION OF PRIVACY
VIOLATING BEHAVIORS
WITHIN SMART GRIDS
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@ ABOUT ME

NTNU

®* BACKGROUND IN PSYCHOLOGY
® STARTED PHD STUDIES IN INFORMATION SECURITY THIS YEAR
® RESEARCH TOPIC ON HUMAN MOTIVATION — DECISION MAKING

® CONNECTED TO |IOTSEC PROJECT FUNDED BY RESEARCH COUNCIL
OF NORWAY



@ KEY POINTS

NTNU

® EVOLUTION OF THE SMART ELECTRIC GRID
® CUSTOMER PRIVACY CONCERNS

®* CONNECTING THE SYSTEM TO HUMAN DECISION
MAKING AND RISK ANALYSIS

* |DEAS FROM PSYCHOLOGY FOR THE PREDICTION OF
STRATEGIC DECISION MAKING



E TRADITIONAL ELECTRIC GRID
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HYDRO POWER PLANT

HIGH VOLTAGE SUBSTATION

CRITICAL INFRASTRUCTURE FOR MODERN
SOCIETY

CENTRALIZED GENERATION

ELECTRICITY MUST BE GENERATED AT THE
MOMENT OF CONSUMPTION — STORAGE IS NOT
POSSIBLE

MEDIUM VOLTAGE SUBSTATION

LOW VOLTAGE SUBSTATION




@ TRANSITION TOWARD A SMART GRID
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Bi-directional flow of information & electricity Enabled by loT

5 More efficient operations Improved load optimization

Integration of renewable resources



@ SMART GRID CHARACTERISTICS
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« Big Data
«  Aufonomous systems
 Automated homes

« Consumption based on dynamic
prices

* New services/markets for third
parties regarding smart homes




@ THE SMART GRID ARCHITECTURE MODEL
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Business Objectives
Polit. / Regulat.. Framework

.

Business Layer

Function Layer
Outline of Usecase

Interoperability
Dimension

Communication Layer Market

Component Layer

Generation \
Transmissio
Distribution

Domains Customer
Premise




@ SECURITY REQUIREMENTS RELATED TO
SMART METERS
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®* DURING DATA TRANSFER
®* DURING CONVERSIONS AND CALCULATIONS
®* DURING FORMATTING

®* DURING DATA STORAGE

CONFIDENTIALITY, INTEGRITY, AVAILABILITY, AUTHENTICITY AND
UTILITY OF THE DATA MUST BE ENSURED.




POTENTIAL PRIVACY THREATENING
vinu  ACTIVITIES

INFORMATION COLLECTION ®  INFORMATION DISSEMINATION
® 1. SURVEILLANCE ®* 1. BREACH OF CONFIDENTIALITY
® 2. INTERROGATION ®* 2. DISCLOSURE
INFORMATION PROCESSING * 3. EXPOSURE
* 1. AGGREGATION * 4. INCREASED ACCESSIBILITY
® 2. IDENTIFICATION * 5. BLACKMAIL
* 3. INSECURITY ®* 6. APPROPRIATION
®* 4. SECONDARY USE ® 7. DISTORTION
* 5. EXCLUSION * |NVASION
®* 1. INTRUSION
* 2. DECISIONAL INTERFERENCE



E A PRIVACY CONCERN
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Evening Activities:

] Dinner, Showers,
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Profiles based on fine-grained electricity consumption




RISK ANALYSIS FOCUSING ON HUMAN
wmt BEHAVIOR (CIRA)

Stakeholder types:

Risk owner’s utility

A
-risk owner
-utility factors

Opportunity Risk Cooperation

-strategy owner
-utility factors
-strategy

Strategy owner’s utility

Legend

Acceptable risk event

Avoidance

Consensus Unacceptable risk event

Channel (for risk appetite)

Incentive graph



@ WHO IS RESPONSIBLE TO FULFILL THE
NiNU. REQUIREMENTS?

Value chain of the Smart Meter

12
Reliance on third-parties



SIMPLIFIED DATA FLOW MODEL OF THE
SMART METER

2. Operation - Smart Meter Data

Convert

sensor
datato
metering

Customer tampers Meter
Data
Loss of Integrity

data

Accumulated Data
— Billing & Others

4. Billing Operations Data
@

Eavesdropping by
malicious actor
Loss of Confidentiality

Billing
Operation/Bill
generation
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Data
Stored in '
Eavesdropping by
malicious actor

Loss of Confidentiality
for Customer

3. Data storage

Elhub/ Cloud ®
Service Provider '

Remote Acces R
emote access .
Secondary use of consumption

profile by insider
Breach of Privacy,
Confidentiality for Customer

Remote Access

Market
actors

Service

Customer i
provider




B HUMAN BEHAVIOR
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1. Person: needs, motives,
goals

3. Person x
situation
interaction

2. Situation: opportunities,
possible incentives

4. Action

5. Outcome

Consequences
*Long-term goals
* Self-evaluation
*Other evaluation

*Material rewards




@ SITUATIONAL FACTORS
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* ORGANIZATIONAL CULTURE (VALUES,
NORMS..)

* FINANCIAL (BONUS SYSTEMS SHARE
SCHEMES), MORAL, COERCIVE INCENTIVES
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B PERSONALITY FACTORS
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Figure 1. Theoretical model of relations among ten motivational types of value
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Basic Human Values



B PERSONALITY FACTORS
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Lack of empathy
Priority of self-interest

Narcissism Machiavellianism

Psychopath
The Dark Triad Y il
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E TAKE-HOME MESSAGE
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Improved understanding of
human aspects could lead to
more secure systems

Business Objectives
Polit. / Regulat.. Framework

Business Layer

A |

| |

Function Layer | /\u
| 7

Q@ Outline of Usecase

' ubfunctions
i

Communication Layer = Market

Interoperability
Dimension

Generation \

Transmission
Distribution

Domains Customer
Premise
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THANK YOU FOR YOUR ATTENTION!
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