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• CRITICAL INFRASTRUCTURE FOR MODERN

SOCIETY

• CENTRALIZED GENERATION

• ELECTRICITY MUST BE GENERATED AT THE

MOMENT OF CONSUMPTION – STORAGE IS NOT

POSSIBLE
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Bi-directional flow of  information & electricity Enabled by IoT

More efficient operations Improved load optimization

Integration of renewable resources
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• Big Data

• Autonomous systems

• Automated homes 

• Consumption based on dynamic 

prices 

• New services/markets for third 

parties regarding smart homes
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Profiles based on fine-grained electricity consumption
10



Incentive graph
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Opportunity Risk

Threat Risk

Cooperation

Avoidance 

Consensus

-utility factors

-utility factors

-strategy



Reliance on third-parties
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Basic Human Values
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MachiavellianismNarcissism

Psychopathy

Lack of empathy

Priority of self-interest

The Dark Triad
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Improved understanding of 

human aspects could lead to 
more secure systems
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