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Sub-system analysis

Metrics for AMR

o the Automatic Meter Reader (AMR)

e (1) remote access metric - (yes/no)

e reading, or just controlling Wfff/h{fdén,{mr
o (2)@uthenticationymetric o -/L) > N

e everyone, or authenticated usé1rz |
e (3) encryption metric (on, off)

o)

T UniK

>m§zwﬁ 20,207, 5, 0
Q’“”J’J' 10,39,40,54,907 -

A y{,,,ﬂ% (Cs,Cp,Cd) = (100,100,100) — (s, p, d).

System ‘\\r’(\
T criticality N
.
N
U
System
of Systems

Conf Conf Conf
A B c

(1) remote access (2) authentication (3) encryption
 Configuration cs | op Configuration ~ Cs Cp & Cp
Remote Access ON | 60 | 60 AuthenticationON 10 = 30 Encryption ON 10 0 10
Remote Access OFF (| 10) 20 | Authentication OFF | 80 | 70 | Encryption OFF | 80 | 80 |

N~

UNIK4750, Measurable Security for loT - #loTSec
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o the Mobile link sub-systems
e (6) mobile channel (2G or SMS)
o (6+@ IP, powerline
e (3) encryption

(3) encryption

(6) mobile channel

|o-|.—|-|c-|q.| Configuration

G | Cp
Encryption ON 10 10 GPRS 60 | 70
Encryption OFF @ 80 | 80 SMS 40 | 50

0

26



AMR sub-system analysis

Summary of Metrics for functionality
o the Automatic Meter Reader (AMR)

e (1) remote access metric
e (2) authentication metric

e (3) encryption metric
e the Mesh radio link

e (4) mesh
e (5) message rate
e (3) encryption

e (3) encryption

T UNIK

W0

e the Mobile link sub-systems
e (6) mobile channel (2G or SMS)

Ws2,

UNIK4750, Measurable Security for loT -

(3)

|cu|-u- &]c.]

Configuration” Cs

Remote Access ON 60 | 60

Remote Access OFF | 10 | 20

sl

:9 ) - - Encryption ON | 10 | 10 |

C*-h(‘) G Cp
Encryption OFF | 80 @ 80 _ Authentication ON _ 10 | 30 _
Authentication OFF @ 80 @ 70
Multi-path routing | 60 | 60 Contl : 'ﬁ c»
Single-path i 30 | 30
ingle-path routing 1 hour 20 | 20
20 min 25 | 30
1 mi 40 | 50
‘(6,) min
Configuration | Cs | Cp 5 sec 50 | 7
GPRS 60 | 70
SMS 40 | 50
M6, Gydrgy Kalman, Josef Noll




Why weighting of sub-systems?

system
(s.p.d)

< Multi-Metrics (weighted subsystems)
sub-system 1 sub-system 2
(s.p.d) (s.p.d)

Multi-Metrics 2 <

%@@J@J@@l

Comp. 1 | | Comp. 2 || Comp. 3 | | | |




Component criticality from
metrics

sub-system criticality from
evaluation of components

system criticality from evaluation
of sub-systems

Criticality C through root mean
square weight

Actual criticality x; for component
or (sub-)system
Weight w;ifor each metric,

Result will maximise the impact
of high criticalities

-

“(

W,
i Wi

W, =

(i)
100

Table 8 Sub-systems and components weights

- Sub-system | Sub-sys. Weight | Component = Comp. Weight
Remote Access 70
AMS 80 Authentication 80
( } Encryption @
Mesh 60
Radio link 50 Message Rate h;(\}\\
Encryption \}ﬁ M
Mobile link 20 Mobile ok v
Encryption /-;Oj







e 11 possible configurations
e selected as combinations of “states”

e highest SPD element dominates the outcome
of the metrics

e Billing & Home Control: security
o Alarm: dependability
o Sensitivity Analysis:

max security: s=84
same config: p=77

satisfies billing (¢,
satisfies home control
( L] L )

Bl ATON BS

)

B’W
Table 1

Use Case Security = Privacy
Billing 90 80
Home Control 90 80
Alarm 60 40

O{ﬂ ﬁ@?z “&\75!%>23

Table 9 Selected configuration SPD level for each use case

Usecase | SPD... | Configuration | SPDlevel | SPD vs SPDc..c
Billing (90,80,40) 10 (67,61.47) ® O
Home Control | (90,80,60) 10 (67,61.47) @, . )<I<7
Alarm (60,40,80) | 6 (31,33,63) ® )

L 1T M T -

A

-

W= ¢




® Smart Meter
= read and control
= |ogic?

e Smart Home

= intelligent devices //\
= on-demand regulation
hom GQM
® Challenges

= Logic: Centralised <—-> Fog
= Smart Meter: Information <—> Control
= Smart Grid Information <—> Internet Info

—KY&/\/\G(ZS:

& [ﬁq%[

— (70,/? "V\Cbi “(('R',ncu - T%/"\ ,aﬁf

- §/‘wa“ Q“g

,
/
Smart Meter

Internet %

Smart Meter

/}h”\

[sourcg: seminarsonly.com

N oou,
V?‘Sllﬁﬁqh a4

o1
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Full-text Download fulltext

Available from: Francesco Flammini, Mar 02, 2016

Starting from the identified menaces and attacks. a set of SPD Functionalities is
identified that are able to prevent or nutigate them. The functionalities are the ones
that we have to represent i our SPD relevant ontology. An example 1s provided
Fig. 6. Of course. the node model has relation with the functional entology.

SPD
‘ Security Mechanism

F”:_‘:L[_’;:?!'gw Encryption Algorithm

“Hzme:

o i - . . d +ClockFreguency: Hz
<Type: String = (HW, S} Functionality Node - Powersupply: Type

+SPDdomain: SZ'II'I,E = |SEEL|IIE'|{, +K="||'L"-'§t" hit

Privacy, Decendability)

i i i +PowerCo ion: float
+Functionality: String werConsumption: floa

+ByreEncrytionTime:
milliseconds,byte
+RessEnceAtack: Days

Fig. 6. Functional Ontology

3.2 SPD Ontology

The last model is given by the SPD attributes that allow the link between the
structural word and the functienal word. This 15 the most simple and. at the same
time, significant ontology. For the purpose of our work we have choose to describe all
Dependability. Security (and Privacy) issues by means of six attnibutes: availabiliny,
reliability, safety, confidentiality, integrity, maintainability (see Fig. 7).
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