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Conflicting Incentives
Risk Analysis (CIRA)

Novel risk analysis method

Concepts from Game Theory, Behavioral Economics
Decision Making, Psychology

Replace probability estimates by stakeholder incentives
and motivation

Focus on Human factors - motivaton

Risk is subjective

Conscious, strategic behavior, trade-off decisions
Two types of nsk: threat risk & opportunity risk

Search lor negative externalities or moral hazards
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Case study for demonstration - Threats
during the Smart Meter's life cycle
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Conflicting Incentives
Risk Analysis (CIRA)

Novel risk analysis method

Concepts from Game Theory, Behavioral Economics,
Decision Making, Psychology

Replace probability estimates by stakeholder incentives
and motivation

Focus on Human factors - motivation
Risk is subjective
Conscious, strategic behavior, trade-off decisions

Two types of risk: threat risk & opportunity risk

Search for negative externalities or moral hazards




Approaching the Smart Grid

High-level overview of the Smart Grid

| g —p 4. ideraify key CIRA concepts

Based on a specific requirement -> Deline scope’
Sy : boundarios

¥
i 'I{I

identdy stakebolders:

nisk owner 5. ifentify actunl persons based on rofes and
_strategy cwner(s) associated responsibilities within a company

sduntdy steategies {actions to increse perceived utility -
modiy risk owner's utility)

a & A
sdentity utilities for each stakeholder ' é 0 B & - y
-utility factors (u.g. weslih, rmpatation...) .
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—» 6. Check whether stakeholder utilities are misaligned
Threat Risk - Opportunity Risk




High-level overview of the Smart Grid
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2-way flow of electricity and information

Overhead Transmission 380kV

| "~ Big Hydro Plants
-~ at 380 kV

Residential Load Commercial Load Distribution Substation




Smart Grid domains with communication channels
LD f Operations \ ( Service Providers \

A i
Retailer /
Wholesaler
DMS Asset
Mgmt
. gm Retail CIS
Response Energy
MDMS ] Provider W
L ,
Thalcl Enterprise ) Enterprise Enterprise Home / Building
arke
Manager
Clearinghouse | Bus Bus Bus ”
‘ Aggregator
Transmission Metering Distribution
: 9 SCADA System SCADA
- Internet /
Internet / e-Business

e-Business

< f~\

4
Electric | \

Market , Vehicle
; Wide Area :
Services Field Area Ensigy Distributed
Interface Networks Services :
Networks \ntextans Generation
- Data . i
| Plant Control Collector \: Electric
System . : Meter -- Storage
: Substation Substation . — - 9
A LANs Controller Fleld a0y
: <N Device Networks
Generators g , I S
~<]]_ W ! Cusftomer i Appliances
\_ Bulk Generation / Substation R Bt
> N\
D Domain Electric Generation P :
O Network Storage Customer Thermostat
] Actor X EMS
Gateway Actor : K /
- B e Distribution _/ Customer
-~ Lomms Fa Source: NIST Smart Grid Interoperability Framework

S Comms Path Changes Owner / Domain




Components and their interactions
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How to handle the complexity?




Interoperability
Dimension

... by changing focus of interest

Business Objectives
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... by changing focus of interest

Business Objectives >

Polit. / Regulat.. Framework

Interoperability
Dimension

-------------- 19
~cuta mecuiy
“armachce

altnzks

Distribution
DER

Domains Customer

Human decisions and actions have an impact
on every aspect of the system
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Starting point: 1. Main challenges and opportunities

New sensors -
synchrophasors
Integrated
communication systems

Smart grid '
components

Distributed power Demand response
generation utility rates




2. Use cases and related requirements
extracted from existing literature

m “ Busmess Case

Executive Expressing
Decisions , el Busmess Needs

Power System
Domain Experts

Capture Requirements

~
p

[ Use Cases » Textual description

Capturing all User
Requirements

» Activities

» Interactions

- Detailed
“ Y Assess all User REAVIE. o logies User Requirements
\ J Needed Standards 8 Functions, Performance, etc > ...
= .
Standards & , Technic
IT Specialists . HiGrig Gy 2 lONS
3\ Technical
- "\ 5 .
o e Specifications
o Develop Technice, Approach Standards, Technologies

Design
Engineers




3. Table of requirements

No of Stakeholder(s) responsible
Source . or benefiting from the
chal- Requirement for the fulfillment of the
document fulfillment of the
lenge requirement
requirement
Maintain Grid stability A :
and reliability during EHSKTIREICE Sy St
1 )| - i . & Electricity consumers Operators, Distributed
intermittent renewable h =5 =
—_— . Generation Operators
source integration
Bulk Generation Operators,
: Transmission System . !
: Information and data ‘ P s Customers, Regulation
2 115 Operators, Distribution =2 S
exchange N ] " A Pl Authorities and Politics
' System Operators, Service and
Market Providers
Compute forecast for - _ »
. . I'ransmission System . .
. renewable generation in w——- . Renewable Generation
3 [16) _ e Operators, Distribution T
controlled area based on & ; Forecaster
System Operators
weather forecast :
vkilination of electric Electric vehicle user, Energy
. . _ . ’ Jlectric vehicle user, Energy
4 116) vehicle battery for grid Distribution System Operator . . 5.
i3 aas (e-Mobility) Service Operator
flexibility .
Override option at any
5 13l time in Demand Response Customer Distribution System Operators
Programs
Harmonized and stable Bulk Generation Operators,
6 189 technical interconnection Transmission System Regulation Authorities and

rules at national and EU
level

Operators, Distribution
Svstem Operators

Politics




4. Identify key CIRA concepts:

Based on a specific requirement -> Define scope/
boundaries

- o
Structural | 1. |dantity the risk cwner
n T | 2. |dentify the risk owners' key ulility factors
3. Given an intuition of the fgystem, icantfy the kind of strategies!
| | g operations which can potentially iInfluence the above utlity ‘actors
T 4. [dentify roles! at may have the opp: ies and ities.
= to perfcrm th ne
3 5. Identify the n y oaner(s) that c 5
=] 'E 6. Identify the ul of inerest 1o this strategy owner(s)
a | Numerical 7. Determing how the utility factors can be cperatonalzed
=1 =] &. Determine how the utility factors are weighted by each of the stakaholders
8. Determina how the vanaus oparations result in changes o the utiity
for each of the stakeholders
the utifty holder
£ 1 pute the Incantve:
3 12. Determine risk
= =) 13. Evaluate risk

Identify strategies (actions to increase perceived utility,
modify risk owner's utility)

Identify utilities for each stakeholder:
-utility factors (e.g. wealth, reputation...)

¢ Y



CIRA procedures

Data Collection

Structural

1.
2.
3.

S

Identify the risk owner

Identify the risk owners' key utility factors

Given an intuition of the scope/system, identify the kind of strategies/
operations which can potentially influence the above utility factors

. Identify roles/ functions that may have the opportunities and capabilities

to perform these operations

. Identify the named strategy owner(s) that can take on this role
. Identify the utility factors of interest to this strategy owner(s)

Numerical

Analysis

©O© 00 N o O

. Determine how the utility factors can be operationalized
. Determine how the utility factors are weighted by each of the stakeholders

. Determine how the various operations result in changes to the utility

factors for each of the stakeholders

10. Estimate the utility for each stakeholder
11. Compute the incentives

12. Determine risk

13. Evaluate risk

source: Lisa Rajbhandari. Risk Analysis Using "Conflicting Incentives” as
an Alternative Notion of Risk. PhD thesis, Gjgvik University College, 2013.




5. Identify actual persons based on roles and
associated responsibilities within a company

seffrey Wiggins
CEO & President
New York
S ©
James Larson » Linda Zimmerman Loretta Smith - Paul Wesberg
Director - £ Vice President - Managing . Vice President -
Software Operations Director - West A Sales & Marketing
Development ‘ New York San Francisco New York
z o b {10 b3 o i. ©
Patrick Merr — Thomas Olsen wiliam Farnum Kathy Benson Michae! Hu " Robert Sheffeld Tammy Sarr
Systems Lead e Appications Lead Qualty Assurance Manager - Tech Director - Finance Manager-IT Manager-
= New York L New York Lead Support New York New York _ Operations
/‘ ' L New York New York ) New York ~
N « i RN A
z o b3 o b3 o b3 7] b3 o 2 o z o
Brett Peterson  Lomaine Godfrey Luke Morgan Douglas Mitchell Cynthia Waters Thomas Sinclair
Deveoper ) Developer Quaity Assurance Tech Support Accounting IT Speciaist
New York = New York .. Analyst = Specalist = Assistant New York
- ¥ New York New York New York
- I J ! . ST J & J s
% © . © . © Ehes © .0 b3

David Drake ' Wiliam Frey Juan Ramos Howard Rosen
Developer Developer Tech Support 2 Accounting
New York — P v New York = Speciaist [~ & Assatant
. New York m . New York
J 2> J LZ J w
. © . O 2l O 24s O
Sandra Wikcox Maria Lopez Joanne Hart
Developer > Tech Support _.C Accounting
New York — ,) Specialist = - Assistant
New York - ) New York
Al S B
J 1 ) ale i 4
z o z LS b3 3
Usa Park
Accounting
— Assstant
New York




Glao
Mark Barrett Lisa Park
5»- New York New York
b 8 3 (8
Focus on:

-chain of command (dependencies)
-incentive structure within company

-possible actions that can be taken within specific role
-individual's profile and motivation




6. Check whether stakeholder utilities are misaligned
Threat Risk - Opportunity Risk




Case study for demonstration - Threats
during the Smart Meter's life cycle

Motivation:
-SM is key component of the Smart Grid
-widely implemented
-data about incidents

pependsnicles Value chain of the Smart Meter

Security is not just about enabling the technical features on the smart meter but ensuring

2 2 the underlying processes are managed in a secure and trusted way across the value chain
EU/Government directives ying p g y

source:

DSO's responsibility to implement Smart )
Metering systems Silicon manufacturer Equipment manufacturer Deployment Operation Decommission

Comply with regulations (e.g. ensure customer
privacy)

|

Company/CEO goals (e.g. provide reliable
supply of electricity, decrease operational cost,
attract new customers, avoid the complexity
and expense of implementing security in
retrospect...)

|

Find “"proper" SM provider

ey s g . b 0 B e T T Urey e waayy s Bk i ke v




Motivation:
-SM Is key component of the Smart Grid
-widely implemented
-data about incidents

Dependencies

<«



Dependencies

EU/Government directives

!

DSO's responsibility to implement Smart
Metering systems

Comply with regulations (e.g. ensure customer
privacy)

!

Company/CEO goals (e.g. provide reliable
supply of electricity, decrease operational cost,
attract new customers, avoid the complexity
and expense of implementing security in
retrospect...)

!

Find "proper"” SM provider




“In Northern Europe, four Norwegian power utilities have ordered
50,000 meters from manufacturer XY for a smart meter rollout.” -
10 AUGUST 2015

What risks might the utility companies face?




Value chain of the Smart Meter

Security is not just about enabling the technical features on the smart meter but ensuring
the underlying processes are managed in a secure and trusted way across the value chain

Silicon manufacturer Equipment manufacturer

Decommission

Strategies that may influence the risk owner's utility:

- unsecure processes during manufacturing/shipment

Strategies that may influence the risk owner's utility:

Strategies that may influence the risk owner's ulility:
attacker designs and manulactures microcontroller Strategies that may influence the risk owner's utility Strategies that may Intluence the risk owner's utility: operaton in high-risk locations, no physical protaction
that looks and acts like genuine

- Ensure al sansitve data (€ g security cradentials and pevsonal information) is
SM vendors primarily manufacture through contract pariners, often n most uliities do not employ enough people (o rapidly install the SM stoen, taken 10 & lab, inspected by allacker cisposad of securely

countries differert from where design cccurs -> distingt exierna threats melers withn an adequale period. Corsaguently. AMI instalatons

= | Conlract third parlies gain Ceep access inlo system architsclure, hardvaare, Iypically reguire thrd-party conlraciors, which means that third - recaibrabon wih insider acceass 10 lower electicty Dilidsguiss corsumplon - on a large scale causes N N
HIIHC'kEf intercepts shipment and loads fake and software - uncerpaid vor -':u Night be aasiy brbad p:mu. again, are handling the critical meter infrastructure economic losses for the ulilty and disrupls retwork stabilty Roles that have the opportunitylcapability to perform these operations:

bootloader Physical hackirg of opUcal pors, or simply reing meters. can oceur

- ensure robusL archibaciure Casgn, anc engineerng probasses during the nstallabion process Decause of ramote maler readngs, detecton of raug s dMcut “whha is fable il privale consumer cala is retrevec due 10 negligent Fancling of

sduntity rolus that huve the opportunitylcapability 1o

gacommissionec SMs?
purform thesk opecalions: sacure irmware (e g nlectad USR stcks' shoping from offshore taciones) - Citing confgantial sources. the FBI said It believes former acoromic baneft 10 both the hacker &

the elecirnic customer
employeeas of the meter manulactuer ang am paes of tha ubliny
Wwho is respeos bie for ensurng the safety of

Dpetic thoeough tasting procecuras wara allering the metars in exchange lor cash ang
cperations? charging 3300 to $1.0
bout 33,000 to repo

othess (o diszupt tha qualzy ol e %or a large number of pRApIe - tRIrorsts
aprogram

wna
satiey?

2 T regualions

COVEANY 10 SrGUIE

n commercial CUSIomer prvacy concerms - teay n adopbon

Identify named strategy owners that can take on this role,

altacker gets insight nbaut customer's behavice by observing consumplion sgnature
a1 respons bls b safe shpping? . - Prevent Insider Access 1o All Entty Pa 1 a Meser: secure dagrastic!
- dedupging moce, serial ports, infrared inl
s e sl o Reiws that kave the npportunityicagabiiity 5o priorms thaes cparatione: Rams thart havs the oppartueitylcapahilty o pariorm shaxs npseations:
v o e I e A | e e o cp e sop e o wh & respons i e sy A1 Iiiss s 10 SM didi?
Ladll Al Lok ol -
1= ™ "o 38 TRERE wWha 5 responstie o e relucdy of perscare? aht be matvaled % ampes weh
a i n 2
A% Ar)

secemsanes Ihe i 1y 1 Wk an

Who woud Ze MOtsaes 1 1amoe:

1 1egomed dun?

A by am e gy wem e 1 e e v e

entity named suategy owners that can sake on 1hs role.

Idwebity namee irningy cvsesrs that can twke oo thix rom




Silicon manufacturer Equipment manufa

Strategies that may influence the risk owner's utility:

< unsecu re processes durlng man ufacturinglshipment The meter security breach in Puerto Rico occurred

tampering, possibly during the manufacturing proc
former employees of the manufacturer

- attacker designs and manufactures microcontroller Strategies that may influence the risk owner's utility
that looks and acts like gettine -SM vendors primarily manufacture through contract
countries different from where design occurs -> distir

- attacker intercepts Shipment and loads fake Contract third parties gain deep access into system ¢
bootloader and software - underpaid workers might be easily bri

- ensure robust architecture design, and engineering
Identify roles that have the opportunity/capability to

perform these operations: - secure firmware (e.g. infected USB sticks' shipping

-who is responsible for ensuring the safety of

Heeice o - thorough testing procedures

_what are the regulations within company to ensure - social engineering to convince line workers to share

safety? during the process - affect cryptography
-who is responsible for safe shipping? I R s . M - Prevent Insider Access to All Entry Points in a Mete
A" debugging mode, serial ports, infrared interfaces
I D | T T
S B 4= &=
L 9 7 l.'ll' e ﬂj ‘::_7 9 & § Roles that have the opportunity/capability to perform these operations:
i ;3 % lé = AE ;! B JA =3 -who is responsible for ensuring the safety of operations?
1= W] (WE] S

- ol -what are the regulations within the company to ensure safety and who is
g ) 8= responsible to enforce them?

\
A -‘-‘-'” Identity utility factors

for the strategy



- attacker intercepts shipment and loads fake
bootloader

Identify roles that have the opportunity/capability to
perform these operations:

-who Is responsible for ensuring the safety of
operations?

-what are the regulations within company to ensure
safety?

'Wh O IS respo nSI b I e for Safe S h I p pl n g 7 Identify named strategy owners that can take on this role




Identify named strategy owners that can take on this role

Jeffrey Wiggins
CEO & President
New York

l ! ! l

< James Larson ( Linda Zimmerman Loretta Smith - Paul Weisberg
« Director - £ Vice President - Maragng - Vice President -
Software Operations Director -West Szles & Marketing
i Development ‘ New York San Francisco New York
o

2

l } l

2]
0
)

Patrick Merm — Thomas Olsen Wiliam Farmnum . Kathy Senson . Michael Hull Robert Sheffield Tammy Sarr
» Systems Lead -y Appfcations Lead Cuality Assurance Manager - Tech ,Q, Director - Finance Manager-IT - Manager-
1 New York - New York Leac Support New vork New York ! Cperatons
5 & New Yok New York ‘ New York
B | (i d \ | — Al .
2 © i. © 3 © . © z L7
Bratt Peterson T omine Godfrey Luke Morgan Douglas Mitchell Cynthia Waters Thomas Saclair
Developer ) Developer Quality Assurance Tech Support - Accounting IT Speciaist
nal L New York = e new vork . Analyst . Speciaist e New vork
v/ . " New York New York
\J4_d . J . J | ! % I J s 7 J S
i. O X ez © X e © Eles O 3.0 %21/ O
David Drake ' ) wum F’ty Juan Ramos
Developer Tech Support
= New York me| nen Yor| l > Speciaist
} -~ New York
> _J L4 Y — \__714 ~ )
i © dies O i. O
Sandra Wikox Maria Lopez
> Developer - Tech Support
- New York > 2 Specialst
‘ New York
‘ t
- J - J
b3 o > 3 S
Mark Barrett
Semior Tech
- ] Suppont Specaist =- ag=
—— Identify utility factors
: >
2l ©

for the strategy
owner -> predict
likely behavior




con manufacturer

[ may influence the risk owner's utility:

rocesses during manufacturing/shipment

2signs and manufactures microcontroller
nd acts like genuine

tercepts shipment and loads fake

1ave the opportunity/capability to
ations:

ble for ensuring the safety of

ulations within company to ensure

le for safe shipping?

Identity named strategy cwners that can fake on this role

a
i A= &% &
L] am) e o W ' 0
o) [l s [ T
1=\ mE) mE s
-~ ‘AF | RE
A {E ::?T::y;::;yg;amm;

owner <> predict
likaly bahavior

Equipment manufacturer

The meter security breach in Puerto Rico occurred from  source

tampering, possibly during the manufacturing process by — ielfebsorsecuity com2012/04/
thi-armon-meter-hacks-ikelv.tc

former employees of the manufacturer spread]

Strategies that may influence the risk owner's utility:

-SM vendors primarily manufacture through contract partners, often in
countries different from where design occurs -> distinct external threats.
Contract third parties gain deep access into system architecture, hardware,
and software - underpaid workers might be easily bribed

- ensure robust architecture design, and engineering processes
- secure firmware (e.g. infected USB sticks' shipping from offshore factories)
- thorough testing procedures

- social engineering to convince line workers to share the secret keys loaded
during the process - affect cryptography

- Prevent Insider Access to All Entry Points in a Meter: secure diagnostic/
debugging mode, serial ports, infrared interfaces

Roles that have the opportunity/capability to perform these operations:
who is responsible for ensuring the safety of operations?

“what are the regulations within the company to ensure safety and who is
responsible to enforce them?

Deployment

Strategies that may influence the risk owner's utility:

-most utilities do not employ enough people to rapidly instal
meters within an adequate period. Consequently, AMI instal
typically require third-party contractors, which means that th
parties, again, are handling the critical meter infrastruct
Physical hacking of optical ports, or simply rewiring meters,
during the installation process

- Citing confidential sources, the FBI said it believes former
employees of the meter manufacturer and employees of the
were altering the meters in exchange for cash and training c
do so. “These individuals are charging $300 to $1,000 to rej
residential meters, and about $3,000 to reprogram commer
meters”

Roles that have the opportunity/capability to perform these operati
-who is responsible for ensuring the safety of operations?
-who is responsible for the reliability of personnel?

-who assesses the quality of work and how?




- Freverit isidelr ACCesSs 10 All E1UY FOINS 11 a VI
debugging mode, serial ports, infrared interfaces

Roles that have the opportunity/capability to perform these operations:
-who Is responsible for ensuring the safety of operations?

-what are the regulations within the company to ensure safety and who is
responsible to enforce them?

Identify named strategy owners that can take on this role.




Jipment manufacturer

The meter security breach in Puerto Rico occurred from  source

tampering, possibly during the manufacturing process by ~ flRiehsonsecioty com2012/041
former employees of the manufacturer sprea)

ray influence the risk owner's utility:

yrimarily manufacture through contract partners, often in

rent from where design occurs -> distinct external threats.
parties gain deep access into system architecture, hardware,
-underpaid workers might be easily bribed

st architecture design, and engineering processes
are (e.g. infected USB sticks' shipping from offshore factories)
ting procedures

ering to convince line workers to share the secret keys loaded
cess - affect cryptography

ler Access to All Entry Points in a Meter: secure diagnostic/
de, serial ports, infrared interfaces

rtunity/capability to perform these operations:
ensuring the safety of operations?

1s within the company to ensure safety and who Is
them?

Deployment

Strategies that may influence the risk owner's utility:

-most utilities do not employ enough people to rapidly install the
meters within an adequate period. Consequently, AMI installations
typically require third-party contractors, which means that third
parties, again, are handling the critical meter infrastructure.
Physical hacking of optical ports, or simply rewiring meters, can occur
during the installation process

- Citing confidential sources, the FBI said it believes former
employees of the meter manufacturer and employees of the utility
were altering the meters in exchange for cash and training others to
do so. “These individuals are charging $300 to $1,000 to reprogram
residential meters, and about $3,000 to reprogram commercial
meters”

Roles that have the opportunity/capability to perform these operations:
-who is responsible for ensuring the safety of operations?
-who is responsible for the reliability of personnel?

-who assesses the quality of work and how?

Operati
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Strategies that may influence the risk owner's utility:
- operation in high-risk locations, no physical protecti
- SM stolen, taken to a lab, inspected by attacker

- recalibration with insider access to lower electricity |
economic losses for the utility and disrupts network st

- because of remote meter readings, detection of frau
- economic benefit to both the hacker and the electric
- disrupt the quality of life for a large number of peopl
- customer privacy concerns - delay in adoption

- attacker gets insight about customer's behavior by ¢

Roles that have the opportunity/capability to perform these oper
-who has access to SM data?

-how to identify customers who might be motivated to tamper with
consumption data?

-who would be motivated to tamper with reported data?
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residential meters, and about $3,000 to reprogram commercial
meters”

Roles that have the opportunity/capability to perform these operations:
-who Is responsible for ensuring the safety of operations?

-who is responsible for the reliability of personnel?

-who assesses the guality of work and how?

l

Identify named strategy owners that can take on this role.
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Operation
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Decommis:

1e risk owner's utility:

nough people to rapidly install the

iod. Consequently, AMI installations
itractors, which means that third

the critical meter infrastructure.

ts, or simply rewiring meters, can occur

e FBI said it believes former

facturer and employees of the utility
“hange for cash and training others to
-harging $300 to $1,000 to reprogram
$3,000 to reprogram commercial

apability to perform these operations:
the safety of operations?
ility of personnel?

k and how?

Strategies that may influence the risk owner's utility:
- operation in high-risk locations, no physical protection
- SM stolen, taken to a lab, inspected by attacker

- recalibration with insider access to lower electricity bill/disguise consumption - on a large scale causes
economic losses for the utility and disrupts network stability

- because of remote meter readings, detection of fraud is difficult
- economic benefit to both the hacker and the electric customer

- disrupt the quality of life for a large number of people - terrorists
- customer privacy concerns - delay in adoption

- attacker gets insight about customer's behavior by observing consumption signature

Roles that have the opportunity/capability to perform these operations:
-who has access to SM data?

-how to identify customers who might be motivated to tamper with
consumption data?

-who would be motivated to tamper with reported data?

Strategies that may influence the risk owner's u

- Ensure all sensitive data (e.g. security credenti
disposed of securely

Roles that have the opportunity/capability to pes

-who is liable if private consumer data is retrieve
decommissioned SMs?

Identify named strategy owners that can take on

<



- customer privacy concerns - delay in adoption

- attacker gets insight about customer's behavior by observing consumption s

Roles that have the opportunity/capability to perform these operations:
-who has access to SM data?

-how to identify customers who might be motivated to tamper with
consumption data?

-who would be motivated to tamper with reported data?

Identify named strategy owners that can take on this role.




Decommission

umption - on a large scale causes

Strategies that may influence the risk owner's utility:

- Ensure all sensitive data (e.g. security credentials and personal information) is
disposed of securely

Roles that have the opportunity/capability to perform these operations:

-who is liable if private consumer data is retrieved due to negligent handling of
decommissioned SMs?



~ Next steps...
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