
PhD project in Information Security:
Language-Based Security

Olaf Owe and Toktam RamezaniFarkhani

Feb. 15, 2017

In the modern society, information security is becoming increasingly im-
portant. Information security can be addressed from different perspectives
including the application level, the hardware level, and operating systems,
as well as the user level considering various human aspects. In this project
we will focus on language-based techniques such as information-flow. Pro-
gramming languages and information flow can provide fine-grained control
of security aspects such as confidentiality and integrity because they allow
accurate and flexible security information analysis of program components
[1,2]. This mainly addresses the application level, but the choice of lan-
guage constructs may also influence the design and security aspects of an
underlying virtual machine.

We aim at providing security policy enforcement as a built-in and in-
trinsic language concept in object-oriented and distributed systems. For
example, in order to specify and enforce information-flow policies, the effec-
tiveness of language-based techniques has been established. Moreover, these
policies usually dictate that no execution of the program should lead to an
information-flow from more sensitive to less sensitive information holders
[3,4]. This kind of security vulnerabilities cannot in general be addressed at
the hardware or operating system level.

In this PhD project we will investigate security policies for object-
oriented and distributed systems, and build on earlier work in language-based
security and type systems [5 ] to develop more advanced security analysis,
considering both theoretical developments and tool-oriented development,
and considering both static approaches and run-time approaches. The work
will involve development, and redevelopment, of language mechanisms, for-
mal semantics, and tool-based analysis. Thus, background in formal meth-
ods, type systems, or formal semantics, is seen as an advantage. The project
may be focusing towards theoretical contributions or more practical contri-
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butions, partially depending on the candidate’s background and interests.
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