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National initiative for a more secure future in IoT
IoTSec.no - Security for IoT for Smart Grids
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Handling of
Confidential and security-critical material
Retningslinjer på 
http://cwi.unik.no/wiki/IoTSec:Secure_and_Confidential_information
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Industrial view versus Consumer view
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The challenges - Smart Grid vs Smart Home

Smart Grid
• Limited public knowledge
• Security by design

• Security is the
responsilbilty of
supplier

Smart Home
• «Wild West» of devices
• «Plug and play»
• Limited user knowledge
• Limited security awareness
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Smart home services

[Source: https://www.samsungsds-nss.com/?p=en_smarthome_private
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Treaths
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Trends in security

The Insecurity of Things 
“….growing numbers of IoT

attacks in the wild. In numerous 
cases, the vulnerabilities were 
obvious and all too easy to 

exploit….Many issues stem from 
how securely vendors 

implemented mechanisms 
for authentication and 
encryption (or not)…”

“Faster speeds are not the only 
factor driving growth of Internet 

traffic. The IoT is 
accelerating the number 
of devices that are attached 
to the Internet, not only adding 
to the growth of traffic but also 

adding potential 
pathways for attackers.”
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Treath examples

[Source: https://www.technologyreview.com/s/603262/ukraines-power-grid-gets-hacked-again-a-worrying-sign-for-infrastructure-attacks/

[Source: https://krebsonsecurity.com/2016/10/hacked-cameras-dvrs-powered-todays-massive-internet-outage/ ]
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IoTSec Movie
http://www.iotsec.no
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Smart Grid Security Center
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Penetration 
testing

IoT sikkerhet

Proaktiv
Maintenance

Mnemonic, ….

Smart Innovation

Samarbeid basert på tillit

l Industriell perspektivet
l Samarbeid for å øke tillit
➡ blant aktører
➡ til forbrukeren

l Samarbeid for å øke 
sikkerhet
➡ samfunnssikerhet
➡ forsyningssikkerhet

l Utdannelse fra 
Akademia
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Nettovervåking

Norwegian 
Smartgrid Center

Akademia
UiO, NTNU, 

UiA,…
Forskningsinstituter

NR, Simula, …

Simulasjon IKT sikkerhet

KraftCert

NVE, Datatilsynet, 
ForbrukerrådetEnergi NorgeGlitre Energi, 

FEN, …

IoT 
kommunikasjon 

Kunnskapsbase

Møteplass
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Mission Statement

We help the Utility Companies achieve their 
smart grid goals with higher resiliency and 

quicker response times against security threats.
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