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Game theory

General game theory
Example: Prisoners dilemma

A game consists of N players, each of Prisoners! _ prisoner 5
whom is free to choose a strategy s; € S;, -
where S; is the strategy space of the i'th cortess \g stent R\
player.
confess
Associated with every player there is a ?{
utility function U; : S — R, where < =
S=25 %X Sy. 5
=
A Nash equilibrium is a strategy set =)
s* € S such that " i }
20years 0 year 1year 1year
Ui(s,s2;)) > Ui(si,s2;) Vi,si€S Fmm—
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Evolutionary game theory

Game theory combined with survival of the fittest

We consider a population of players employing different strategies. They are represented
by a probability distribution over the strategy space

P,'(S,') : 5,' — [0, 1]
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Evolutionary game theory

Game theory combined with survival of the fittest

We consider a population of players employing different strategies. They are represented
by a probability distribution over the strategy space

P,'(S,') : 5,' — [0, 1]
Inspired by natural selection, the populations evolve according to a replicator equation

Lps) = (mils, P-) — 03(P)) Pi(s)
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Evolutionary game theory

Game theory combined with survival of the fittest

We consider a population of players employing different strategies. They are represented
by a probability distribution over the strategy space

P,'(S,') : 5,' — [0, 1]
Inspired by natural selection, the populations evolve according to a replicator equation

%P;(s,-) = (77,-(5;-, P-i) - Ui(P)) Pi(si)

o mi(si, P—i): Expected utility when using strategy s; in current population
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Evolutionary game theory

Game theory combined with survival of the fittest

We consider a population of players employing different strategies. They are represented
by a probability distribution over the strategy space

P,'(S,') : 5,' — [0, 1]
Inspired by natural selection, the populations evolve according to a replicator equation

LPis) = (mils, P-) — 01(P)) Pi(s)

o mi(si, P—i): Expected utility when using strategy s; in current population

@ oi(P): Average utility of player i in current population
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T ——
Advanced Metering Infrastructure (AMI)

Meter

Head-End Firewall Meter, Collector, Meter, Relay
Gateway

DSO DMZ WAN NAN
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AMI as tree structure

aggregator

Parent node: Set of children:

fF(i): N =N Chi={jeN: f(j)=i}
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Confidentiality game (Ismail et al. 2014)

head-end system

t3

aggregator

attacker Tries to steal information undetected. For every node chooses probability
of attack s; € [0, 1]

defender For every node chooses encryption level t; € [0, 1]

Every node has a value, a cost of defending, and a cost of attacking.
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T ——
Confidentiality game (Ismail et al. 2014)

Attacker strategy space: s; is the Defender strategy space: t; is the
probability of attacking node i resources spent defending node i

N N
s:{se[o,l]N;Zs,nggl} T:{te[O,l]N:Zt,-SBT}
i=1 i=1
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T ——
Confidentiality game (Ismail et al. 2014)

Attacker strategy space: s; is the Defender strategy space: t; is the
probability of attacking node i resources spent defending node i

N N
s:{se[o,l]N;Zs,nggl} T:{te[O,l]N:Zt,-SBT}
i=1 i=1

Attacker utility function: Defender utility function:
N N
Ua(s, t) = (vi(si+srn)(1—a)(1—t) Up(t,s) =D —(vi (sitsrn)(1—a)(1—t)
i=1 i=1
—siCa,i) —1Cp,i)
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Constraints and features

[
M=

Ua(s, 1) = 3 (v (si+5r)) (1-2)(1— ) —5iCa,)

UD(t, S) = ) —(V,‘ (S,‘-i—Sf(,'))(l—a)(l—t,‘)—t,'CD’,')
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Constraints and features

Ua(s, 1) = 3 (v (si+5r)) (1-2)(1— ) —5iCa,)

[
M=

1

Mz

Up(t,s) = —(vi (sits(n)(1—a)(1—t:)—ti Cp,i)

I
-

o Attacking an undefended node always pays off:

V,'(l — a) — CAJ >0
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Constraints and features

[
M=

Ua(s, 1) (v (sitsr(n) (1—a)(1—t)) =i Ca,i)

Up(t,s) = . —(vi (sits(n)(1—a)(1—t:)—ti Cp,i)

o Attacking an undefended node always pays off:
V,'(l — a) — CAJ >0

o Attacking a defended node pays off if and only if:

(1-a)(vt-e)+ > v -1)) > Cas

JECh;
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Constraints and features

[
M=

Ua(s, 1) (v (sitsr(n) (1—a)(1—t)) =i Ca,i)

Up(t,s) = . —(vi (sits(n)(1—a)(1—t:)—ti Cp,i)

o Attacking an undefended node always pays off:
V,'(l — a) — CAJ >0
o Attacking a defended node pays off if and only if:
(1- a)(v,-(l —t)+ Z vi(1— tj)) > Ca,i
jECh;
o Defending an attacked node pays off if and only if:

Cp,i

5i>s = —
' ! v,-(l—a)

P. Aursand, H. Abie Evolutionary game for AMI August 30, 2017 9 /15



Evolutionary confidentiality game

Discrete attack and defence strategy space

k_ (ko kv k_ (ko kv .
s _(K""’K> t _<K""’K> ki€{0,...,K} (1)
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Evolutionary confidentiality game

Discrete attack and defence strategy space

; (ﬁ ’LN) tk;(%%’) k€ {0,....K} (1)

Evolution of attackers:

8. () = [ra (61 ot PO ()

Evolution of defenders:

% (tk) - [m (tk, Ps> — (P, Ps)] P, (tk) 4ok
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e
Case study

Node Vi Cai Cp,i

#1120 60 12
#2 60 00l 08
#3 60 30 06
#4 30 001 08
#5 30 00l 08
#6 30 001 08
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Results: Evolution of attack and defence rates

Attack rate: Defence rate:
. k k . k k
A(i) =) siPs(s") D(i)= ) tP(t")
keQk keQl
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05
0.4
g g 03
02
) 0.1
0,10\ o—e Node 5
o—e Node 6 |
005 50 100 150 200 00 50 100 150 200
Generation # Generation #
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Results: Evolution of utility

Average attacker utility: Average defender utility:
oa(Ps, Pr) = Z TA <5k7 Pt) Ps (Sk) op(P, Ps) = Z ™ (tk, Ps) P; (tk) ,
keQk kel

2 e—e Attackers
*—a Defenders

-6

—SW

50 100 150 200
Generation #

Average population utility
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If evolutionary game theory is the answer, then what is the question?

Given a realistic model and a real case, we hope evolutionary game theory can help
answer:

o What are the most attractive targets in the AMI?

@ Will changes introduce weaknesses?

@ What is the expected (or worst) outcome given a set of deployed security measures?
°

How will a rational attacker behave given the current security measures?

Which nodes should you prioritize defending?

o How to adapt defence in real time?
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Where do we go from here?

Paper in progress: Evolutionary game theory for modelling confidentiality in an Advanced
Metering Infrastructure

Future work:
e End-to-end encryption
o Bigger AMI networks
@ More realistic node values, costs of encryption, costs of attacking
o Attacker has knowledge about encryption levels: Stackelberg game
°

Modeling integrity in an AMI
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