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1. Terminology

The following list defines these security-oriented terms [1]:
· Asset is anything of value that should be protected from harm. An asset can require protection because it is the potential target of attack. Assets can be people, properties (e.g., data, hardware, software, and facilities), and services [1].

· Assurance is the level of guarantee that a security system will behave as expected [3].
· Attack (a.k.a., security breach) is an attacker's unauthorized attempt to cause harm to an asset (i.e., violate the security of the system, bypass security mechanisms). An attack may be either successful or unsuccessful [1].

· Attacker is an agent (e.g., humans, programs, processes, devices, or other systems) that causes an attack due to the desire to cause harm to an asset [1].

· Countermeasure is a way to stop a threat from triggering a risk event [4].
· Defense in depth implies that never rely on one single security measure alone [?].
· Exploit is a vulnerability that has been triggered by a threat - a risk of 1.0 (100%) [5].

· Harm is a negative impact associated with an asset due to an attack [1].

· Threat is a general condition, situation, or state (typically corresponding to the motivation of potential attackers) that may result in one or more related attacks.

· Threat  is a method of triggering a risk event that is dangerous [3].
· Security is the degree to which malicious harm to a valuable asset is prevented, reduced, and properly responded to. Security is thus the quality factor that signifies the degree to which valuable assets are protected from significant threats posed by malicious attackers [1].

· Security Goal is a quality goal that documents a target level of security or one of its subfactors [1].

· Security Policy is a quality policy that mandates a system-specific quality criterion for security or one of its subfactors [1].

· Security Mechanism (a.k.a., countermeasure) is an architecture mechanism (i.e., strategic decision) that helps fulfill one or more security requirements and/or reduces one or more security vulnerabilities. Security mechanisms can be implemented as some combination of hardware or software components, manual procedures, training, etc [1].

· Security Requirement is a quality requirement that specifies a required amount of security (actually a quality subfactor of security) in terms of a system-specific criterion and a minimum level of an associated quality measure that is necessary to meet one or more security policies [1].

· Security Risk is the potential risk of harm to an asset due to the sum (over all relevant threats) of the negative impact of the harm to the asset (i.e., its criticality) multiplied by the likelihood of the harm occurring.

· Risk  - a risk is a possible event which could cause a loss [3].
· Security Vulnerability is any weakness in the system that increases the likelihood of a successful attack (i.e., cause harm) [1].

· Vulnerability  a weakness in a target that can potentially be exploited by a security threat [3].
· Security models …
· security process …
2. Security Requirements

· confidentiality is ensuring that information is accessible only to those authorized to have access [].

· availability is ensuring that authorized users have access to information and associated assets when required [].

· integrity is safeguarding the accuracy and completeness of information and processing methods [].

· Non-repudiation implies that one party of a transaction cannot deny having received a transaction nor can the other party deny having sent a transaction [].
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Figure 1 Security Requirements and its relation to other security related concepts [1]

Security requirements are engineered to specify the system's security policies and both policies and requirements should address security risks. Security mechanisms (e.g., using passwords, encryption, firewalls, antiviruses, intrusion detection systems, etc.) are then architected to fulfill the security requirements.
3. Security Process

The security process loop:
1. Risk assessment

· resources inventory

· risks identification

· harm estimates

2. Security policy: management position in regard to risks

3. Setup security mechanisms to implement the policy

· prevention mechanisms

· prediction mechanisms
· detection mechanisms

· mitigation mechanisms

· recovery mechanisms

· response mechanisms

4. Audit: review by specialists

In the network, the general approach in policy implementation is to constraint the traffic (protection), monitor and analyze as much as possible (detection) and since there is never a state of absolute control, so response and recovery mechanisms (response) will always be necessity.
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Figure 2 NIST Cyber Security Framework [2]

4. Security mechanisms 

Authentication with user IDs and passwords, encryption, firewalls, antivirus software, intrusion detection systems, …
5. Security standards

One of the best generic cybersecurity standard is the Information technology ISO/IEC 17799. It is updated regularly and cover most of the best practices in this field.

The cybersecurity problem is highly complex. To better cope with this complexity, the ISO standard approach the problem from different dimensions:

· organizational, personal, physical

· data, system, network

· confidentiality, integrity, availability

· prevention, detection, response
ISO 27000 Family [6] of International Standards Provides the best practice recommendations on InfoSec management, risks and controls within the context of an overall ISMS. 

ISO 27000: Overview and Vocabulary (2014)

ISO 27001: ISMS Requirements (2013) 

ISO 27002: Code of Practice (2013) 

ISO 27003: ISMS Implementation Guidance (2010) 

ISO 27004: ISM Measurement (2009) 

ISO 27005: InfoSec Risk Management (2011) 

ISO 27006: Requirements for Bodies Providing Audit and Certification of ISMS (2011) 

ISO 27007 – 27008: Guidelines for Auditing InfoSec Controls (2011) 

ISO 27014: Governance of InfoSec (2013) 

ISO 27015: ISM Guidelines for Financial Services (2012) 
ISO 31000 - Risk management [7]. 
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6. security management
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6.1. resource management
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6.1.1. upgradability
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6.1.2. resource utilization
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6.2. Intrusion detection system
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6.2.1. Intrusion prevention

6.2.2. Monitoring
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6.4.1. Time-out

6.4.2. Data-rate

6.4.3. Backup
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6.4.5. Encryption

6.5. user data protection

6.6. physical security
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6.6.1. Physical authentication

6.6.2. Physical DoS protection

6.7. certificate handling
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6.7.1. digital signature

6.8. accountability
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6.8.1. non-repudiation

7. hardening
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7.1. PC hardening
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7.2. IoT hardening

7.3. secured communication
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7.3.1. trusted path (tunnel, VPN)

7.3.2. session encryption

7.3.3. mutual authentication

7.4. access control
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7.4.1. remote access
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7.4.5. authorization

7.4.6. encryption

7.5. Protection against
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7.5.1. Electromagnetic interference (EMI)
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