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SCOTT key message
‘elevator pitch”

IoT is the game changer and driver for digitalisation, and SECURITY
SCOTT contributes through:

= Answer the IoT need for a new and more advanced
security paradigm through security classes

= Create a Convincing privacy assessment through TRUSTABILITY PRIVACY
privacy labelling %‘ \‘
*0gp) USABILITY

= Establish a clear link between security and safety
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Key IoT concerns (discussion) Steps

= Answer the IoT need for a new and more advanced security Harmonise
paradigm

e How to measure security of (complex) IoT systems, how to incorporate @
security it into designs, how to have a clear (understandable to end-users)

security level assessment _ _
e Address cybersecurity through proactive safeguard Apply In domains
= Create a Convincing privacy assessment (privacy labelling) ‘g {} &’

e Privacy labelling — a market opportunity for companies and a response for
the consumers need

o What is acceptable to different end users and what is not, how to

Incorporate it into designs 7,
e Incorporate convenience, dependability and transparency
e How to incorporate trustability in the design (how to increase trust in future ° ©
IoT solutions) ﬁ {=1- ‘H
= Establish a clear link between security and safety N

e How security influences safety: of people, systems, environment, ... IoT
needs advance in security (handling/addressing) security — by security
classification (how to measure it)

= How the architecture enabling the above should look like
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Implementation on the fly (email by peter)

= (i) setting up one “landing page” per domain within SCOTT’s web
presence (i.e. automotive_intro, aero_intro and so on)

= (ii) on this landing pages, explain the three key messages of SCOTT
in the context of the domain (e.g. automotive)

= (iii) this three key messages being
= ) security classes
= b) privacy labels, and

s C) safe/secure architecture, design and technologies applied to the
wireless connectivity and IoT

= (iv) setup social media handlers, go rather broad than focused
(many channels, see discussion in WP29 session yesterday
morning), thus including YouTube, Instagram, ResearchGate,
Facebook, Google+

» LinkedIn and Twitter

= (v) update these social channels periodically, and with every update
include the appropriate link to one (or more) of these landing pages

Harmonise

Establish InfoGraphics

Key web-page per domain
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Secure Connected Trustable Things
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