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o System consists of sub-systems consists of components
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4
SHIELD Multi Metrics Approach
. . .. } SPDgoni /SPD level i
» Security, Privacy and Dependability /Conf. Al | ol [ | m el
» Specific application Scenario 1 | Cont. B | (5,80.d) ;Il (480.d) | (5:9.9) A
» Social Mobility: privacy scenario | Conf. C f - @500 | (s.8.0)
L'. _ T\\j’
o Multi-Metrics approach to assess the SPD of a system \j
» Provides a snapshot of the current state of the system m
» Metrics for SPD parameters of sensors, network, service access m
» Metrics My ... My, e.g. Network latency, Protection level
« Individual Metrics scaling SPDwm1(20,5,10)
» Parametrisation of assessment, e.g. latency = 50 ms -> S:acceptable i S-F;E);q-l-'.
» Subjective translation into SPD severity
» Operational ranges defined as ideal, good, acceptable, critical, failure SPDm1 60.30.70
» Max influence on the S,P,D value (estimate) <on ) (SPE) /70)
BAT System
_ ) ) ) _ SPDmx [™
+ Metrics combination to provide an SPD tripple: (60, 30, 70)
UrsHELD
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e Components have a security, privacy and
dependability factor. '
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SHIELD Multi Metrics,> 3 %/

: ) SPD
¢ Metrics to SPD conversion regression

» Parametrisation of system parameters, e.g. latency -> [ms]

» SPD regression: «SPD value and importance for the Z
system» E..
» parameter into S,P,D value range, e.g. latency=50ms :=> g

(ideal, good, acceptable, critical, failure)

» Scaling accordi System Importance, e.g. 5
latency :=> Bmax=30,/Prmax=10, Dmax=20 3347

» Assignment of SPD values, e.g. latency=50 ms

| failure My

v

critical

» Metrics combination to provide SPDsystem: (60, 30, 70) |,®|@;\(‘“’

» Mathematical combination, e.g. Ssystem=100 - N ad

o)
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Social Mobility Components

Applicable nSHIELD Components (Px):

L

L

L

L

(33

1- Lightweight Cyphering (P1)
2- Key exchange (P2)

3-  Anonymity & Location Privacy (P10) S
4- Automatic Access Control (P11) | ',"« N |
5- Recognizing DoS Attack (P13) n Al ] N s
6- Intrusion Detection System (P15) )\ ?\v GsM
7-  Attack surface metrics (P28) oL /
8- Embedded SIM, ’
sensor (P38)
9O- Multimetrics (P27)

I B NS 2
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unixk UNIK4750, Measurable Security for loT - #loTSec Mar 2016, Gyérgy Kalman, Josef Noll 13

April 07, 2016



20160407-UNIK4750-L10-notes.notebook April 07, 2016

- RO
Social Mobility Components )
-d?Qgry
Applicable nSHIELD Components (Px):
o 1- Lightweight Cyphering (P1)
o 2- Key exchange (P2)
o 3- Anonymity & Location Privacy (P10)
o 4- Automatic Access Control (P11) |
o 5- Recognizing DoS Attack (P13) (. f’"'flf’/'?' A i
* 6- Intrusion Detection System (P15) }s'f jﬂk@m GSI‘T_/
« 7-  Attack surface metrics (P28) Lo C_'ﬁ" )
. 8 Embedded SIM, |
sensor (P38)
e 9- Multimetrics (P27)
\
|
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/
/' @InSHELD
=TUNIK UNIK4750, Measurable Security for loT - #loTSec Mar 2016, GyGrgy Kalman, Josef Noll 1

10



20160407-UNIK4750-L10-notes.notebook

. <ol
(SPD) Metrics el
= Port metric "~ >h /s
- Commumcatlon channel
- GPRS ‘message rate
= SMS rate

= Encryption
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Social Mobility - Examples of Metrics

GPRS message rate metric

Parameter(sec) | 0.5 | 1 2 5 10 | 20 | 60 | 120 | oo
Cp 80 60 | 45 | 30 | 20 | 15 | 10 | 5 0
A7)

Encryption metric

Parameter | No encryption | Key 64 bits | Key 128 bits | Not applicable
Cp 88 10 ) 0
/O T2 ?f\h ] 100

Metrics weighting
>
Port (M1), w QOE

Communication channel (M2), w

GPRS message rate (M3), w = 80;;} 3

SMS message rate (M4), w = 20
Encryption (M5), w £ 100

HraTra o aa v -~

-— s

e

100

QnsHIELD
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Multi-Metrics subsystem evaluation

- Criticality SPDp
S ﬂd—ﬁcg C1 C2 C3 | C4 | Sub-Sys. Scen. 1 Scen. 2 | Scen. 3
SPD¢oal ( ncé'cﬁt,%? (s{gq)d) (s(gﬂ)d) (s@d) o ? ﬂ 4/[0
Multi- M3 | - c... o . |o <
Metrics [\ M1)| M2 | n @ n o | k??(% . < O i P A / Z@
Elements M4 e fg QC:E s e
Conf. A (30 )20 | o | 5 17 ~1p 83 \| © @ g 4>2/@
A7 7 Conf.B | 61 | 20 | 4 5 32 68 ®
Conf. C 41 20 9 5 23 7 [
émf Conf.D | 82 | 41 | 2 | 10 45 55 ®
5 Conf. E 82 [ 41 | 18 | 10 45 55 ) ®
Conf. F 83 [ 41 | 27 | 10 47 53 ®
Conf. G | 82 | 42 | 4 | 88 70 30 o ®
Conf. H 82 | 42 | 40 | 88 73 27 o o
Conf. 1 83 (42\ 72 | 88 | Alarm (21 ® nBHIELD
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Metrics & weight (only privacy) ﬁ

n . _ gy o =y { — — Ce, . Ct
s W%/ SPD;; 7 %ﬂ{f;}{-ﬂ% 2}@oﬁt_ﬁéﬁﬂniéat:§i cﬁa/;:el metric,
SNMP (UDP) 161 in the ES 0 60 weight w;=20
SNMP trap (UDP) 162 in the B 60 40 Cp  SPDp
SSH (TCP) 23 in the ES 30 70 GPRS with GEA/3 20 80
SMS 20 SMS over GSM with A5/1 40 60
4) SMS message rate metric wp=20 ~ l'-"l?- _r .
0,1, or 2 messages SPDp=90-100 ”C\//Z;; S 3) GPRS message rate metric w;,=80
5) Encryption metric w,=60 G g’gsssgcae delav gg ?ZDD
Cp SPDp 1 sec 60 40
No encryption 88 12 é ggg ;g 67;3
Key 64 bits 10 90 10 sec 20 80
Key 128 bits 5 95 g_g ;gg ig gg
Not applicable 0 100 120 sec 5 95
No messaaes 0 100

14



	Side 1: apr 7-09:36
	Side 2: apr 7-09:51
	Side 3: apr 7-10:05
	Side 4: apr 7-10:29
	Side 5: apr 7-10:56
	Side 6: apr 7-10:51
	Side 7: apr 7-11:05
	Side 8: apr 7-11:07
	Side 9: apr 7-11:13
	Side 10: apr 7-11:14
	Side 11: apr 7-11:25
	Side 12: apr 7-11:30
	Side 13: apr 7-11:41
	Side 14: apr 7-11:47

