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Security Architecture

“The design artifacts that describe how

the security controls (= security
countermeasures) are positioned, and

how they relate to the overall IT

Architecture. These controls serve the
purpose to maintain the system’s quality
attributes, among them confidentiality, , ...,
integrity, availability, accountability and | N,
assurance.” p

— Open Security Architecture (OSA)

[source: Lars Strand, 2011] Chapter 19:
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Mobile systems: GSM

* Developed in the late 1980s, deployed 1992.
* Norway a key developer and inventor

» Today: Cover 80% of world population (5+ billion
users!), gsmworld.com.

* GSM security goal: “as secure as the wire”
* GSM network consists of several network elements

{ I

« Radio Subsystem (RSS) /V =
b . |
- DBase station Subsystem (BSS) '| 5|// \ Nf @ﬂm

- Mobile Equipment (ME) (cell phone/handset)

Lc’_}iﬁ"1
* Network and Switching Subsystem (NSS) — core . .
network

* Operation Subsystem (OSS) J E |.|.|.

[source: Lars Strand, 2011] Chapter 18:







Security Goals

Protect against interception of voice traffic on the radio
channel:
Encryption of voice traffic. —— e

Protect signalling data on the radio channel:

Encryption of signalling data. v
Protections against unauthorised use (charglng fraudj D EL
Subscriber authentication (IMSI, TM_S_I) }//

Theft of end device: 4

|dentification of MS (IMEI), not aMays/mplemented
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Theft of end device: LI Lﬂﬂ'
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GSM - Components "t

= MS (Mobile Station) = ME (Mobile Equipment) + SIIVI

(Subscriber ldentity Module); Nt /
» SIM gives personal mobility (independent of ME)_ - _j
= BSS (Base Station Subsystem) = BTS (Base - -y
Tranceiver Station) + BSC (Base Station Controller) L

= Network Subsystem = MSC (Mobile Switching Center

central network component) + VLR, H\L/R/AUC
o HLR/(Home ocation Register) + VLR{%erter{eeatren >

Reg|ster) manage Call Routing & Roammg Information -

= AUC (Authentication Center) manages security relevant
information
. -
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GSM: Problems

Focus on access security
» Confidentiality terminated at the base stations
» Weak operator network protection
» Example: Traffic to/from BS and AuC-should be protected!
« “Security throggm obscurity” /AS/ASIA /eventually Eked

—_—

. Algonthms not resistant to GryptanaFyS|s attack
» Ab5/1 can “easily” be broken — today gradually replaced by A5/3
» No public scrutiny during development
» Lack of user visibility
* User do not know if/what encryption is used
+ Difficult to upgrade cryptographic algorithms
* But not in theory? Resides on the SIM card
* Authentication: One-way authentication only
» Only MS to BS and not BS to MS.
* + many more..

[source: Lars Strand, 2011] Chapter 18:




SIM: Subscriber Identity Module

Smart card (processor chip card) in MS:

Current encryption key Kc (64 bits)
Secret subscriber key Ki (128 bits)

Algorlthm<3 and AB/

£ IMsI )
TMSI
PIN, PUK
Personal phone book
SIM Application Toolkit (SIM-AT) platform

Chapter 19:
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GSM Subscriber Authentication "
SIM (MS) Radio Link ng\?vgflrk
RAND T v
,"’ S @?D
/K ) ' RAND RAND ' Ki
T l | |
A3
l SRES é-l
SRES
yes/no
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GSM Subscriber Authentication

SIM (MS) ~ Radio |-jnk MSC/VLR
e pg;ﬁﬁ,@ﬁf 1"
| RAND
Ki R!AND RAND | TMSI
A8 Lookup key
from store
4 4\ /—L\
L/ (X
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Cryptographic Algorithms: A3/A8

Algorithms A3 and A8 shared between subscriber and

home network; thus each network could choose its
own algorithms. S —

» Algorithms A3 and A8 at each PLMN F(ma;ator's discretion.
» GSM 03.20 specifies only the formats%ﬁhe@nputs and
outputs; processing times should remain below amaximum

value (A8: 500 msec).

COMP128: one choice for A3/A8; attack to retrieve Ki
from the SIM (— cloning) possible; not used by many
European providers.
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MS/BSC Encryption
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UMTS — Introduction

= Work on 3™ generation mobile communications systems
started in the early 1990s; first release of specifications

in 1999. 7oy 1
= Standards organization: 3G Partnership Project o) I
(3GPP).

> ETSI (Europe) = $I47 (Impy. 1495~ (DA 20 9011 Iy

» ARIB (Japan) c

- TTC (Japan) <A /7] (L4 }{ U{ ”’\ vl
» T1 (North America) .

» TTA (South Korea) \ /[/ )\ i

» CCSA (China) _ e hg

= Mission: Drive forward standardization of 3G systems.
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C' | [J cwiunikno/images/UNIK4250-L7-MobileSecurity.pdf
- Threats/attacks Security services Security mechanisms
False BST Mutual authentication mechanism
Authentication (challenge-response with a
shared secret)
. Encryption of signaling and call
Edvescropping Confidentiality content

(Poor GSM encryption)

Data sent in clear in the

operator network Confidentiality

operator network

Conclusion: UMTS has a decent security architecture
* Extensive threat and attack analysis
* Open development
* Mogu}&r—(iﬂexible’l} curity mechanisms
< “cryptographic core” can be replaced by operator
* Target: End=user; Operators and law enforcements

Encryption and integrity
protection of data, to also cover

[source: Lars Strand, 2011]
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LTE Advanced (4G)
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Security architecture: LTE

Threats/attacks Security services Security mechanisms
Eavesdropping Data confidentiality IPSec
Modification of content Data integrity IPSec
Impersonation Authentication EAP-AKA
Denial of service, Availability service ?, fast re-authentication? different
; 2
roaming, performance access network?
Seel L ]
=R e

Conclusion: LT] a decent security architecture
~ 7 * Built on and impreved over UMTS
- \,;'_lgf% ¥ All-IP architecture a challenge

usted non-3GPP access a challenge
* Performance might be an issue

50
[source: Lars Strand, 2011]
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