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loT - how will it influence us?

4 ™
Think about how

Internet has
changed your life
AT within the last 10
A\ years.
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National initiative for a more secure future in loT

- Security for loT for Smart Grids

Admin
Cloud

loT in
operations

[

1\
loT at home
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National initiative for a more secure future in loT

- Security for loT for Smart Grids
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The loTSec - Security in loT for Smart Grids initiative was established in 2015 to promote About
. the development of a safe and secure Internet-of-Things (loT)-enabled smart power grid
Ad min infrastructure. The Research Project received funding from the Research Council of Norway The loTSec initiatives drives Research
CI ou d (RCN) to contribute to a safe information society. for secure loT and Smart Grids

loTSec addresses the basic needs for a reliable and efficient, uninterrupted power network with
dynamic configuration and security properties. It addresses in addition the needs of businesses #iotsecno

and end users of additional 10T services by exploring use cases for value-added services with Josef Noll 1 Now
the intent to design the building blocks for future services that consider the necessary security n @josefnoll
A and privacy preconditions of successfully deployed large-scale services. loTSec will apply the NCE Smart Partnerkonferansen med
- : . ) , . @KristinHalvorsen og Nasjonalt senter for
research in the envisaged Security Centre for Smart Grids, co-located with the Norwegian Sikkerhet | SmartGrid #loTSecN
/ Centre of Excellence (NCE Smart). pic.twitter.com 194wt
IoT in /
operations # ‘
«Open World Approach»
§ | | § everything that is not declared closed is
s > open
‘
loT at home
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National initiative for a more secure future in loT

- Security for loT for Smart Grids

o T— Partners and Collaborations
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The loTSec - Security in loT for Smart Grids initiative was established in 2015 to promote About il
the development of a safe and secure Internet-of-Things (loT)-enabled smart power grid = Open Innovation Lab
infrastructure. The Research Project received funding from the Research Council of Norway The loTSec initiatives drives Research
(RCN) to contribute to a safe information society. for secure loT and Smart Grids = Norw. Data Protection Auth.
loTSec addresses the basic needs for a reliable and efficient, uninterrupted power network with N
dynamic configuration and security properties. It addresses in addition the needs of businesses #iotsecno = Forbrukerradet
and end users of additional 0T services by exploring use cases for value-added services with Josef Noll T Now | nte re St O rg
the intent to design the building blocks for future services that consider the necessary security n @josefnoll
s and privacy preconditions of successfully deployed large-scale services. loTSec will apply the NCE Smart Partnerkonferansen med
- : . ) _ . @KristinHalvorsen og Nasjonalt senter for
research in the envisaged Security Centre for Smart Grids, co-located with the Norwegian Sikkerhet i SmartGrid #loTSecNO _ .
Centre of Excellence (NCE Sman) pic.twitter.com/FLLua94wIN Mondfagon Un|ber5|tatea
IoT i =« University of Victoria
ol In .
i Universidad Carlos Il
ration .
operations La Sapienza
«Open WOrId Approach» COINS Research School
everything that is not declared closed is Nimbeo
- open = H2020 and ECSEL projects
" Academic Collaborators |nternational
loT at home -;
¥ Halden
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Future Service Requirements (in a wireless infrastructure)

® “we have no control of what is going
on in Wifi”

® “only 25% of broadband customers
experience the speed they got
promised’

® more than 75% of all calls to ISPs is
related to wireless

® over 90% of boxes sent to ISP are
fully functionable
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Future Service Requirements (in a wireless infrastructure) Access and Control

® “we have no control of what is going
on in Wifi”

® “only 25% of broadband customers

experience the speed they got Home 4
. ) Service services
promised o x
®* more than 75% of all calls to ISPs is enabled Appliance
related to wireless routing e
cloud #2
® over 90% of boxes sent to ISP are B ~
fully functionable o e ] services. S
Basic O
— Health =
V\w services‘? hd
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Future Service Requirements (in a wireless infrastructure) Access and Control

Define home energy system Define access to
through ontologies home energy system

' {

®* “we have no control of what is going Shomed " ony ?jmgy == ontology
O n i n Wifi ) mconsugl::teryrosumer roducer reading_>

- storageSize: 400 kWh StatiStiCS_ . Regulate
_ loadLevel: 40% - maxProvision: 82 A/h - HeatPump: off for 1h

® “Only 25% Of brOad band CUStOmerS - maxCurrent: 64 A/h Lﬂ;ﬂgﬂ;ﬂf%ﬁzkw :g;?glliitgt:z;f)wnw%
experience the speed they got Home ‘))

services

. b Service ~~ semantic .
p rO il Sed loud #1 \_access criteria__~ semantic Semantic access
ciou : access control .
0, " Software- Security Token @ /\ Service requirements pollicies
® more than 75% of all calls to ISPs is enabled Appliance isucTo Person Home Home requireSecurity Token|service,?
. rou tlng sarvices i{w11thAttr1butes: energy o energy tokzn) g ;W'Zli[()l;l?( : tokgn, .?attttrz.lguttesﬁ
: — hasAttributes(?service, ?attributes
related to wireless Service (e “memberOt sring he g User token
cloud #2 | - roleContext: String Criteria | reasoning D canOwn(?person, ?attributes)N
0 Context OLLGIE withHold(?token, ? attributes)N
® over 90% of boxes sent to ISP are G st ocaton: atlon Person7person)
f I I f n C t " O n a b I e B Car &tworkDeVice:phy Securitylokenlssuelo(?token,?person)
ully functi o e sorvicas
| [ :" [} " ) ‘\ | © Q
Basic L— Health ( \") Service Token Token Person
Intern et , : @ readMaxProvision 4 authenticatedPerson @ authenticatedPerson € Bob
low CapaCIty Services @ readTotalProvision 4 authenticatedPerson @ owner & Alice, George
@ switchOffHeatPump € owner @ cnergyAgent @ Carol @)
@ drainBattery @ cnergyAgent, owner ;
@ chargeBattery @ cnergyAgent, owner ‘
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Scientific focus and achievements

® Semantic system

description

= Understanding the system
and describing security
through security functionality

= Measurable security - the
novel security concept

Measurable

criticali’

\
accep.

ideal
good

® Security modelling

= Privacy-aware models and measures

= Adaptive security for system of
systems

= Formal languages for semantically
proving signalling

criticality /I

failure

critical

@5 loTSec.no ) #loTSecNO

e

GSM/LTE

SR

¢

2772777,

to measurable:

security, privacy and dependability
Admin

Cloud

e System versus Goal analysis
= Application-specific security/privacy,
e.g. billing vs
= Human/technical interface, security
usability

® QOperational security for loT-

SPD level

SPD vs Sl,l)(.’mll

(67.61.47) (@. O
(67.61.47) @®. . )
(31.33.63) @®. . )

curity through collaboration

based critical infrastructure

= loTSec ecosystem -> extended
network

= Smart Grid Security Centre
(SGSC)

= (Gap Analysis of security
methods for critical
infrastructures)

Feb2017, Josef Noll 5



Opportunities

» Monitoring the grid to achieve a grid stability of at least )/
99.96%. X Smart Meter
o Alarm functionality, addressing /// x
= failure of components in the grid, —
= alarms related to the Smart Home, e.g. burglary, fire, |—_’ ,/ I’fg:\ﬁq
or water leakage, =< D
e Infrusion detection, monitoring both hacking attempts to *
the home as well as the control center and any entity in Smart Meter
between, Internet

o Billing functionality, providing at least the total
consumption every hour, or even providing information
such as max usage,

 Remote home control, interacting with e.g. the heating
system

o Fault tolerance and failure recovery, providing a quick
recovery from a failure.

e Future services

= Monitoring of activity at home, e.qg. “virtual fall
sensor”
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Opportunities

/
» Monitoring the grid to achieve a grid stability of at least /
99,96 %, . Smart Meter
‘ . . /
o Alarm functionality, addressing K N ~
= failure of components in the grid, | /,’&/ Standardised
= alarms related to the Smart Home, e.g. burglary, fire, ‘ ;o 2= terf AP
or water leakage, == ‘ A | Interiace ( ) y
« Intrusion detection, monitoring both hacking attempts to ’
the home as well as the control center and any entity in Smart Meter
between, Internet
» Billing functionality, providing at least the total § 4-2. Funksjonskrav
consumption every hour, or even providing information AMS skal: J )
SUCh dS Max usage, a)lagre maleverdier med en registreringsfre pmn til
g ] ] ] ] en registreringsfrekvens p4 minimum 15 O pe n Sta n d a rd S
® RemOte hOme ContrOL InteraCtlng Wlth e.g. the heatlng b)ha et standardisert grensesnitt som Iegg pasert
SyStem pd &pne standarder, \ j
_ o _ c) kunne tilknyttes og kommunisere med andre typer malere,
» Fault tolerance and failure recovery, providing a quick d)sikre at lagrede data ikke g&r tapt ved spenningsavbrudd,
recovery from a failure_ e) kunne bryte og begrense t i det enkelte malepunkt, unntatt trafomalte anlegg,
F t ] f)kunne sende og motta inforE: \og
) HHS S-erv-lces = e G, - g)g)ir:ifi:rli;a;ot misbruk av datz StOp and reduce
= Monitoring of activity at home, e.qg. “virtual fall o recistrere fivt av kil o0 reak f
sensor’ N pOwer COnSlJmp ION
Norges vassdrags- og energldnrek\\ //

enkelte funksjonskrav.

& 0 Tilfeyd ved forskr 12 nr. 75 ( 12).
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Opportunities Student Corner of

/
» Monitoring the grid to achieve a grid stability of at least /
09.96%. X Smart Meter
. . . /
« Alarm functionality, addressing /N | -
_ _ _ / . \ Home Research Security Centre Publications Student corner About
= failure of components in the grid, ! Standardised
. /= :‘i‘:_-f . . edi
= alarms related to the Smart Home, e.g. burglary, fire, ‘ , =B . Student Corner for 1oTSec Topics for Master Thesis (e
S 7 ’ "\"@”l | I n te rfa Ce A P I Open Master Thesis related to loTSec
or water leakage, = NS
_ _ _ _ _ 4 ‘rL J Please be welcome to the Student Corner for Security and Privacy in the Internet . Privacy labels for 10T consumer products (Supervisor(s): Josef Noll, Hanne Brostrgm)
® |ntFUSIOn deteCt|On, m0n|t0r|ng bOth haCk|ng attempts tO Feel free to have a look at UNIK4750 course related to the project. = Building an Attack Simulator on the Electric Grid Infrastructure (Supervisor(s): Gyorgy Kalman,
: : = Security challenges of open low-capacity wifi access (Supervisor(s): Josef Noll)
the home as We” as the COntrOI Center and any entlty in I t t Smart Meter « Semantic Modeling of a Smart Home Infrastructure (Supervisor(s): Josef Noll, Christian Johan:
between, n erne \ = Risk Assessment tool analysis for Industrial Automation and Control Systems (Supervisor(s): N
11: . . = 1 _ Chowdhury, Judith Rossebg, Josef Noll)
® Bllllng fun.Ctlona“tyv prOVIdlng at IeaSt the tOtaI . $ 4-2. Funksjonskrav = Prosumers for the future smart electricity grid (Supervisor(s): Josef Noll)
Consumpt|0n evel’y hOU r, or even prOVIdIng |nf0rmat|0n AMS skal: J \ = Measurable Security for Sensor Communication in the Internet of Things (Supervisor(s): Josef
such as max usa e, a) lagre méleverdier med en registreringsfre pm til Chowdhury)
g _ _ _ _ en registreringsfrekvens pa minimum 15 O pe n Sta n d a rd S
® RemOte hOme ContrOL Inte raCtIng Wlth e.g . the heatlng b) ha et standardisert grensesni‘[t som |egg pasert OngOIng MaStef TheSlS felated (@) IOTSQC
system pa dpne standarder, . ) « Integrating Energy Devices through Basicinternet (Editor: Syead Nusrat Nur)
_ o _ c) kunne tilknyttes og kommunisere med andre typer mélere, , tor: Li cirin Paul
» Fault tolerance and failure recovery, providing a quick d)sikre at lagrede data ikke gér tapt ved spenningsavbrudd, gttt s L s e el Z e Bl e )
recovery from a failure. e) kunne bryte og begrense t i det enkelte malepunkt, unntatt trafomélte anlegg, « Security challenges of open low-capacity wifi access (Editor: Naji Ahmed Kadah)
cut _ f)kunne sende og motta infor Nog « Measurable Security for Sensor Communication in the Internet of Things (Editor: Zyyad Shah)
° jordfeils J:
HHS S-e rv-lces . T g)g)ir:ifi:‘ri;alr’not misbruk av datz Sto p a n d red u Ce
= Monitoring of activity at home, e.g. “virtual fall reistrere fiyt av akilv og reakiy - e T
sensor” g g pcwer Consumpthn inisne dasSier 1 nNesis reiaied [0 iol oec
Norges vassdrags- og energidirekh__ M « Pervasive computing in smart electricity gnd (Supervisor(s). Christan Johansen, Josef Noll, Trond Aalberg)

enkelte funksjonskrav.
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Privacy Labelling

http://PrivacyLabel.loTSec.no

¢ "Measure, what you can measure -
Make measurable, what you can't
measure” - Galileo

® Privacy today
= based on lawyer terminology

= 250.000 words on app terms
and conditions

@5 loTSec.no #loTSecNO Security through collaboration Feb2017, Josef Noll 7
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Privacy Labelling

http://PrivacyLabel.loTSec.no

¢ "Measure, what you can measure - ® Privacy tomorrow

Make measurable, what you can't = A++: sharing with no others
measure” - Galileo - A
= C: sharing with ....
® Privacy today L
= based on lawyer terminology e The Privacy label for apps
= 250.000 words on app terms and devices
and conditions 280

ENERIBIA ENERGI A
ENERGY ENERGIE ENERL R\Nh."annllm

1551 54 | 38 de
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Privacy Labelling

http://PrivacyLabel.loTSec.no

¢ “Measurev what you can measure - @ Privacy tomorrow (In collaboration with Consumer |
Make measurable, what you can't = A++: sharing with no others Services (Forbrukerradet)
measure” - Galileo - A  Finn Myrstast (Forbrokeradet) 5 EU.
= C: sharing with .... w ’
® Privacy today 0
= based on lawyer terminology ® The Privacy label for apps
= 250.000 words on app terms and devices
and conditions DERGA BT 280
ENERGY - ENERGIE - ENERG xWh/annum

-— AN

Appfail Report - Threats to Consumers in

155 54 38 4B Mobile Apps

orotection hidden 1n the end-user terms and privacy policies of apps
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Collaborate to answer the questions

e Smart Meter

= read and control
» soft switch, remote switch off

= logic?

¢ Challenges to measurable:

_ _ from criticality -
= Logic: Centralised =% Fog security,
privacy and

= Smart Meter: Information<&==3 Control 3 ' dependability
= Smart Grid Information <=3 Internet £
SPD level | SPD vs SPD¢ o
Info
(67.61.47) @, ©)
(67.61.47) @, , )

failure

(31.33.63) @®. . )

ideal

good
accep.
critical
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Collaborate to answer the questions

e Smart Meter ® Access control

= read and control = access to read, control, configure
» soft switch, remote switch off = pbased on attributes (network,position,....)
= logic?

® Rules and policies
¢ Measurabillity

e Challenges f — to measurable:
_ . ) rom Criticail V' security
- " ’
Logic: Centralised €= Fog > orivacy and
= Smart Meter: Information<=3 Control £ ‘ dependability
= Smart Grid Information <=3 Internet £
I nf 0 SPD level | SPD vs SPD¢;oa1
O (67.61.47) @, ©)
o = é (67.61.47) @®, ., )
© B0 E i (31,33,63 @ ,)
% bgo % b 65) (
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Collaborate to answer the questions

e Smart Meter

® Access control loT security challenges 21 Hacked Cameras, DVRs Powered Today’s

= read and control - access to read, control, configure e Mirai attack Massive Internet Outage
> soft switch, remote switch off = based on attributes (network,position,....) - “security by obscurity’ oo oy o s o o of e st e e it e b of bt
) I O g i C? “Internet of Things” (I0T) devices, such as CCTV video cameras and digital video recorders,

® Rules and policies - different security viewpoint e data suggests
ol (k" g ® . . . vy sarlier today cyber criminals began training their attack cannons on Dyn, an Internet
* Measurability ® "t is just the beginning " s crifcal e

infrastructure company that provides critical technology services to some of the Internet’s
top destinations. The attack began creating problems for Internet users reaching an array of
sites, including Twitter, Amazon, Tumblr, Reddit, Spotify and Netflix.

¢ Challenges f — to measurable: 2
. : A rom criticali - ‘
= Logic: Centralised =% Fog _ security,

privacy and

= Smart Meter: Information<&==3 Control 3 ' dependability
= Smart Grid Information <=3 Internet = \
SPD level | SPD vs SPD¢ ot
Info .
(67,61,47) @, ©)
Q
o = é (67.61,47) @, , )
T By O E <+ 31,33,63 ® ,) Bahamas
g ng % b | ) | México o Turks and Caicos
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