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IoT - how will it influence us?
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! Faster 

! More difficult to understand 

! Autonomous 

! Less secure? 

! Sustainable? 
➡ Waste, CO2 
➡ Energy 
➡ Noise
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National initiative for a more secure future in IoT 
IoTSec.no - Security for IoT for Smart Grids
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Future Service Requirements (in a wireless infrastructure)

! “we have no control of what is going 
on in Wifi” 

! “only 25% of broadband customers 
experience the speed they got 
promised” 

! more than 75% of all calls to ISPs is 
related to wireless 

! over 90% of boxes sent to ISP are 
fully functionable
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Descriptive
logic

reasoning

Define home energy system
through ontologies

Home 
energy 
access 

Home

consumer producerprosumer

infrastructure
ontology

Define access to 
home energy system

energy access

reading manage

access
ontology

Battery
- storageSize: 400 kWh
- loadLevel: 40%
- maxCurrent: 64 A/h

...

...
...
...

...

...
...
... Statistics

- maxProvision: 82 A/h
- totalProvision/d: 1.2 kW
- maxCurrent: 64 A

...

...
Regulate
- HeatPump: off for 1h
- drainBattery: down 20%
- carCharge: off

semantic 
access criteria

Role
- memberOf: string
- roleContext: string  

semantic 
access control

SecurityToken
- issueTo: Person
- withAttributes: ...  

Context
- hasLocation: lat/lon
- networkDevice: phone   

Semantic access 
policiesService requirements

requireSecurityToken(?service,?
token)∩ withHold(?token,?attributes) 
→ hasAttributes(?service,?attributes)
User token
canOwn(?person,?attributes)∩ 
withHold(?token,?attributes)∩ 
Person(?person)→ 
SecurityTokenIssueTo(?token,?person)

Policies 

Home 
energy 
system 

Criteria 

Service
   readMaxProvision
   readTotalProvision
   switchOffHeatPump
   drainBattery
   chargeBattery

Token
    authenticatedPerson
    authenticatedPerson
    owner
    energyAgent, owner
    energyAgent, owner

Token
   authenticatedPerson
   owner
   energyAgent
  

Person
    Bob
    Alice, George
    Carol
   

Access and Control
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Scientific focus and achievements
! Semantic system 

description 
➡ Understanding the system 

and describing security 
through security functionality 

➡ Measurable security - the 
novel security concept
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Measurable  
criticality

to measurable: 
security, privacy and dependability

Admin 
Cloud

GSM/LTE

! Security modelling  
➡ Privacy-aware models and measures 
➡ Adaptive security for system of 

systems 
➡ Formal languages for semantically 

proving signalling

! System versus Goal analysis 
➡ Application-specific security/privacy, 

e.g. billing vs  
➡ Human/technical interface, security 

usability

! Operational security for IoT-
based critical infrastructure 
➡ IoTSec ecosystem -> extended 

network 
➡ Smart Grid Security Centre 

(SGSC) 
➡ (Gap Analysis of security 

methods for critical 
infrastructures)
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● Monitoring the grid to achieve a grid stability of at least 
99,96%, 

● Alarm functionality, addressing  
➡ failure of components in the grid,  
➡ alarms related to the Smart Home, e.g. burglary, fire, 

or water leakage, 
● Intrusion detection, monitoring both hacking attempts to 

the home as well as the control center and any entity in 
between,  

● Billing functionality, providing at least the total 
consumption every hour, or even providing information 
such as max usage, 

● Remote home control, interacting with e.g. the heating 
system  

● Fault tolerance and failure recovery, providing a quick 
recovery from a failure. 

● Future services 
➡ Monitoring of activity at home, e.g. “virtual fall 

sensor”

Opportunities

6

Smart MeterInternet

Smart Meter
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Privacy Labelling 
http://PrivacyLabel.IoTSec.no 

! “Measure, what you can measure - 
Make measurable, what you can’t 
measure” - Galileo 

! Privacy today 
➡ based on lawyer terminology 
➡ 250.000 words on app terms 

and conditions

7

http://privacylabel.iotsec.no
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! Privacy tomorrow 
➡ A++: sharing with no others 
➡ A: … 
➡ C: sharing with …. 

! The Privacy label for apps  
and devices

http://privacylabel.iotsec.no
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In collaboration with Consumer 
Services (Forbrukerrådet) 
- Paul Chaffey (Statssekretær) support 
- Finn Myrstad (Forbrukerrådet) -> EU
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Collaborate to answer the questions
! Smart Meter 

➡ read and control 
‣ soft switch, remote switch off 

➡ logic? 

! Challenges 
➡ Logic: Centralised              Fog 
➡ Smart Meter: Information            Control 
➡ Smart Grid Information             Internet 

Info
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! Access control 
➡ access to read, control, configure 
➡ based on attributes (network,position,….) 

! Rules and policies 
! Measurability
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! Access control 
➡ access to read, control, configure 
➡ based on attributes (network,position,….) 

! Rules and policies 
! Measurability

IoT security challenges 
! Mirai attack 

➡ “security by obscurity” 
➡ different security viewpoint 

! “it is just the beginning”


