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Py
UNIK4750: Lecture plan

UNIK

19.01 L1: Introduction

26.01 L2: Internet of Things

02.02 L3: Security of loT + Paper selection
09.02

O L4: Smart Grid, Automatic Meter Readings

o L5: Service implications on functional
requirements

16.02

O L6: Technology mapping

o L7: Practical implementation of ontologies
23.02 ---- Vinterferie

02.03 L8-9: Paper analysis with 15 min
presentation (6-7 hrs)

09.03 L10-11: Paper analysis with 15 min
presentation (3 hrs)
L12: Logical binding - industrial example

16.03
o L13: Multi-Metrics Method for measurable
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Security
o L15: System Security and Privacy analysis
23.03

O L16): Real world examples, quest lecture (1.5
hrs

o L14: Multi-Metrics Weighting of an AMR sub-
system (2.5 hrs)

o L18: Real world loT service evaluation group
work (2 hrs)

30.03
O ---- no lecture
06.04

o L18: Real world loT service evaluation group
work — contd.

o Wrap-up of the course
13.04 ---- Paskeferie
20.04 ---- Exam
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Recap: Attack surface

e It's not about the device. One shall see the big picture

e Structured approach with well-known steps: e.g. securing a web interface, analysis and setup of
protocol parameters (avoid fallback to weak crypto), analysis of data to select correct protection

Insecure network services: unfortunately, typical for industrial applications
Transport encryption: use appropriate technological solutions

Cloud interface

Mobile interface

Appropriate granularity in security configuration: e.g. monitoring, logging, password and lockout
parameters

Insecure software
Physical security
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Electric grid

Nation/continent-wide critical infrastructure
Synchronized from production to consumer

Key to most services of the society

Reaches in practice every home and installation

Very conservative (that’s very much understandeable!)
Was always kind of smart, the difference is in:

O Resolution and timeliness of data

o Useof IT

O Ratio between consumers and producers
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Smart Grid
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e Motivation to build a smart grid: save on investments, higher profit rate, better stability, renewableg,
some cost reduction in emloyees

Possible new services based on acquired data (big data)
e Operational stability oy
o Integration of the volatile production of renewables o \
O Synchrophasor operations e e
O Microgrids — possibility for island operation — internet-like operation ) e
e Higher electricity price for households TR )
O Can lower the pressure on the ;50 5556
network for consumer peak hours 2000 2000 _ )
_ 1800 1800 e d
o Can enable new services to maw AR
be delivered by the utility ]
e Relevance for Norway: ik o L3
O Easy-controllable water plants ;i‘:,.,,“i;
O Low investment rate 90s-2000s Leinger g oeriartann .\~ \ [
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Smart Grid — contd.

e Technological points:
o Network control has continous and real time picture of the network (compare to IT networks)

O Multi-directional power flow — in practice it might not, implementation-dependent, but for sure a lot
of generation plants compared to traditional grid

o Not just monitoring, but direct control down to the end nodes

e Risk analysis and management
O Clear, real time data with high resolution — this is new
O Big data with correlation to e.g. weather, measurement data from neighbours, renewable prediction
O Soft (price) and hard (switch off) measures to deal with high risk situations
o Clear, high resolution, processed documentation of grid history — potentially high value

e Economics
o Until now, small consumers were saved from the swings in the power-spot price
O Cutting peaks reduces investment needs in distribution and core
O Might lead to some reduction (I don’t expect that)
O Has a social aspect with e.g. prepaid power, free hours etc.
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Smart Grid — technology challenges

e Time synchronization
o Key in protection, control, monitoring
o GPS or distributed signal
e Communication
o Wired in parallel with the core network
o Partly also with the distribution
o Wireless or powerline to consumer — active research area: multihop, 5G
O Licensed or unlicensed band, mesh, zigbee, ISA100 using e.g. 6LoWPAN
O Quality of Service
Translation of engineering requirements to network metrics
e Security and privacy
O Remote switch-off is required functionality — annoying if a bot is doing it
O High resolution data with unlimited history on use (tax on company car because of roadtoll logs)
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Advanced Metering Systems

e Now moving to the household, required by law (in Norway)
e Adds new possibility for load control: consumer (AMS), generation, big consumers, energy storage

o Operations central (at grid control) [load control] — operations central (at local power utility) [load
control] — consumer [smart meter with remote switch-off]

e Meter components
o Tamper resistance is key (both for utility and consumer)

o CPE with potentially one interface in home network
(home automation) and utility (reporting) —

o Firewall? Future proofing? Ownership on traffic? e _-
Availability requirements?

O Health-Safety-Environment
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" UNIK UNIK4750, Measurable Security for loT - #loTSec Feb 2017, Gydrgy Kalman, Josef Noll 10



Advanced Metering Systems — assessment

CPE: not within secured perimeter from the utility viewpoint, access needs cooperation from
consumer

consumer has no control on communication towards the utility

Disassembly and probing already possible with a few hundred EUR investment
scope, logic analyzer, a bit better soldering iron, cables, devel. circuit board

In addition: analysis of the communication, analysis of the radio spectrum (if radio is used)

From communication side: CLI, webinterface, multiple communication interfaces, limited resources in
the device, will be the same for a decade or more

POtentiaIIy miIIiOnS Of deViCeS Of Same type B DR Usage Profile B Expected Usage Profile 68% of Neighbors 95% of Neighbors
Services (maybe the main point for customer satisfaction): :

42
40
38

o Opens communication with the AMS through the internet :

32

o Maybe also third party T
O Breaches here _will have a physical dimension 2 .
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Advanced Metering Systems — Network security

e Utility and consumer can’t trust eachother
e Isolation of the AMS system from the rest of the utility
e Communication policies and configuration — segmentation, firewalling, patches
e \Who owns the network?
e How to run an IDS/IPS in this infrastructure?
e How to monitor the whole system?
e Integration of data placed in common server area
e Best practice: test, preprod, prod environments
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data history, shared services
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Advanced Metering Systems — Network security contd.

e Mitigation:

Engineering teams need to be extended with IT security members — see on the safety example!
Some kind of transformation solution for requirements between engineering and IT

Software Development Life-Cycle change

External entity monitoring security compliance

O O OO

Tamper resistance
VPN/MPLS/overlay networks
Crypto

Traffic shaping

Traffic filtering (e.g. No egress traffic from AMS network or
internet from servers)

Software security analysis (e.g. Monitoring software shall not
do modifications)

External access to production systems, typically services <peciiction (TRS }-{ T
Confirmed good implementation of logging
O Avoid «compatiblity-solutions», like auth. fallback

O O O OO0

@)

O

@)

(% truct
Factory Acceptance Test (FAT) &
Site Acceptance Test (SAT)
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Advanced Metering Systems — Risk management

e Analyze vulnerabilities

O They are not unique (see L3): CLI, web interface, SQL injection, cross-site request forgery — all
the typical things one is getting when testing a web service

e Mitigate risk
O Again, crypto, but this is not a universal answer
o Data processing
o Development and operation life-cycle
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A short example

#% Exploits % Maps

(8] RIE Total resulrs: 4
78.79.193.77
TeliaSonera A:El
IR Sweden, Uppzals weep-Alive: Limeoul=98¢
Details Ira -encaoding . chunked
dat n, 23 Jan 28717 85:19:41 GH
Server: Cherokee/d.99.9 [UNLX}
South Africa 1 Location: hitps://¥8_79.193.77/
Sweden 1
France 1
Denmark 1 =

kamstrup

Radio Link Concentrator

Roke Admin ¥
Password [seses| ]
ge

[ Login |
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Alert (ICS-ALERT-16-263-01) More Alerts
BINOMS3 Electric Power Quality Meter Vulnerabilities

Original release date: September 19, 2016

& Print 2 Tweet | [ Send Share

Legal Notice

All information products included in http://ics-cert us-cert gov are provided "as is" for informational purposes only. The
Department of Homeland Security (DHS) does not provide any warranties of any kind regarding any information
contained within. DHS does not endorse any commercial product or service, referenced in this product or otherwise.
Further dissemination of this preduct is governed by the Traffic Light Protocol (TLP) marking in the header. For more
information about TLP, see http:/fwww us-cert.govitip/.

SUMMARY

MCCIC/ACS-CERT is aware of a public repert by Kam Ganeshen of vulnerabilities affecting the BINOM3 Electric Power
Quality Meter, a meter designed for autonomous operation in automated systems. According to this report, the
vulnerabilities are remotely exploitable. This report was released after the researcher coordinated with 1CS-CERT. IC5-
CERT has attempted to notify the affected vendor of the report without success. ICS-CERT is issuing this alert to
provide early notice of the report and identify baseline mitigations for reducing risks to these and other cybersecurity
attacks

The report included vulnerability details for the following vulnerabilities:

Remotely Exploitable | Impact
Vulnerability Type

Reflected and stored Yes Injection of arbitrary Java Script
Cross-site Scripting

Clear Text Passwords Yes Privileged access to device

Sensitive iniformiation Yes Privileged access to device
leakage in GET reguest

Access Control Issues Yes Password authentication is not
enabled on Telnet Access

" UNIK & unikarso

f. SHODAN BINOM3 Q Explore Enterprise Access Contact Us

*% Exploits

Total resuits: 1

213.170.71.188

ﬁ Quantum CJ SC Universal multifunctional electric power quality meter BINOM3
mm Russian Federstion, Saint Petersburg

Details

W aNEM;

MULTIFUNCTIONAL REVENUE ENERGY METER
AND POWER QUALITY ANALYZER

Authorization
Login:
Password:

Bsegwre, noM@Ayncra, NorvH K Napono.

‘ Serial number S/N: 10000034 ‘
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~ L3 Conclusions

Converged infrastructure

loT expands the attack surface

Security requirements do also depend on type of data processed
Devices with multiple intefaces present a risk

End-to-end security and life-cycle support is key

Privacy

Why is this all good for the user?
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