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SCOTT Roadmap

SCOTT today

■ Expectations when visiting our site:
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■ Security - “SCOTT will present a framework for 
security” 

■ Safety - “The link between Safety and Security” 
■ Privacy - “Privacy label? - changing the rules of 

the game?” 
■ Usability - “Are solutions really useable?” 
■ Trustability - “Can I trust sensors to speak 

Norwegian?”

■ Reality: 
■ 16 use cases 
■ >40 Building Blocks 
■ >600 Requirements 



SCOTT - our current message

■ We don’t have the message for the project 
□ how are our keywords answered? 
■ Our presentations are bin counting 
□ e.g. >600 requirements 
□ average 11,4 requirements per use case 
■ Our goals with respect to impact are not clear 
□ change something in Europe? 
□ key selling argument for European industry? 

■ Attraction for SMEs? 
□ our offer?
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Roadmap for a more secure and privacy-aware society?

■ We have collected the brightest minds 
in security and safety to answer: 
□ Shall we continue “business as normal”? 

□ Is “addressing vulnerability” the right 
answer for the security threats in the IoT 
domain? 

□ “What could be a business advantage for 
European industries?”
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a “more secure society”

■ Do we need a risk analysis? 

■ IoT threats 
□ significantly different 
□ DDoS 3x in 2016 
□ Botnet(?) 

■ SCOTT 
□ Security classes 
□ Measurable security 
□ Security metrics 
□ applied where? 
‣ discussion: Technical board?

5

. https://securityintelligence.com/the-weaponization-of-iot-rise-
of-the-thingbots/



IoT security roadmap

■ Live-cycle of IoT 
□ Development 
□ Operation 
□ Update 
■ Other aspects 
□ Monitoring 
□ Physical Access 
□ Security Technologies
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Security Classes and measurable security

■ Security Class in IoT 
□ Consequence 
□ Exposure 
■ Consequence 
□ as in risk map 
■ Exposure 
□ Physical exposure 
‣ people, building, physical ports,… 
□ IT exposure 
‣ ports, firewall, connectivity
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New postulate of security class



Domain specific applicability: Automotive

■ Suggested methodology: 
■ The car as a system of systems 

■ For each subsystem, perform 
■ Security classes: 1-5 
□ Exposure analysis of components 
□ Impact analysis
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Required: Roadmap for technologies

■ Technology Roadmap for uptake 
■ Segment specific (car, home, cloud, ….) 
■ best praxis 
■ obstacles  

■ Expected outcome from SCOTT 
■ Privacy labelling 
■ Security classes 
■ increased Trust
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Answer the Challenges 
addressed by the EU
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our contribution: 
privacy label?



Suggestion:  
High-level vision for each domain

■ Home/Infrastructures: Cost-efficient 
monitoring and management for 
trusted services 

■ Mobile: Configurable networks 
providing reliable services 

■ Automotive: Security architecture for 
accident-free transport 

■ Rail: Highly flexible train composition 
■ … 
■ Support vision through  
□ showcases 
□ common security assessment 
□ highlights, e.g. “InfoInternet: free 

access to Information for all”
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Example: Home

InfoInternet



Suggestion:  
Showcases for each domain

■ Challenge  
□ use cases have variety of building blocks  
‣ e.g. WP11 - 27+ Building Blocks involved 
□ Implementation not clarified 

■ Showcase implementation  
□ specific (limited) building blocks 
□ focus on information exchange (API) 

■ Building blocks 
□ describe how BB contributes to use cases 

(high level) 
□ demonstrate on limited scales 
□ concentrate on APIs
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Conclusions

■ SCOTT is needs the helicopter 
perspective 
□ overall vision broken down into showcases 
□ interconnected activities 
□ create the discussion forum 

■ EU-wide impact 
□ competitive advantage, e.g.:  
‣ privacy label 
‣ security classes 
‣ security and privacy ontology 
‣ reference architectures for sectors
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New postulate of security class


