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SCOTT today

= Expectations when visiting our site:

) Q
SECURITY

Secure Connected Trustable Things

Security
security”

Safety

Privacy
the game?”

Usability

Trustability
Norwegian?”

275ep2017

“SCOTT will present a framework for .

"The link between Safety and Security’
“Privacy label?

“Are solutions really useable?”
“Can I trust sensors to speak :

TRUSTABILITY

PRNACY 'w‘

changing the rules of

List of Building Blocks in SCOTT .

The Building Blocks are sorted dong WP 22: Technology Lines. These Technology Lines are:

WP2Z3: Security & Safety

WP24: Distributed Cloud Integration

WPZ5: Autonomy of DevicesiEnergy Efficiency of WSN
WP26: Reference Architectureimplementation

List of Buiding Blocks in SCOTT

BB23.A Deperdable Wirdess Sersor Network, Leader: Teresa Riesgo, pasiners:
Teleroe, Wolffia saka a)

Secure Connected Trustable Things

= Reality:
m 16 use cases

= = >40 Building Blocks
= >600 Requirements

2.1 Semanbc Relabons
2 Bulding Blocks rvalved from Norway

INDRA, Uriversidac Politécrica de Madeid,

BB23.8 Enc-o-end asswed QoE, Leader. Xavier Alberti, partners: INDRA, CIT, KLAS, VEMCO aax &)
S0 Lo cllicalapplicationida-aalooms, Leader: Xavier Alberti, pariness: INODRA a2 £

BB23.1 Reirforcement of safety for trafSc infastructures, Leager: Francisco Parrilla, pariress: INDRA, Universadac Palnécenica de

Madnd, Institule Tecnologico de Infoematica, 1IK4-TEX, SAGOE (pe2s)

BB23.K Realable Wireless PHY ang MAC, Leader: Egoitz Arruti, partners: INDE

BB23.R Trust Trust Anchor and Trust Indicators, Leades: Marco Steger, partners
SECURE, AIT, IMEC, Jobanres Kepler Urivessili, SBA, Noloa, Virtual Viehicke R

BB3.1.8 Dependable, Leader: Thuan, partners: iO, Wolffia (28244

BB22.4 Remaote Configuration of Infrastructure, Leader: Linda Firveld, partners:

[BE24.4)

BB22.8 Adcressing and Mobiity Management of Devices, Leader: Joachim Mille

Nokia, Virtual Vehicke Research Center (8824 8) !

B024.C Applcaton Layer Prolocols and Cloud Architectures, Leader. Pedro Ruiy

{BB24.C)

B8824.D Big Data Anahtics, Leader: Antonio Lagarda, partners: instituto Tecnolk

v BB224.E Cloud computing services foe mobility applications, Leader: N.n., partner!

University College Cork, VTT, VEMCO, SICS, Virtual Vehicke Research Center (8
BB24.F Cross-technology synchrorisation, Leader: Peter Priller, partners: WO ®
BB22.G Mobile Edge Computing, Leader: Lucasz Kawolski, partners: PRE, Tele
BB24.| Semantic Arribute Based Access Contral (S-ABAC), Leader: Christian M
Norway (5524)) \
BB24.) Wireless Vehide Interface, Leader: Pawel Czernecki, pariners: FEV F'L.'
BB22 K Trustable Passenger Vehicle Data Logging System, Leader: Alexander |
Ressarch Certer (B824.K) .
BB24.L Adaplable network slicng, Leader: Do van Thanh, pastners: Teleror, Hil
BB26.A Autonomous Wireless Netwoek, Leader: Francisco Parrilla, pastners: IN,
KLAS, Universidad Poltécnica de Macrid (B826.A)

B8826.8 Cloud computing service platfarm, Leader: N. n., partners: AIT, AVL, TS
Cork, Nokia, Virtual Vehide Research Cenler (BE26.8) [
LS CSmaatina o Wl o pgles. Leader: Xavier Alberti, partners. INDR
BB26.D Infrastructure gesign and securily threal analysis, Leater: Ramiro Roble
BB26.E Interoperabilty ard secure cross-domain application development, Leas
BB26.F Measurable security and peivacy, Leader. Toklam Ramezani, panness: |
BB26.G Privacy labels (A-F), Leader: Christian Johansen, partners: DO (s826 0
BB26.H Methods for wireless vehicular data links, Leader: Thomas Zemen, partr
Research Certer (BR2EH)

SCOTT Roadmap |

BB26.1 Crnlology for secure wireless data trans'er, Leager. Ramiro Robles, parners: ISEP (ge2s )

BB3.1.C MW supperted security mechanisms, Leager: Marco Steger, partress: VTT, AVL, Johannes Kepler Universeal, TUG, U0,
F-SECURE, TU Delfit, IMEC, AIT, FEV, Nolaa, Virtual Vehicks Research Cenler (883 1.0

BB3.1.0 Integrated Safety&Security Developenent, Leader: Silke Moltmanns, partners: AVL, KTH, INDRA, VEMCO, Uriversidac
Politécrica de Madric, Poltechnika Goanska, 1T, Noka, Virtual Vehicle Research Center (B83.1.0)

B8083.1.F Ouw of Bard Security, Leader: Achim Berger, parirers: AVL, Johannes <epler Universell, SBA (g83.1)

BB3.1.G PHY layer security, Leader: Andreas Springer, partners. Joharnes Kepler Universitdt, Lire Cenler of Mechatronics Genbi,
AVL, Politechnixa Goanska (5551 G)

B8B3.1.H Real-time configuration of secure zones, Leader: Ken Brown, partners: University College Cark, Tyco, VEMCO,
Politechnixa Goanska (55:1.H)

BB83.1.J Reliable Wirdess Multi-hop Commurications, Leader. Salvador Santonja, partners: insttuto Tecnologico de Infaormatca,
AVL, INDRA (=31

BB3.1.L Routing ard scheduling in real-tme WSN, Leader: Rafael C. Socorro Herndindez, partners: Tecraka, Acciona Bes1L)

BB3.1.M Safety WSN Adapler, Leager: Salvador Santonja, pantners: Insttulo Tecnologco de Informaltica, INDRA (B3 1w
BB3.1.N SCOTT Security Library, Leager. Marco Steger, pariness: AVL, VEMCO, Poltechrika Gdanska, INDRA, WO, TUG,
Jobanres Kepler Uriversril, =-SECURE, SBA, HICA, TU Delft, Virtual Vehide Research Center, EyeNetworks (883 1N

B883.1.C Securry Core - identification, Autherscation ang Communicalion, Leager. Silke Holtmanns, pariners: CISC, EAR, =
SECURE, Linz Certer of Mechatranics GmbM, PRE, UiO, SBA, VTT, VEMCO, Nokia, Virtual Vehicle Research Cenler (883.1.0)
BB3.1.P Spasal-based suthonzaton ang suthertcaton, Leader. Mateusz Rzymowski, partners: VEMCO, Poltechrika Gdanska,
PRE, TYCO, University College Cork (8831 9)

BB3.1.C Towargs a Safe Virlua Coupling, Leader: Francisco Parrilla, partners: INDRA, Uriversidad Politécrica de Madrnic, SAGCE
SE3 1 Q)

BB3.2.H Mobilty Prediction, Leader: Ken Brown, pariners: Uriversily College Cork, Tyco (8822 H)

BB3.3.A Energy efficient secunty implementation in WSNS, Leader: Andreas Springer, parirers: Johannes Kepler Universel, AVL,
Linz Certer of Mechalrorics GmbM, SBA (8833 4)

B883.3.8 Energy eflicient & resource oplimezed component concepls for WSNs, Leader: Stefan Drude, partners: NXP NL, NX2 AT,
AVL (8833 8)

BB83.3.C Energy slorage for WSNs, Leader: Rafael C. Socorro Mernfindez, partners: U0, Acciora, Tecralia (58330)

BB83.3.0 Energy supply to on track segment, Leader: Javier Uceda, parirers: Uriversidad Politécrica de Madng, INDRA (883 5.0
BB3.3.E Improved energy harvesting, Leader: Rafael C. Socorro Herndindez, panners: Acciora, Tecrala (88335)

BB3.3.F In-vehicle WSN, Leader: Achim Berger, pantners: Ure Center of Mechatronics GenbH, AVL, Johannes Kepler Universtsl,
SBA (s833F)

BB3.3.G Sy«tem level availablity, Leager: Willem van Driel, partners: NXP AT, MM, VEMCO, Insttuto Tecnologico de Infaormatca,
Politechnika Goanska, AVL, Teonalia, Acaona, CISC, VTT, Philps Lightning, Nokoa (883 3 .0

S0l suse satalily Leader: Xavier Albert, partners: INDRA s )




SCOTT - our current message

= We don’t have the message for the project

o how are our keywords answered?

= Our presentations are bin counting v
o e.g. >600 requirements
o average 11,4 requirements per use case

= Our goals with respect to impact are not clear
0 change something in Europe?
0 key selling argument for European industry?

Use Cases SCOTT

e See Excel sheet

s Attraction for SMEs?
o0 our offer?



Roadmap for a more secure and privacy-aware society?

= \We have collected the brightest minds
in security and safety to answer:

o Shall we continue “business as normal”?

o Is “addressing vulnerability” the right
answer for the security threats in the IoT
domain?

o “"What could be a business advantage for
European industries?”




a ‘'more secure society”

= Do we need a risk analysis?
ANSSI Security Classification for ICS | ‘
= 0T threats - .
k_

Severity

o significantly different -
o DDoS 3xin 2016
o Botnet(?)

Likelihood
Notable 2016 loT botnet DDOS attacks

Likelihood

1400 -
s SCOTT | 1200 |-
o Security classes % 1000 -
0 Measurable security § 800 -
o Security metrics B o0 |-
o applied where? lé 400 |-
» discussion: Technical board? © 200 |

3 1 \ . ,

. https://securityintelligence .com/the-weaponization-of-iot-rise- ,3»\‘*\ %" ” ‘ S Q_\‘\,\:\:‘?

of-the-thingbots/ SF & N .
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=1y

Implementation

MW

[IoT security roadmap

loT Security and

m | |ve-
lee CYCIE Of IOT Privacy Functionality

o Development
o Operation
o Update

= Other aspects
5 Monitoring oy

= Physica' Access ;Securing Software/Firmware | |
y T€ ' . Hardware-based Security Controls
o Security Technologies

[ Secure Development Methodology

: Securing Network Services ]

: Cryptography Techniques ]

«i010]

mentation

' Protecting Interfaces/APIs ]

Secure Development and Integration Environment

: Security Model and policy ]

”

[ Security Configuration and Management

loT Security and
Privacy Functionality

: Establishing Privacy Protections ]

Secure Associated Applications and Services Secure Authentication/

 Authorization/Access Control

Identity Framework and Platform Security Features

Providing Secure Update Capability

: Physical Security 7

J

" Provide Fall-back in case of update failure

: Perform Security Reviews ]

DNITOriNG Providing Logging Mechanisms ]

f Security Monitoring and Analysis ]




Security Classes and measurable security

. . Consequence
= Security Class in IoT
o Consequence

- Exposure m/'

= Consequence
o as in risk map
= EXposure
o Physical exposure
» people, building, physical ports,...
o IT exposure 1 Class 2
» ports, firewall, connectivity Impact /Exposure 1 9 3 4+

New postulate of security class

DO | QO | = | O1




Domain specific applicability: Automotive

= Suggested methodology:
= The car as a system of systems monitoring

@ SW-update

dCCESS

= For each subsystem, perform

s Security classes: 1-5
0 Exposure analysis of components
o Impact analysis



Required: Roadmap for technologies ——

Segment #1
= Technology Roadmap for uptake O
= Segment specific (car, home, cloud, ....) o S#2
= best praxis §
(O
= obstacles > >#3
0 /
&
s Expected outcome from SCOTT _
= Privacy labelling time
= Security classes
= increased Trust




DIGITALEUROPE Hlinlv]o

8:30 AM - 10:30 AM CEST

A n SW e r th e C h a I I e n g e S @  OurWork PressRoom  Services Events AboutUs = WhyJonUs o A( " p] . f } ’
addressed by the EU o, f e —
el 5= s S DIGITALEUROPE s

PR/ 4 DIGITALEUROPE Digital in Practice Programme works

— T "{éh

JANNY - The importance of openness

D ‘A © for sustainable knowledge societies
»:\ ‘ II‘H” | \ Wed, September 27, 2017
1;: « | E ilﬁ 2

DIGITALEUROPE's views on Cybersecurity Ce&iﬁcation
and Labelling Schemes

Brussels, 23 March 2017

our contribution:
privacy label?

RECENT EU PROPOSALS ON CYBERSECURITY CERTIFICATION AND LABELLING

In the course of 2016 the European Commission announced two initiatives for further assessment in the field of
certification and labelling: 1) a security certification framework for ICT products and 2) 2 “Trusted loT label” giving
information about different levels of privacy and security and, where relevant, demonstrating compliance with

the NIS Directive <

2. Trusted loT Label

In its July 2016 Communication, the European Commission also brought forward the idea of a European label for
trust/security of ICT products. This has since been further elaborated in policy discussions in the context of the
Internet of Things (“1oT”) and has been suggested as a potential item for a Trust in the Digital Single Market
package in the Spring 2017.

10



Suggestion:
High-level vision for each domain

= Home/Infrastructures: Cost-efficient
monitoring and management for

trusted services Example: Home

Home ‘))
* services

= Mobile: Configurable networks .
providing reliable services Service
. : : Software- \
 Automotive: Security architecture fo enabled Anpliance
accident-free transport Sorvice routing services
= Rail: Highly flexible train composition cloud #2 O
- €. 3 e o
. g Services. «>..
= Support vision through —— LT
0 showcases B Health =>
0 common security assessment low capacity services

o highlights, e.g. “Infolnternet: free
access to Information for all”

11



Suggestion:.
Showcases for each domain

= Challenge

0 use cases have variety of building blocks L L
» e.g. WP11 - 27+ Building Blocks involved

o Implementation not clarified

= Showcase implementation
o specific (limited) building blocks
o focus on information exchange (API)

= Building blocks

o0 describe how BB contributes to use cases
(high level)

0 demonstrate on limited scales \
o concentrate on APIs

12



Conclusions

s SCOTT is needs the helicopter
perspective

o overall vision broken down into showcases Z
o interconnected activities 3
o create the discussion forum 9
1 Class 2
= EU-wide impact Impact /Exposure 1 2 3 4+

o competitive advantage, e.q.:
» privacy label
» security classes

» security and privacy ontology — loT Security and
. Operz : : :
» reference architectures for sectors Privacy Functionality

Implementation

13



