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Outline

® From Mobile to loT
= The Internet of Things//Tingenes Internett (loT)
¢ Digitisation of the Society

= Sensor and Data driven

= Industry and Society \
= The Infolnternet for free basic access \ L%

® Privacy and Security
= Do we really understand the challenge?
= Privacy labelling

® Conclusions
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internet of Everything

Cisco

(nternet of Things 'S‘
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Machine to Machine G\
Mobile

Type Comms (MTC)
3GPP

[Source: Mque Morrow, Cisco]
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History of computers and the Internet [l

® “There might be a need for 5 computers” (1943 Watson(?), It “Much faster than

1951 Hartree) | ever thought!”
® (George Orwell, “nineteen eighty-four”, novel, 1949

“Too complex for
me to handle!”

Sl IR « The building where the Internet (Arpanet)
i B W W came to Europe in June 1973

| 2025

. i
1971 (at which point 23 hosts, at universities and government research centers, were connected to the

ARPANET); 29 by August, 1972, and 40 by September, 1973.

At that point, two satellite links, across the Pacific and Atlantic Oceans to Hawaii and Norway (NORSAR) had
been added to the network. From Norway, a terrestrial circuit added an IMP in London to the growing network.
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Internet service usage - the Digital Gap

B Greece
= Norway
EU-average
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DNV report 2013, DNV GL report 2014
Technology Outlook 2020 / Transformative Technologies

® Technology applications in Maritime,
Renewables & Electricity, Health Care, Oil &
Gas and Food & Water industries

= sensors will drive automated data management
= from passive data to automated decisions
= automated decision tools by 2020

® Maritime: «policy driven»
® Health care: «trust» on sensor and mobile

Innovation through loT - |oTSec.no - Basiclnternet.org Nov2016, Josef Noll



http://iotsec.no
http://basicinternet.org

U10 Department of Informatics Source: L. Atzori et al., The Internet of Things:

The Faculty of Mathematics and Natural Sciences A survey, Comput. Netw. (2010), doi:10.1016/

The Internet of Things (|°T'

“Thmgs

oriented visions
® o] = # (_RFID

= Things + '
pimes \
Wireless |
- Internet + ’ Smart tems Snsorsand WISP
g Actuators
= Semantics })
Connectivity ) “"“*f; »
for anything i, ’ s

® Tingene som snakker

= med en datamaskin,

= som forstar hva det
dreler seg om,

= 0g tar selvstendige
beslutninger

...............

Comn]unmaung
things |

.....................
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Semantic execution
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“Semantic-oriented
visions "

Fig..1.vdoternet_of_Things™paradigm as a.result of the convergence of different visions. Nov2016, Josef Noll 6
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Trend: Digitalisation of Industry (and Society)

e EU has introduced’ Industrie4.0

= digital innovation hubs,

= leadership in digital platforms,
= closing the digital divide gap

= providing framework conditions

Collaborative interaction

e Norwegian Government has established? =
“Klyngene som omstillingsmotorer” (Sep2015) N ‘{Q\@
= NCE Smart Energy Markets on “Digitalisation of gg% ggggg%}

Industry”

= NCE Systems Engineering pa Kongsberg og
NCE Raufoss on Productivity and Innovation

cyber [ ]

Social Machines Global Facilities Augmented Operators  Smart Products  Virtual Productions

Source: Trumpf / Forschungsunion
! http://europa.eu/rapid/press-release_ SPEECH-15-4772_en.htm Wirtschaft & Wissenschaft

2 http://abelia.no/innovasjon/klyngene-skal-omstille-norge-article 356 3-135.html ternet.org Nov2016, Josef Noll 7



http://iotsec.no
http://basicinternet.org
http://abelia.no/innovasjon/klyngene-skal-omstille-norge-article3563-135.html
http://europa.eu/rapid/press-release_SPEECH-15-4772_en.htm

U10 ¢ Department of Informatics

The Faculty of Mathematics and Natural Sciences

Digitalisation of the Society

Digital Agenda Scoreboard 2015: Strengthenin... @

Source: EU commission,
https://www.youtube.com/watch?v=BK-UuUnQalM&feature=\

-.v-_.___*—-ﬁ——’— )

ITAL SKILLS

e g
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Connectivity & Affordability

® Mobile driven development,
= Revenue-driven

) Affordab”lty (COStS Of data) Unique Mobile Internet Users

The Unconnected Market Landscape

Population 15+ (bn) Total BMI NMI Unconnected
® industral pe rspective Developed World 0.9 0.6 0.1 0.3
_ Developing World 4.3 1.0 0.8 _ 3.3 ‘
= |ndustry4.0, Internet of Things o 5.2 1.6 0.9 2.8
® N Ovel Ap p roaCh req Ul red Penetration 15+ (%) Total BMI NMI Unconnected
Developed World 100% 64% o 27%
Developing World 100% 23% 18% DS 77%
Total 100% 30% ' 53%

Source: GSMA Intelligence; figures reflect position at end of 2014
BMI = Broadband Mobile Internet (3G/4G); NMI = Narrowband Mobile Internet (<3G)

/7% don’t have
decent access

[Source: GSMA, Nov20195]
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Infolnternet - the infrastructure for Digital Access

Road Infrastructure

® Basic infrastructure

= free usage for
pedestrians & cyclists

= guthentication for cars

¢ Highways & toll roads Qﬁ\'@

= speed & comfort

= often privately
managed

® Successful
complementarity

Infolnternet Infrastructure

® Basic Access

= free access of information
= walk to Internet

® Broadband and Mobile services
= \oice, video & games
= speed & comfort

= privately managed

e Complementarity

multimedia++

Web  Basiclnternet.org _f Basicinternet.foundation m Basic Internet @Basic4all Feb 2016, Josef Noli


http://BasicInternet.org
https://www.facebook.com/BasicInternet.foundation
https://plus.google.com/b/112843192525301686752/112843192525301686752/about
ttps://twitter.com/@Basic4all

U10 ¢ Department of Informatics

The Faculty of Mathematics and Natural Sciences

Addressing the challenges of loT connectivity

Device ownership Easyness Setup Scalability
® who owns the device ® 1. step ownership ® pbusiness model for
e which data are going * take control SIM/device not

to whom scalable

= maintenance ® free wireless for loT
N data

}

| -
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Mobile Securlty => |oT Security

® www.aftenposten.no
Tmbhe 4. '8 1 ohore

So Iasst S|ch das UMT S-—Netz knacken

Hard kritikk mot justisministeren i mobilspionasje-saken:

e -')ette Ccr forklaring Cr
- som ikke holder vann

LES OGSA: Spionjegere avfeier Anundsens nye mobilforklaring

Innovation through loT - [oTSec.no - Basiclnternet.org Nov2016, Josef Noll 12
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IQT Secu |’|ty - |oTSec_no 21 Hacked Cameras, DVRs Powered Today’s

Massive Internet Outage 160c
® FIrSt maSSIVe attaCk frOm IOT deVICeS A massive and sustained Internet attack that has caused outages and network
congestion today for a large number of Web sites was launched with the help of hacked
- 1 6OCt20 1 6 IOT bOtn et attaCk On Dyn “Internet of Things” (I0T) devices, such as CCTV video cameras and digital video recorders,

new data suggests.

= Camera (CCTV), video recorder, TV,...

Earlier today cyber criminals began training their attack cannons on Dyn, an Internet

O N Orway: O n Iy One prOJ eC't On IoT Secu rlty 1nfrast1j1%ctu%"e c.f)r'eran}f that provides c.r'1t10a1 techngl?gy' services t? SE)IDC of. the Internet’s
top destinations. The attack began creating problems for Internet users reaching an array of
- IOTSeC no _ FOCU S On Resea rCh sites, including Twitter, Amazon, Tumblr, Reddit, Spotify and Netflix.

= Qutcome: Smart Grid Security Centre (SGSC)

® Academic research versus industrial viewpoint
= “language missmatch”

= Academic: long term, open available information, \
e.g. Smart Home focus

= Industry: current challenges, e.g. focus on grid .

Bahamas

Cuba -
Turks and Caicos

[Source: https://krebsonsecurity.com/201¢
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loT challenges - “programmed to Kkill”

Why Self-Driving Cars Must Be Programmed

to Kill

https://www.technologyreview.com/s/542626/why-self-driving-cars-must-be-programmed-to-kill/

Self-driving cars are already cruising the streets. But before
they can become widespread, carmakers must solve an
Impossible ethical dilemma of algorithmic morality.

October 22,2015

Innovation through loT - [oTSec.no - Basiclnternet.org Nov2016, Josef Noll 14
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Change in Business Models due to loT

Volvo to 'accept full liability' for crashes with its
driverless cars

SC Magazine > News > o] security forcing business model changes, panel says

http://www.scmagazine.com/iot-

security-forcing-business-model- : :
changes-panel-says/article/448668/ But decide on rules so we can make the dang vehicles

October 22, 2015 <

loT security forcing business model changes,
panel says

Share this article: n m m
(o

To secure the Internet of Things and to build trust
with customers, the way that vendors approach
manufacturing, distributing and supporting devices
and solutions must change, a panel of security
pros said Monday at the National Cyber Security
Alliance’s (NCSA's) Cybersecurity Summit held at
Nasdagq.

eri Robinson, Associate Editor

W Follow @TeriRnNY

“Business models will have to change. We used to
build them [products], ship them and forget about
them until we had to service them,” said John Ellis,
founder and managing director of Ellis &
Associates. "We've moved to a new world where
we have to ship and remember.”

——
.l

13 Oct 2015 at 06:04, OUT-LAW.COM @ Oee @22 s

Volvo will "accept full liability” for collisions involving its autonomous vehicles, the company has

\fq‘." S confirmed.

Innovation through loT - loT. - o 5
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y
Communication & loT for society

loTSec.no

"Research on loT security” Smart Meter

"Building the national Security Centre for
Smart Grid”

Internet

http://loTSec.no
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The Smart Grid in the close future

® Smart grid with
prosumers

= various control
mechanisms

Wind farm

-
-
| -
S e
’.
-
-

= gttack scenarios
= critical infrastructure

Energy

storage Distribution

substation
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Future Smart Grid operation, § 4-2 functional requirements

“Forskrift om maling, avregning, fakturering av nettjenester og elektrisk energi, nettselskapets noytralitet mv.”

. Store measured values, registration frequency max 60
min, can configure to min 15 min.

. Standardised interface (APIl) for communication with
external equipment using open standards

. Can connect to and communicate with other type of
measurement units

. Ensures that stored data are not lost in case of power
failure

. Can stop and reduce power consumption in every
measurement point (exception transformator)

. Can send and receive information on electricity prices
and tariffs. Can transmit steering information and ground
faults

. Can provide security against miss-use of data and non-
Ished access to control-functions

. Reqgister flow of active and re-active power flow
iIn both directions

Innovation through loT - |oTSec.no - Basiclnternet.org

§ 4-2. Funksjonskrav

AMS skal:

a)lagre méaleverdier med en registreringsfrekvens pad maksimalt 60 minutter, og kunne stilles om til
en registreringsfrekvens p& minimum 15 minutter,

b) ha et standardisert grensesnitt som legger til rette for kommunikasjon med eksternt utstyr basert
pa dpne standarder,

c) kunne tilknyttes og kommunisere med andre typer mélere,
d)sikre at lagrede data ikke gér tapt ved spenningsavbrudd,
e) kunne bryte og begrense effektuttaket i det enkelte malepunkt, unntatt trafomalte anlegg,

f)kunne sende og motta informasjon om kraftpriser og tariffer samt kunne overfere styrings- og
jordfeilsignal,

g) gi sikkerhet mot misbruk av data og uensket tilgang til styrefunksjoner og
h) registrere flyt av aktiv og reaktiv effekt i begge retninger.

Norges vassdrags- og energidirektorat kan etter seknad i szerlige tilfeller gi dispensasjon fra

enkelte funksjonskrav.

0 Tilfeyd ved forskrift 16 jan 2012 nr. 75 (i kraft 20 jan 2012).

https.//lovdata.no/dokument/SF/forskrift/1999-03-11-301

Nov2016, Josef Noll 18
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Security and Privacy challenges

e Smart Meter
= read and control
= logic?

e Smart Home

= Intelligent devices
= on-demand regulation

® Challenges

= Logic: Centralised =3 FOQ
= Smart Meter: Information €= Control

criticality

O
O
O

ideal

o70)

=

u

/
/
%’; Smart Meter
/

d

/

/

/
/
/
7

(N

e

{

* |

Internet

accep.

critical

from criticality

4

failure
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Smart Meter

to measurable:
security,
privacy and
dependability

SPD level SPD vs Spl)(.'(ml

(67.61.47) @ ©)

(67.61.47) @®. . )

(31.33.63) (.. . )
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The “sharing economy” for energy companies?

Home About Visit esmartsystems.com

IKT er den nye oljen! | Sigve

Brekke : .
[Source: aftenposten.no] Prosum.er b.lddlng a.n.d
scheduling in electricity

Sharing Economy:

“Telenor will create a markets . .
digital ecosystem in ® 12. Januar y 2016 w Ukategorisert a Administrator
Pakistan” [Source: eSmartSystems.com]

Innovation through loT - [oTSec.no - Basiclnternet.org Nov2016, Josef Noll 20
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Modify or delete the contents of your USB storage

I Tl M u ] System tools
O Ooplie service usage Draw over other apps, pr ‘
[ |

order running apps, retrieve running apps, toggle sync on
and off
Your location
Approximate (network-based) location, precise (GPS)
location

® |oT & Mobile merge
= health applications
= puls meter
= blood sugar meter

® Facebook example:

= record audio
= read phone status and identity

® For what?

Services that cost you money
Directly call phone numbers

1 Hardware controls
Record audio. take pictures and videos

passwords
Your personal information

Modify your contacts, read call loqg, read your contacts,
write call log

Network communication
Full netwe rkaccess

Phone calls

Read phone status and identity

Innovation through loT - |oTSec.no - Basiclnternet.org
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Towards Measurable Privacy - Privacy Labelling

A4 e “Measure, what you can measure - Make

measurable, what you can’'t measure” - Galileo

® Privacy today
= based on lawyer terminology
L = 250.000 words on app terms
and conditions

® Privacy tomorrow

At

L - A4+ i i '
ochon o 280 A++: sharing with no others o
exency eneroe oena | KWh/annum - A . —
- C: Sharing with .... Appfail Report - Threats to Consumers in
® The Privacy label for apps Mobile Apps

d d . > Norwegian Consumer Council ang#ssed the terms of 20 mabile
‘ an eVICeS apps - eatmnehmmmm_oVer pOtential threats to consumer
orotection hidden Iin the end-user terms and privacy policies of apps

155 L 54 L 38 dB Innovation through loT - [oTSec.no - Basicinternet.org Nov2016, Josef Noll 22
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Conclusions

® Things (loT) are driving the digital societies
e Automated services/Industrie4.0
- skilled people

- privacy/security S
- Digitisation of the Society r—
® |[oT Security and privacy C—
- Need for measurable security ... (280
- Privacy label (A++, A+...D) | S

® Free access to basic information: Infolnternet
addressing the UN Sustainable Development Goals
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GOOD HEALTH QUALITY
AND WELL-BEING EDUCATION

17 PARTNERSHIPS
FOR THE GOALS
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