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Outline
! From Mobile to IoT 

➡ The Internet of Things//Tingenes Internett (IoT) 
! Digitisation of the Society 

➡ Sensor and Data driven 
➡ Industry and Society 
➡ The InfoInternet for free basic access 

! Privacy and Security 
➡ Do we really understand the challenge? 
➡ Privacy labelling 

! Conclusions
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[Source: Monique Morrow, Cisco]
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History of computers and the Internet
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! “There might be a need for 5 computers” (1943 Watson(?), 
1951 Hartree) 

! George Orwell, “nineteen eighty-four”, novel, 1949  

“Much faster than 
I ever thought!”

“Too complex for 
me to handle!”

• The building where the Internet (Arpanet) 
came to Europe in June 1973
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Internet service usage  - the Digital Gap
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DNV report 2013, DNV GL report 2014 

Technology Outlook 2020 / Transformative Technologies
! Technology applications in Maritime, 

Renewables & Electricity, Health Care, Oil & 
Gas and Food & Water industries 
➡ sensors will drive automated data management 
➡ from passive data to automated decisions 
➡ automated decision tools by 2020 

! Maritime: «policy driven» 
! Health care: «trust» on sensor and mobile 

apps
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“In
 any change management 

process, th
e challenge is 

communicatin
g ris

k,” (
Peter 

Bjerager, D
NV GL)

“O
nly 59% of th

e public 

tru
st th

e energy 

industry
,” (

Edelm
an Trust 

Barometer 2
013)

http://iotsec.no
http://basicinternet.org


Nov2016, Josef NollInnovation through IoT - IoTSec.no - BasicInternet.org 

The Internet of Things (IoT)
! IoT = 

➡ Things + 
➡ Internet + 
➡ Semantics 

! Tingene som snakker 
➡ med en datamaskin, 
➡ som forstår hva det 

dreier seg om, 
➡ og tar selvstendige 

beslutninger
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Source: L. Atzori et al., The Internet of Things: 
A survey, Comput. Netw. (2010), doi:10.1016/ 

* security 
* privacy 
* dependability 
* context-aware  
* personalised 
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Trend: Digitalisation of Industry (and Society)
! EU has introduced1 Industrie4.0 

➡ digital innovation hubs,  
➡ leadership in digital platforms,  
➡ closing the digital divide gap 
➡ providing framework conditions  

! Norwegian Government has established2 
“Klyngene som omstillingsmotorer” (Sep2015) 
➡ NCE Smart Energy Markets on “Digitalisation of 

Industry” 
➡  NCE Systems Engineering på Kongsberg og 

NCE Raufoss on Productivity and Innovation

72 http://abelia.no/innovasjon/klyngene-skal-omstille-norge-article3563-135.html

1 http://europa.eu/rapid/press-release_SPEECH-15-4772_en.htm
Source: Trumpf / Forschungsunion 
 Wirtschaft & Wissenschaft
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Digitalisation of the Society
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Source: EU commission,  
https://www.youtube.com/watch?v=BK-UuUnQalM&feature=youtu.be
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Connectivity & Affordability
! Mobile driven development, 

➡ Revenue-driven 
! Affordability (costs of data) 
! industrial perspective 

➡ Industry4.0, Internet of Things 
! Novel Approach required
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[Source: GSMA, Nov2015]

77% don’t have 
decent access
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InfoInternet Infrastructure 
! Basic Access 

➡ free access of information 
➡ walk to Internet 

! Broadband and Mobile services 
➡ Voice, video & games 
➡ speed & comfort 
➡ privately managed 

! Complementarity

InfoInternet - the infrastructure for Digital Access
Road Infrastructure 
! Basic infrastructure 

➡ free usage for 
pedestrians & cyclists 

➡ authentication for cars 
! Highways & toll roads 

➡ speed & comfort 
➡ often privately 

managed 
! Successful 

complementarity
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multimedia++

Péage

[Source: Wikipedia]

http://BasicInternet.org
https://www.facebook.com/BasicInternet.foundation
https://plus.google.com/b/112843192525301686752/112843192525301686752/about
ttps://twitter.com/@Basic4all


Nov2016, Josef NollInnovation through IoT - IoTSec.no - BasicInternet.org 

Addressing the challenges of IoT connectivity
Device ownership 
! who owns the device 
! which data are going 

to whom 
➡ maintenance 
➡ usage  

Easyness Setup 
! 1. step ownership 
! take control  

Scalability 
! business model for  

SIM/device not 
scalable 

! free wireless for IoT 
data
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Mobile Security => IoT Security

12

[source: www.rediff.com]
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IoT Security - IoTSec.no 
! First massive attack from IoT devices 

➡ 16Oct2016 IoT botnet attack on Dyn  
➡ Camera (CCTV), video recorder, TV,… 

! Norway: Only one project on IoT Security 
➡ IoTSec.no - Focus on Research 
➡ Outcome: Smart Grid Security Centre (SGSC) 

! Academic research versus industrial viewpoint 
➡ “language missmatch” 
➡ Academic: long term, open available information, 

e.g. Smart Home focus 
➡ Industry: current challenges, e.g. focus on grid 
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[Source: https://krebsonsecurity.com/2016/10/hacked-cameras-dvrs-powered-todays-massive-internet-outage/ ]

16Oct2016
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IoT challenges - “programmed to kill”
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https://www.technologyreview.com/s/542626/why-self-driving-cars-must-be-programmed-to-kill/
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Change in Business Models due to IoT
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http://www.scmagazine.com/iot-
security-forcing-business-model-
changes-panel-says/article/448668/ 
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IoTSec.no 
“Research on IoT security” 

“Building the national Security Centre for 
Smart Grid” 

http://IoTSec.no
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Smart Meter
Internet

Communication & IoT for society
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The Smart Grid in the close future
! Smart grid with 

prosumers 
➡ various control 

mechanisms 
➡ attack scenarios 
➡ critical infrastructure
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Future Smart Grid operation, § 4-2 functional requirements  
“Forskrift om måling, avregning, fakturering av nettjenester og elektrisk energi, nettselskapets nøytralitet mv.”

1. Store measured values, registration frequency max 60 
min, can configure to min 15 min. 

2. Standardised interface (API) for communication with 
external equipment using open standards 

3. Can connect to and communicate with other type of 
measurement units 

4. Ensures that stored data are not lost in case of power 
failure 

5. Can stop and reduce power consumption in every 
measurement point (exception transformator) 

6. Can send and receive information on electricity prices 
and tariffs. Can transmit steering information and ground 
faults 

7. Can provide security against miss-use of data and non-
wished access to control-functions 

8. Register flow of active and re-active power flow 
in both directions
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https://lovdata.no/dokument/SF/forskrift/1999-03-11-301
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Security and Privacy challenges
! Smart Meter 

➡ read and control 
➡ logic? 

! Smart Home 
➡ intelligent devices 
➡ on-demand regulation 

! Challenges 
➡ Logic: Centralised              Fog 
➡ Smart Meter: Information            Control 
➡ Smart Grid Information             Internet Info
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Smart Meter
Internet

Smart Meter
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from criticality to measurable: 
security, 
privacy and 
dependability

http://iotsec.no
http://basicinternet.org


Nov2016, Josef NollInnovation through IoT - IoTSec.no - BasicInternet.org 

The “sharing economy” for energy companies?
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Sharing Economy:  
“Telenor will create a 
digital ecosystem in 

Pakistan”

[Source: aftenposten.no]

[Source: eSmartSystems.com]
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IoT: Mobile service usage
! IoT & Mobile merge 

➡ health applications 
➡ puls meter 
➡ blood sugar meter 

! Facebook example: 
➡ record audio 
➡ read phone status and identity 

! For what?

21
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Towards Measurable Privacy - Privacy Labelling
! “Measure, what you can measure - Make 

measurable, what you can’t measure” - Galileo 
! Privacy today 

➡ based on lawyer terminology 
➡ 250.000 words on app terms 

and conditions 
! Privacy tomorrow 

➡ A++: sharing with no others 
➡ A: … 
➡ C: sharing with …. 

! The Privacy label for apps  
and devices
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Conclusions
! Things (IoT) are driving the digital societies 
! Automated services/Industrie4.0  

– skilled people 
– privacy/security 
– Digitisation of the Society 

! IoT Security and privacy 
– Need for measurable security 
– Privacy label (A++, A+…D) 

! Free access to basic information: InfoInternet 
– addressing the UN Sustainable Development Goals  

      (SDG 2030)
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