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Agenda Styremote loTSec

Orienteringssaker

| o Kort informasjon om status etter 1. ar i prosjektet

/| « Forberedelse til mgte med Forskningsradet 23Nov2016, kl 1130-1530,
seerlig: innspill til NFR til fokus pa research

[l e Styrearbeid: mgte, styremedlemmer, ++

Beslutningssaker
/1 ® Valg av styrets leder
|V ¢ Arbeidspakkeledelse og forventete resultater (deliverables,++)
\V « Behandling av sikkerhetsrelevante informasjon
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| Project Info - Y1 highlights

2 PhD and 3 PostDoc positions are filled, offer for the final PhD position was
accepted

Consolidated plans for Smart Grid Security Centre are established.

Extended Collaboration with Groups and Initiatives, grown from 11 to 19 partners
= UIA joined, and 6 external professors (UiA, UiO/Simula, Chalmers, Univ Copenhagen)

EU Horizon 2020 project INVADE accepted
= coordinated by loTSec partner NCE Smart, with 3 partners from loTSec

JU ECSEL project proposal SCOTT submitted as IA,

= with UiO as Technology Leaders and Norwegian consortium coordinator, 7 Norwegian
partners

Strategic Research Partnership of UiO with the Virtual Vehicle Research Centre
(Austria) on security and digital systems

Dieter Hirdes got awarded by EU Energy Group, Josef by Virtual Vehicle Research
Centre in Austria
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4 . . .
; Y1 highlights in measurable outcome
see: http://loTSec.no/publications

4 )

e Scientific outcome

= 4 conference contributions - Excellent growth of scientific network
- Good Scientific outcome,
= 1 anthology

- Good involvements of students
= 4 journal contributions

- Excellent success rate of novel projects

= 1 special iIssue co-editor
o Masterstudents % g
= 3 ongoing, 1 finished, 9 open topics

= 2 NEW COoUurses
- loT Security (UNIK) and Energy Informatics (lfi) plus one existing course
e Dissemination
= 13 Presentations given, including Smart Grid Conf, Nemko, Sintef, NCE partner forum

= dedicated face to face meetings with other actors like Hafslund, Agder Energi, Eidsiva
Energi and Kragerag Energi

= Twitter channels, Web page
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| Challenges

Scientific challenges

e missing descriptions of distribution grid
= “security by obscurity”
= different security viewpoint

Collaboration challenges

e Academic versus industrial viewpoint

= “language missmatch”

= Academic: long term, open available information,
e.g. Smart Home focus

= |Industry: current challenges, e.g. focus on grid

e Focus on Smart Grid Security Centre (SGSC)

= Expected contributions
= Academia has focus on science

Massive Internet Outage 160ct2016

A massive and sustained Internet attack that has caused outages and network
congestion today for a large number of Web sites was launched with the help of hacked
“Internet of Things” (I10T) devices, such as CCTV video cameras and digital video recorders,
new data suggests.

Earlier today cyber criminals began training their attack cannons on Dyn, an Internet
infrastructure company that provides critical technology services to some of the Internet’s

top destinations. The attack began creating problems for Internet users reaching an array of
sites, including Twitter, Amazon, Tumblr, Reddit, Spotify and Netflix.
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[Source: https.//krebsonsecurity.com/2016/10/hacked-cameras-dvrs-powered-todays-massive-internet-outage/ |
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Visualisation - the challenges
Smart Grid versus Smart Home

e Smart Grid
= [iImited public knowledge )
= “security by obscurity” Q- |
= “security is responsibility of supplier”

e Smart home

= tons of papers
= |nteresting topics

industrial
view

academic =
view
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I Preparation:
Y1 Status meeting with Research Council 23Nov2016

Research Council asked for ideas on future research e Lack of semantics, since loT systems would produce large
 Privacy labelling: We have identified privacy labelling as a amounts of data, which need semantic information in order to
potential for making privacy work into a commercially viable become usable.
alternative for companies that put more privacy into their e Models vs. programs: Analysis and evaluation for agile
products, apps, services. These can be seen for privacy the prototyping based on executable models and semantic-
same as the energy labels for electronic equipment. based tools, as and evolution from programming and their
« Regulations and policies: Development in this area is low-level tools.
going to be so fast that we need closer collaboration with e Semantics for Security and Privacy: Semantic
regulative bodies. technologies and ontologies are need to establish a unified
 User-involvement: Research should be directed more terminology for fields of privacy and security. This would
towards the society, towards people. Incorporate citizens in provide machine-readable data and would allow
prOjeCtS, give them power to participate_ develOpment of more automated tools.
« Early design: Use of fast prototyping and visualisation as a » Edge and fog computing for privacy
tool for reducing research cost. When ideas are tested in e Measurable security and privacy: might sound unrealistic
early stage, critical mistakes may be avoided, thus saving for some of the purist researchers in security, but this is what
resources. companies do every day, maybe under different names such
Research specific challenges as risk analysis. However, we see a lack of automated tools

and methodologies to help in measuring such important
“unmeasurable” aspects like security, privacy, or robustness,
which are essential in evaluating smart infrastructures.

e your input?

e Complexity due to the concurrency and distributed nature of
loT systems

o Context-centric computation, since the loT devices, e.g., in
the Smart Home, must be aware of the humans
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m Diskusjon og beslutning:
Samarbeid i styret

Styrerepresentanter: Prosjektleder:
e UIO: Olaf Owe e Josef Noll
e UNIK: Stian Lagvold e Christian Johansen, COQ, sekreteer i styret
e NTNU: Nils Kalstad Svendsen(?), Sofie
?
Nystram(”?) Styret:

e NR: Asmund Skomedal

o Simula: Yan Zhang(?) e Matefrekvens

e NCE Smart: Dieter Hirdes o [emaer
e eSmart Systems: Davide Roverso(?), Erik
Asberg(?) Beslutning:

o Glitre Energi Nett: Otto Andreas Rustand

o Fredrikstad Energi Nett: Vidar
Kristoffersen Bjarne Haugen er valgt som styrets leder

e Movation:Bjarne Haugen

e N.N. er valgt som styrets leder
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Beslutningssak:
IV Arbeitspakkeledelse og forventete resultater

Bakgrunn
e Prosjektet ble etablert som forskerprosjekt
e Fokus i sgknaden er rettet mot a etablere et Smart Grid Security Centre

 Oppgavefordeling for enhver partner ble beskrevet pa Wiki, men
prosjektlederen mangler en proaktiv tilnaermelse

Forslag til styrebeslutning: Et sentralt mal til loTSec prosjektet

o Kotaixtil loTSec prosjektet er a etablere et Smart Grid Security Centre. Alle
partner bes om a bidra aktiv til at forskningen blir tilpasset sikkerhetssenteret.

 Prosjektlederen er bedt til a informere styre om evtl avvik fra planen
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Et sentralt mål til IoTSec prosjektet 

XXXXX


Beslutningssak:
V' Konfidensiell og sikkerhetskritisk informasjon

Bakgrunn

e Prosjektet arbeider etter “open world assumption”, dvs. all informasjon er
offentlig hvis den er ikke betegnet som konfidensiell eller sikkerhetskritisk

» Prosjektet har etablert en apen Wiki loTSec.no og en konfidensiell Wiki
admin.loTSec.no

e Rutiner pa behandling av konfidensiell og sikkerhetskritisk informasjon er
etablert pa: http://cwi.unik.no/wiki/loTSec:Deliverables (next page)

Forslag til styrebeslutning:

o Styret stgtte'P'Feeclrlﬁngslinjer om bruk av konfidensiell og sikkerhetskritisk

informasjon (dokumentert 26Okt2051t9r)e1 beéﬁqrosjektet til a jobbe videre med saken

o StyraixiorestanmxxxsermiohSecsx®ecuntyuOdioer
Otto deler ....
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http://iotsec.no
initielle

Otto deler ….

Styret bes prosjektet til å jobbe videre med saken

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

http://admin.iotsec.no
http://cwi.unik.no/wiki/IoTSec:Deliverables

Bakgrunn:
V' Konfidensiell og sikkerhetskritisk informasjon

Retningslinjer pa http://cwi.unik.no/wiki/loTSec:Deliverables

Confidential and secure information (eaiy m« mompcimde

ek

rapady oxcabing gotal cagtpy dorands argd wllk s000 10 ERETEy MaRTes - dermand EEEAEINT Wy o
okng 2 loepe 8 othway 10 8 maviarabie coetry fohre. Acoordisy B0 feoes srocioms., B onder )
AW (e (e pts f B S fer e rdathm o ve greeshouse s (athwe ansh ' »
® - . - PO MeCir, Bamoge 5 Aang 0 Ereast 0 SO o e D e ’ ~
Confldentlal 'nformatlon di Wik e cument sams of ehecwily dewbetion grid e Bow scesario would rapie ¢ signifoens
[e It] M st e aldeon (5o caled gl et man) et Wyl resiaries vy R s T w i
have 3 attomyg erpect oo cor hrdacape and will ot save the otk of oy oncadlsr St Trwe Soer
sleraatryg © deact curert (AUDC) Hoypord porctygfiely AR, tr vk poaffatan sgply and

i

’

=« Documents which are given to the project being confidential to the project shall be ) 3 g bxreasng s Oubgams w93 e o oy W loceges

i
)
T™he bt dades D soemle oomy LR bar!’ 0 > .v“.' '.‘-v.' ety Sn sl a s
broapricatnns, Gue %0 Pew b e ogy ol e Capeaiiies BNt R e R R e

watermarked by loTSec confidential, shall not be distributed outside of the project 1 ey fotg & Ao Gemnt G T rocbamen i Tom S surdih nest

foe cxarpic Sor arpr wak appicatoen ot B e coctrey e FYaa ey (90 coctpy e w1 roguee

without consent” i 6 pooomm s Musiien tmoveis oo e Jadorii, 3
6 decentnieg T ooty L N e . Wi ™ ekt ' ¥ o "‘Y traranlé
- - 2 2 - snrces by oo e house, s W rles Civgrs O s 2 vew e sawmy
« Deliverables being confidential shall be stored on the project server, e.g. Raeries G5  exchange chercnied irraiiy@ g T b a0 Jebdprr g Thua. e
pin of the Cavem progess’ & W0 deweion Nelpn himgd Toete ries Bl sftionans shorage devier B
- istegration of revewadde covreys e a0 oM ol stivem e we ) w ] ine wwargam
OW”C'OUdO un'kl no :s:i:.h:»\ andd 'l'.' nn.u.n-.|ol‘o"-:5|r\.l“;'l' 'J o ‘l'-l:\ botsr o e f:"' Lol of 5 svm D Pw
OO0y eaming Woteres The Cdowe of «ofumn Nead of B pddvesars e s llaniine and Soniciny
Banes of the materiads AdRave v B e proposad samge devoe wBregure madelog S secwriy

v
ad B ex "'t' off wfiwrvatinog wih Me t M ahng U Vi= S v aatd cwep, L. o

Security-relevant information (e

1) Soder cas replace BRArs & nou-Eraceyir CRETEY MOta e TAaXral 1Ir BUpr aCAlr mricanes
3 \u--.npa‘rs AR B e thaoptis 1 e Toem o ool avrah (LA
amdes af eohare O s JMss W clecrm tamfer g P scesalan o 9 T

rtrrml

Each project participant is asked to not publish security-critical information. If a participant D Tanwe grid Wil alow & gher peacuiibe of reacwubles and empovering comsumess Soongh cazeD

MICIEE WER A 30W CORIEARCIIES vyaiar Detween ¢ siomape wEs cunieress 2 e el vl abw =
screane theatusy of #v pod axd protecoon of penvats =hrsulice

regards information as potentially security-critical, he shall ask loTSec's security officer for ot g | ol b tene byt il b et et et e s

D Nrarnsirage In pie i bgper pxtaee of goas coetpy dernaacs

adV|Ce. a. FPuture growidk (o demasd of wind aoxd sole photovalizx coergy = ass growisg seed of starage
capocily

A faadarestal Chale=yc o sg=icaniy PICF AT ICTEWAAE a2y d POWwer M0CEToL ~ 2Kt aa vl a8

The loTSec security officer is n.n.. - int e clciec gl S it vzl

122 chalospe macs cocrcsy vinags oozoal a3d | ixicve, x aox roolter & casmpy B ucesre

 UNIK @5 loTSec.no s #loTSecNO Oct 2016, Chr. Johansen, J. Noll 11


http://cwi.unik.no/wiki/IoTSec:Deliverables

AOB

e Any other business? _
Ikke noen

* Next meeting, i sammenheng med sikkerhetsarbeidet
= {o be called in by the steering board leader?
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ikke noen

i sammenheng med sikkerhetsarbeidet


