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Securing Networks for Industrial
Automation and Control Systems




Who am |?

- Mushfigur Rahman Chowdhury, Senior Engineer, Cyber Security &
Infrastructure, ABB Oil Gas & Chemicals, ABB Norway

= Lecturer (10%) at UNIK (Currently main teacher at UNIK 4740, every fall)
- Doctorate from Department of Informatics, University of Oslo
= Previously

- Scientist at ABB Corporate Research Center Norway

- Postdoc and Research Fellow at UNIK

- RF Engineer, Telenor/Grameenphone

» ABB a Swiss multinational company

e 135 000 employes (Dec. 2015); Rev. 35.5 hillion USD (2015)
* World’s leading power and automation company

» World’s largest builder electricity grid
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Projects

- Project Engineer, (ABB scope), ongoing

- Project Engineer, (ABB scope), ongoing

- Project Engineer, (ABB scope), finished, currently in
production

- IT & Cyber Security Lead Engineer, (ABB scope), soon

commissioning will be started

© ABB
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http://www.statoil.com/en/Johan-Sverdrup/Pages/Johan-Sverdrup-Field.aspx?redirectShortUrl=http%3a%2f%2fwww.statoil.com%2fjohansverdrup
http://www.statoil.com/en/ouroperations/futurevolumes/projectdevelopment/pages/aastahansteen.aspx
http://www.statoil.com/en/OurOperations/ExplorationProd/ncs/Valemon/Pages/default.aspx
http://www.statoil.com/en/ouroperations/futurevolumes/projectdevelopment/pages/dagny.aspx

Stuxnet

= Foundin 2010 in Iran

- Targets PLC and specifically the ones made by Siemens Report prepared with Stuxnet

= Interesting, some also believe Stuxnet was responsible for Good referencing style

killing India’s INSAT-4B satellite!!
Percentage of Hits from W32.Stuxnet by Country
= According to Symantec since 2010 more than 100 000
PCs infected, ~60% located in iran s o
£0.00 -
- Believed that the malware was launched in 2009 and no. |
Of centrifuges dropped significantly in Natanz by the end |
of 2009!! =
30.00
mmm HOW STUXNET WORKED 2000 | 18.22
8.31
l UPDATE FROM SOURCE e . .
e . 0.00 + .
[ IRAN INDONESIA  INDIA  AZERBALAN PAKISTAN  OTHERS
[ = SO e
- Figure 1: Percentage of hits by country [11].

;tu;::f;ﬁ;?sna system via a USB stick and gtu‘:nee?z;;: checks whether a given ?I-hl;gydszatr:isn’t atarget,

proceeds fo infect all machines running machine is part of the targeted indus- Stuxnet does nothing; if it is,

oreatothiatsomre 1 e the Eocesen Such ayetoma are doploye, irants. accas theInernat and

from areliable company, the worm isable to run high-speed centrifuges that help download a more recent

evade automated-detaction systems. to enrich nuclear fuel, version ofitself.
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4. compromise 5. control 6. deceive and destroy

The worm then compromises the In the beginning, Stuxnet spies on the Meanwhile, it provides falsa fesd-
target system’s logic controllers, operations of the targeted systam. Then it back to outside contrallers, ensur-
exploiting ‘zero day” wuinerabilities- uses the information it has gathered to ing that they won't know what's
software weaknesses that haven't take control of the centrifuges, making going wrong until it's too late to do
been identified by security experts. them spin themselves to failure. anything about it.

Figure 2: How Stuxnet worked [10].



Duqu

= A collection of malware discovered by security experts
(team named CrySyS) in the Budapest Univ. Of Tec. and
Economics in Hungary, in Oct. 2011

Report prepared with Latex

= Very good detailes, e.g. include explanations of
prerequisite knowledge such as on DLL;
= Precursor to the next stuxnet (by Symantec, Nov 2011), Drivers, signing, windows registry, RPC etc.

W32.Duqu - Very structured

- Similarities with Stuxnet, its modular design and how the .
moduels are combined to use them to target control Duqu architecture
systems in nuclear facilities

= |t contains code that implements command & control, I:I
making it possible to control and pdate it as well as -
download and execute new payload using dummy .jpg BN e
fI|€S NETR191.PNE - > Lifetime value
' Iml_];iidmssss
= Duqu does not self-replicate ]
Generic mitigation steps: wmscton || conans
> resource_302
1. Make sure all devices connected to the system has some sort of updated
security software installed. Creetor
2. Keep all operating systems updated with the latest patches and fixes.
3. Disable mounting of USB flash drives. Y sass oxs
son[RAMD]nis
4. Verify the sender of emails
Figure C.1: Diagram showing the architecture of Duqu once installed. (6]

Use extreme caution when opening Microsoft Office documents.

o
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Gauss

- Gauss, a malware of type Cyber Cyberespionage, name
came from the mathematician Johann Carl Friedrich
Gauss, first discovered in 2012

= It a collection of packages, with modular design, has
signature of several other malicious software, e.g.
Stuxnet, Duqu, Flame etc.

= Since Gauss is modular, the operator (s) choose which
modules to be loaded with the victims. he does not need
information about which OS (operating system) the victim
has

- Evidence indicates that Gauss comes from the same
supplier as "Flame", "Stuxnet" and "Duque". In the picture
above you can see that Gauss and Flame have the same
subroutine for decrypting stringer and module for USB
Infection is the same. Gauss and Flame its USB infection
module is also the same as Stuxnet uses. Gauss probably
comes from the same manufacturer as Flame, on the
basis of:

- The code
- Communication with the control server (C & C)

- Module structure

© ABB Group
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= Good analytical report

= But can be more structured

The relationship of Stuxnet, Duqu, Flame and Gauss

R ST “AUTORUN.INF"
MODULE
Flame

USB INFECTION STRING

Stuxnet 2010 s DECRYPTION
SUBROUTINES

Gauss
Duqu
TILDED PLATFORM FLAME PLATFORM

© 2012 Kaspersky Lab ZAO. All Rights Reserved.

Antall registrerte infiserte maskiner:
- Libanon: 1660
- Israel: 483
- Palestina: 261

- USA: 43

Halvparten av de infiserte brukte Windows 7 etterfulgt av Windows XP, Windows vista og andre.

AL 1D D
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DNP3 Vulnerability

« DNP3 (Distributed Network Protocol) is a set of
communications protocols used between components in
process automation systems.

« Three subcategories of atatcks: attack against protocol
specification, attack against vendor implementation and
atatcks on the underlying infrastructure

« Attack against underlying infrastructure may affect any
SCADA system

= Vulnerabilities, e.g. user authentication is optional, no
ecryption to enforce confidentiality or integrity protection

= Why no security features?: extra overhead required,
processing power of the devices limited

= Mitigation: latest DNP3 standard specifies DNP3 secure
authentication, not enough!!

© ABB Group
Slide 7

- Report well structured and well written




Cyber security attacks on Norwegian Oil and Gas Industry -
Past and Present

= Norway'’s national Security Authority (NSM) issued
warnings to the companies including Statoil that they may

- Agood one

be targeted
Consequence of attacks 42.1 18" Nov 2011 cyber attack
In 2011, atleast 10 firms in the Norwegian oil industry were breached by a group of hackers which
4+ Plant Sabotage /Shutdown
o g . compromised company network stealing sensitive data, including industrial project, login
+ Utilities Intel’ruptl on credentials and contracts. In an Article email message was published from Kjetil Berg Veire, head of
q*_ Production Disruption information at NSM to the Norwegian oil and gas companies in which he wrote
4 Hydrocarbon Installation Terrorism 455 27u August 2014 cyber attack
+ Fac111ty Terrorism According to a report published in Norwegian newspaper Dagens Naeringsliv on 27th August 2014,
] Around 300 oil and energy in Norway companies has been affected by one of the biggest computer
+ Undetected SplllS hacking attacks ever to happen in the country, a government source said on Wednesday.

Vulnerabilities NSM is Norway's prevention unit for serious cyber-attacks and, like CERT-UK in Great Britain, warns
companies about the newest threats. NSM has issued warnings to the companies it believes may be

96% of all security incidents fall into nine basic patterns

+ Point-of-Sale Intrusions
+ Crimeware
% losder e r w“‘ STUKNET | [ g™®@>" NIGHT DRAGON
4 Insider Misuse v Worm Igiting SCADA J A Large-Scale Advanced Porsistont Threat
4+ Web App Attacks ; y _ . .
T A w1 B
4 Miscellaneous Errors » i T§H!|1M5lll?"s.cm - oggrnnl!gﬂﬁugoﬂnn
4 Physical Theft/Loss | b Largost Wipo Aack J | Sl o foch Fecinty s borenss cos. |
+ Payr}lcnt Card‘Skimmcrs 2002 FLAME ™" RED OCTOBER
<+ Denial of Service | G R R LA J 1 D O e e oo )
r - r
ﬂﬁ““ DuQu “‘“1 GAUSS
| B ot S g | | LY ormeton st
- N a
© ABB Group A ~* HEARTBLEED 20\ HAVEX
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Overview of Cyber Attacks on Smart Grid Infrasrtucture/Smart Metering

« Introduction of Smart grid / Smart Metering » Report, a good one

= Smart meter can be described as a sensor connected in = Well studied
the endpoint at the consumers which records consumption
(water, gas or electricity), and transmits the information to
the utility provider.

« The smart grid infrastructure consist of many assets, that
includes; field devices, power generations, consumers,
communicating and network devices, remote terminal
ni mart meters and much more. All of th
units, s aht eters and muc h ore Ki 0 t €se 3..5;591'.3 which affected Midwest and Northeast United States and Ontario in
are somehow connected together, making it pOSSIb € Canada, more than 50 million lost power during the four days. This

monitor, operate and control the infrastructure over Iarge was the worlds second largest outage after the 1999 Southern Brazil
geographica| areas. blackout. The cause of the blackout was a bug in the software [1].

The Northeast blackout of 2003 is one of the largest power outage

The state utility provider in Malta has been a victim of disgruntled
employee who tampered 250 smart meters. While in another case two
other employees had tampered 1000 smart meters that were rigged to
record small percentage of the household energy consumption, which
gave losses of 30 million Euro [6].

= 2w

The 2006 European blackout was a major blackout which affected

Figure 2: Growth of vulnerabilities in the smart grid infrastructure several countries in Europe. More than 15 million people was affected
of the blackout. The reason for the blackout was an overload in Ger-
many’s power network. The immediate impacts caused the trains to
stop in Italy, more than 40 episodes of people being stuck in elevators
in Paris, factories had to shutdown and much more [4].

© ABB Group "“IBIB
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BlackEnergy

- BlackEnergy is a sophisticated malware which is designed Report, is a well structured one

to exploit different units of industrial control and computer
systems. = A good one for basic knowledge about

_ L - BlackEnergy
= First indentified in 2007, initially developed for DDoS

attacks

= In 2010, redesigned, Can steal important system
information through custom plugins

= It has the capability to attack ARM and MIPS platform

=« attach scripts for Cisco network devices, inject main dll
into user processes, harmful plugins, certificates hacking
and much more which is responsible for vulnerabilities

= Two version: BlackEnergy Big, BlackEnegery Lite

"9 L G2 e -3
N

Hacker sends a phishing Victims download the link Victims executes
T email to the victim embedded in email the file

¢
E * File infects the victims
-‘— 4— computer or drop a
Hacker records vicitms — o r malware variant
bank information “

Malware start monitoring
victims bankinformation
or hijack bank session

| AL 1D D
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Shamoon

- Shamoon, also called W32.Disttrack, is a modular _ _
computer virus that has been used for cyber espionage. = Report, is a well studied one

« It targeted energy companies in middle east

On August 15,2012 ,in the morning at 11:08, a person with privileged access to the Saudi state-
owned oil company’s computers - a disgruntled insider, unleashed a computer virus to initiate what
is regarded as among the most destructive acts of computer sabotage on a company to date.

First target was Saudi Aramco ,Saudi Arabias state-owned oil-production company.Attacked on
2012 ,August 15. This attack compromised about 30,000 computers. Restoration took about two
weeks.

Second strike was executed on computer systems at Qatar’s energy firm RasGas.They have been
taken offline by a computer virus only days after a similar attack on oil giant Aramco.

Likely, other oil and gas concerns in the region were targets for Shamoon attacks.

It has three primary functional components, according to Symantec:

1.Dropper - %System%\trksrv.exe :The main component and source of the original infection.
It installs a number of other modules.

2. Wiper- %System%\[NAME SELECTED FROM LIST on Fig3].exe: This module is responsible for
the destructive functionality of the malware.

3. Reporter- %System%\netinit.exe : This module is responsible for reporting infection
o ABB Group information back to the attacker.

Slide 11




Security Incidents

= http://www.risidata.com/

RISI The Database About Contact

Last Updated: Wed, January 28, 2015

- Title a Year a |ndustry Type a Country Brief

Page 1of 9 pages 12 3> Last»

German Steel Mill Cyber Attack 2014 Metals Germany =}
Russian-Based Dragonfly Group Attacks Energy Industry 2014 Power and Utilities United States =}
Public utility compromised after brute-force hack attack, says Homeland Security 2014 Power and Utilities United States Q
After ‘Godzilla Attack!” US. warns about traffic-sign hackers 2014 Transportation United States Q
U-2 spy plane caused widespread shutdown of U.S. flights: report 2014 Transportation United States e
Virus shuts down county highway department network 2013 Transportation United States =}
Signal problems cause train delays 2013 Transportation United States =}
Computer Glitch Leads to Shutdown of Nuclear Reactor 2012 Power and Utilities United States Q
U. S. Power Plant Infected With Malware 2012 Power and Utilities United States Q
U. S. Electric Utility Virus Infection 2012 Power and Utilities United States Q
Software Manufacturing Company Firewall Breach 2012 General Manufacturing Canada =}
Shameon virus knocks out computers at Qatari gas firm RasGas 2012 Petroleum Qatar =}
Computer Virus Targets Saudi Arabian Oil Company 2012 Petroleum Saudi Arabia =}
Computer Glitch Causes Roller Coaster Malfunction 2012 Other United States Q
Computer Malfunction Causes Train Delays 2012 Transportation United States Q

© ABB
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Industrial Automation and Control Systems

Includes: SCADA,

/ DCS and PLCs

Wide geographical
~" areas

SCADA -
[ J \ o Single Location

Programmable
Logic Controller

Industrial
Automation and
Control System

IACS

Supervisory
Control And Data
Aquisition System

—» Controls a process




C-I-Avs. AIC
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Availability—The ability to preserve operational continuity. Information, data, services,
networks, applications, andresources should be accessible in atirmely manner when needed.
I1s essential o protect the availability of these assets from intentional or unintentional impact.
Additionally, security services cannot impact the operational continuity as they execute.

[ntegrity—T he ability 1o preserve the authenticity of information, data, service, and
contfigurations and 1o help ensure no unauthorized clients unexpectedly or covertly modifies
any of these aspects.

Confidentiality—T he ability to maintain the privacy and confidential nature of potentially private
or sensitive information, andto help ensure that only authorized entities have access toit. This
applies both to data at rest and data in transit during comraunication.




Assets to protect

© ABB
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ACS endpoinis—The devices orsysterns terrminating an IF cormmunications path andhanding
the datatothe application layer Endpoints rmay be interactive or standalone devices (laptops,

deskiops, servers, etc). Endpoints considered include all the devices inLevels U010 3 and inthe
Demilitarized zone (DM.Z) that arecreated as part of the architecture for the CRPwEsolution (see

below).

Appilicarions and services—The higher-level processes relying on and using data being
communicated or stored. Typically the application or service uses network comrmunications
fand conseguently the network infrastructurg) to communicate with other applications or
services residing on ancther endpoint.

Darain trans/ii—Data that is traversing the network infrastructure and is in transit between
endpoints. Typically, active IP communications may use any subprotocol (LDP TCRE ETR etc) to
communicate information between applications on the endpoints. Of prirnary concern for
protection of data in transit are |ACS network protocols, such as CIP

Stored gdara—Intormation or data at rest instorage on an endpoint. The architecture designed
1o protect network access to endpoint systems should include protecting the stored data on
those devices (eqg., Historian Server),

structure moving communications between endpoints ([switches, routers, security appliances,
gtc.) and the links interconnecting them may also be target of attacks such as thett of service,
service abuse, denial-of-service (Do3), rnan-in-the-middle (MITK) and data loss o name a few




Threats

© ABB
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Viruses manipulate legitimate users into bypassing authentication and access control
mechanisms in orderto execute malicious code Virus attacks are oftenuntargeted andcan
spread rapidly between vulnerable systems and users. They can damage systemns and
data, or decreasethe availability of infected systemns by Consuming excessive processing
power or network bandwidth.

A wormis aself-replicating program that uses the network to send copies of itself 1o other
nodes without any involvernent from auser Worrmn infections are untargeted and often
create availability problemns for affected systerns. They ray also carry amalicious code to
launch a distributed attack from all infected hosts.

The Troanhorse is avirus inwhich the malicious code is hidden behind a functionality
desired by the end users. Trojan horse programs circurnvent confidentiality or control
objectives andcan be usedto gain remaote access tosysterns, gather sensitive data, or
damage systems and data.

Distributed denial-ofservice (DDoO3) attack—A cornrmon type of attack used by network
sabcteurs. DDoS attacks have become notorious over the past few yvears by flooding the
network resources (such as critical servers or routers) of several major retail websites, with
the goal of consumingresounc es or obstructingcommunicationto decreas ethe availability
af critical systerns. Asimilar attack can easily be rmounted on atargeted IACS application,
rmaking it unusakble for acritical perod of time.

Eavesdropping attacks—Used to violate the confidentiality of the comrmunication by
snitting packets on the LAN or by intercepting wireless transmissions. Advanced
cavesdropping attacks, also known as rman-in-the-middle or path insertion attacks, are
typically leveraged by an attacker as a follow-up o a network probe or protocol violation
attack.




Threats

© ABB
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Collateral darmage—An unforeseen or unplanned side effect of techniques being used for
the prirmary attack. Anexample is theimpact that bulk scanning or probing traffic may have
on link and bandwidth availability. |[ACS applications are especially sensitive to network
latency and dropped packets. If anetwork is not properly configured, unintended traffic
such as large downloads, streaming video, or penetration tests can consume excessive
bandwidth and result inslowed performanc e and unacceptable levels of network jitter.

Linauthorized acc ess attacks—Alternpls to access assets that the attacker is not privileged
or authorizedtouse. This implies that the attacker has some forrm of limited or unlirited
control over the asset.

Unauthorized use of assets, resources, or information—Use of an asset, service, or data by
someong authorized 1o use that particular asset, butnctin the manner attempted.

Reconnaissance attacks—FProbing that enables the first stage of the attack litecycle. This
serves to provide amore focused attack oycle and improve the attacker's chances for
SUCCESS.




Defense-in-Depth

© ABB
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FPhyeica Security—This lirits physical access of areas, control panels, devices, cabling, the
control rooms and other locations 1o authorized personnel with provisions to escort and tracks
visitors.

Nerwork Securty—This includes the network infrastructure, such as firgwalls with intrusion
detection and intrusion prevention systems (IDS/1PS), and integrated protection of networking
equiprnent such as switches and routers.

[y

Compurter Hardening—This includes patch managernent and antivirus software as well as
rernoval of unused applications, protocols and services.

£

Application Securify—This contains authentication, authorization and audit sottware.
Deavice Hardening—T his handles change management and restrictive access.

Layrered Securltyr Model

F'hyrsmal ‘Q'I
‘Q] Network

Computer [III

2275944

Defer-u;e— in- De pth




Defense-in-Depth

Layered SEEE”W Model Physical access control

Physical gl
} - “‘a& Perimeter defence (e.g. Firewall); Network
4 > = ~. Segmentation; De-Militarized Zone
) v v | MNetwork .
i 4 JE— b h
S P b Computer hardening, e.g
f - atching, access control, host level
[ " Computer il I ! !
I.' ! _F_ o n b '.I firewall
4 _ , . | . ..
. j -‘QI'I Application '. , Acce.ss control in appllcatlgns,-
- . o Yol P only install necessary applications
. At . - and services
! | . ) | [ _.'
! | | | |I I _."I
4 i | J:Ir ! I y
L | Device .l' B &
O \ n & Control of USB usage; Only open
A W N ,,f; v x,--“j, ports necessary; disabled unused
H ~ -f’,'_.,j.,-f_f,.e_jj_’,e*’ ports on Network Devices etc.

2744

Defense-ln Depth
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Defense-in-Depth

Layered Eecurlty Madel

" Physmal ‘Q'l
o

\

y — ‘Q'I Net h: e Security monitoring, alerting,
F elwWoar b \ . . e
/ N reporting, logging, and auditing
/ 4 . A A
f gl ™ N = Accounts and Access
/ ff’( " Computer lli A\ '-.I
|' | £ = YR I| - Devices
| fi ; e Y 1
| i r , % I
| : . ' L III . . . .
O B3 Application || I| Applications & Services
o { . v {
vl || .' y. b \ F.-' { = Protocols
".__. Illl\ |III |I I £ || In'l / ) {.{
‘x\ E\.ﬂ V| Device ni | ;‘ / ;’j 4
Y x“x "'xx I"K _f'll F f”if 4
Hx“?““mx‘“-\.xx H “'H a;f,ffj"'é .-"'f.f
e 3
Defense-in-Depth 3
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Defense-in-Depth

Layered Eecurlty Model

,ff Physical Q‘]\

/%Netwark \
/ / Cumputern \\ \

\ Jrf/iﬂl'iJﬂu;::n;::nh:::.ath::'n \ R
s’/ ‘ ) /
\ K lDw:e ’ ,,/f

/’ f

Qx

aﬁ:””ﬁi"{fx
Defen:e-ln -Depth

227944

Incident response:
Policies

Restore & recovery

Backup of critical data

Backup strategies




Defence-in-Depth: People

People

The Defense-in-depth strategy
encompasses the following four critical
categories:

People
Network
Host
Application

Integrity
Assurance

Capability, _
Capacity and IDS & Audit
Configuration

Host Network

© ABB
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Network Segmentation

ISA 99 (utilized by IEC62443) reference architecture

ISA-99’s Manufacruring and Control Systems Sc cu;ity, and the Pu r‘duc Rcfcrgncc

Model for Control Hicrarchy.

E-Mail. Infranet otc.

Enterpnas Network

i
Pty

S4% Business Planning and Logistics Metwork

FactoryTals
Applicatan
Lapier

FactaryTalk
Directory

 at—
Cypratar
Erbeslace

FactoryTalk
Client

Level O
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Operations and Conbrol
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——

Operabar
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Area
Supensigany
Contral

FacoryTak 1R
mﬂ —
Engineaning
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Manufacturing
Zone

Cell/Area
Zone




DMZ

—

Enterprise/ Corporate Network

Demilitarized zone is a physical or logical

subnetwork that contains and exposes an DMZ
organization's external-facing services to a
larger and untrusted network, usually the
Internet

Technical Network

€<—
Plant Client/Server Network
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Avallability

- Through redundancy, e.g. Device, Network, Resources such as storage disks,
RAID configuration

- Mitigations against DoS

Enterprise/ Corporate Network

DMZ

Technical Network

Client/Server Network

© ABB
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Hardening

For computers

User level hardening Computer level hardening
= RBAC principle, users assigned to roles, = Disabled USB
roles have permissions . Allow RDP
= Only one role at a time . Allow logging

= Minimum permissions necessatry,

Administrator has more permissions than  Dont allow copy/paste

Engineer or Operator - Define windows firewall settings
= Restrict access to resource, applications, - Patching the system with updates, e.g.
folders, drives, USB ports, OS items, e.g. patching windows

operator cannot shut down the computer . No internet connectivity

=efc

© ABB
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Hardening

For network devices

= Remove/disable default account
= Create new Administrator credentials
- Update firmware

- Always use secure interface (e.g. SSH, HTTPS) to
administrative console

- Disable HTTP, Telnet

- Disable unused ports

© ABB
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Hardening — patch management

- Enterprise/ Corporate Network

DMZ

Technical Network

<
Plant Client/Server Network
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Protecting of Host with Antimalware

- Use of antimalware SW
= Update virus definition file regularly
= Distribute virus definition file to all computers in the system

- Add policies

- Exclusion list — N
. Dally sScan - Enterprise/ Corporate Network

- Weekly scan

- Policy when malware detected
DMZ

- Reporting

Technical Network

L —————
Plant Client/Server Network
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Backup

—

Enterprise/ Corporate Network

DMZ

Technical Network

—_/
Plant Client/Server Network
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Time Synchronization

- Why?: timely and accurate identification of incidents

- Important for troubleshoot

- Important to audit

- Analyse attacks

- Real—time response, ~ ms of delay acceptable
- A GPS time source distributes times internally

- Windows time

= NTP/SNTP

© ABB
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Advanced feature — Application Whitelisting

Known vs. Unknown

Anti-Virus Whitelisting
- Defensive approach « Proactive, Offensive approach
- Scans against a database of known « Only approved and trusted
problems applications can run
« More than 10,000 virus signatures « Frotects at OS level
« Resources intensive - Short list to scan against
- Cannot block memory-based exploits - Stops memory based attacks
- Useful in environments with constant » Ideal for endpoints that rarely change,

change such as ICS

© ABB
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Advanced feature — Intrusion Detection and Protection
System

= Intrusion Detection System (IDS) : Software/Hardware that automates

the intrusion detection process. An IDS is a passive system; the system
detects a potential security breach, logs the information and signals an alert

- Passive system

= Intrusion prevention system (IPS): Software/Hardware that has all the

capabilities of an intrusion detection system and can also attempt to stop
possible incidents. is a reactive system; responds to suspicious activity
typically by reprogramming a firewall to block network traffic or dropping
traffic on the network

- Reactive system

= Intrusion Detection and Prevention System (IDPS): refers to both IDS

and IPS. The process of monitoring the events occurring in a computer
system or network, analyzing them for signs of possible incidents, and
attempting to stop detected possible incidents.

© ABB Group, Judith Rossebg/Corporate Research "“ == ==
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Anomaly Detection
Examples

ED>wg 9%

AN
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Advanced feature
Intrusion detection & protection system

Extermal
Mobiks
el IT Firewall /% Workers .
Ll traditional firewall
WMoklle 4 . €
Workers
SEM  Tatwes
Data Historian
DME
Raal-Tims ] - -
Web Poral lnt Comprehensive gecurlty an_d
performance metric monitoring

Ethernet Field 1j0
and Controllers

Coniral Room \"‘\_ Switch
Consoles or . <
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HIDS: Host Intrusion Detection
Systems

= Detects any unusual activity on
the host

= Alarm only raised on abnormal
behavior




Advanced feature
Intrusion detection & protection system
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Why Is Intrustion Detection/Protection Needed?
Important part of a Defense in Depth Stragegy

Network intrusion detection
PBOP|€ system (NIDS) acts like
burglar alarm.
NIDS can be integrated to a
firewall
NIDS can provide real-time

The Defense-in-depth strategy
encompasses the following four critical
categories:

. : feedback to firewall e.g. to
People ::!;:r};nirs“; block packets from a

- Network malicious sender (once
NIDS detects the malicious
sender e.q. its IP address)

- Host Skills & Performing recurring audit is

o Training important
= Application

Host intrusion detection
system (HIDS) detects
intrusion signatures and
unusual events in the
logs and provide timely
into suspected intrusion
attempts

Performing recurring host
audit is important

Capability,
Capacity and
Configuration

Host Network
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