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Securing Networks for Industrial 
Automation and Control Systems

UNIK 4750, Guest Lecture, 31.03.2016



Who am I?
 Mushfiqur Rahman Chowdhury, Senior Engineer, Cyber Security & 

Infrastructure, ABB Oil Gas & Chemicals, ABB Norway

 Lecturer (10%) at UNIK (Currently main teacher at UNIK 4740, every fall)

 Doctorate from Department of Informatics, University of Oslo

 Previously

 Scientist at ABB Corporate Research Center Norway

 Postdoc and Research Fellow at UNIK

 RF Engineer, Telenor/Grameenphone
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• ABB a Swiss multinational company
• 135 000 employes (Dec. 2015); Rev. 35.5 billion USD (2015)
• World’s leading power and automation company
• World’s largest builder electricity grid



Projects

 Project Engineer, Johan Sverdrup (ABB scope), ongoing

 Project Engineer, Aasta Hansteen (ABB scope), ongoing

 Project Engineer, Valemon (ABB scope), finished, currently in 
production

 IT & Cyber Security Lead Engineer, Gina Krog (ABB scope), soon 
commissioning will be started
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http://www.statoil.com/en/Johan-Sverdrup/Pages/Johan-Sverdrup-Field.aspx?redirectShortUrl=http%3a%2f%2fwww.statoil.com%2fjohansverdrup
http://www.statoil.com/en/ouroperations/futurevolumes/projectdevelopment/pages/aastahansteen.aspx
http://www.statoil.com/en/OurOperations/ExplorationProd/ncs/Valemon/Pages/default.aspx
http://www.statoil.com/en/ouroperations/futurevolumes/projectdevelopment/pages/dagny.aspx


Stuxnet
 Report prepared with Stuxnet

 Good referencing style
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 Found in 2010 in Iran

 Targets PLC and specifically the ones made by Siemens

 Interesting, some also believe Stuxnet was responsible for 
killing India’s INSAT-4B satellite!!

 According to Symantec since 2010 more than 100 000 
PCs infected, ~60% located in iran

 Believed that the malware was launched in 2009 and no. 
Of centrifuges dropped significantly in Natanz by the end 
of 2009!!  



Duqu
 Report prepared with Latex

 Very good detailes, e.g. include explanations of 
prerequisite knowledge such as on DLL; 
Drivers, signing, windows registry, RPC etc.

 Very structured
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 A collection of malware discovered by security experts
(team named CrySyS) in the Budapest Univ. Of Tec. and 
Economics in Hungary, in Oct. 2011

 Precursor to the next stuxnet (by Symantec, Nov 2011), 
W32.Duqu

 Similarities with Stuxnet, its modular design and how the
moduels are combined to use them to target control
systems in nuclear facilities

 It contains code that implements command & control, 
making it possible to control and pdate it as well as 
download and execute new payload using dummy .jpg
files

 Duqu does not self-replicate

Generic mitigation steps:



Gauss
 Good analytical report

 But can be more structured
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 Gauss, a malware of type Cyber Cyberespionage, name
came from the mathematician Johann Carl Friedrich 
Gauss, first discovered in 2012

 It a collection of packages, with modular design, has 
signature of several other malicious software, e.g. 
Stuxnet, Duqu, Flame etc.

 Since Gauss is modular, the operator (s) choose which 
modules to be loaded with the victims. he does not need 
information about which OS (operating system) the victim 
has

 Evidence indicates that Gauss comes from the same 
supplier as "Flame", "Stuxnet" and "Duque". In the picture 
above you can see that Gauss and Flame have the same 
subroutine for decrypting stringer and module for USB 
infection is the same. Gauss and Flame its USB infection 
module is also the same as Stuxnet uses. Gauss probably 
comes from the same manufacturer as Flame, on the 
basis of:
- The code
- Communication with the control server (C & C)
- Module structure



DNP3 Vulnerability
 Report well structured and well written
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 DNP3 (Distributed Network Protocol) is a set of 
communications protocols used between components in 
process automation systems.

 Three subcategories of atatcks: attack against protocol
specification, attack against vendor implementation and 
atatcks on the underlying infrastructure

 Attack against underlying infrastructure may affect any
SCADA system

 Vulnerabilities, e.g. user authentication is optional, no
ecryption to enforce confidentiality or integrity protection

 Why no security features?: extra overhead required, 
processing power of the devices limited

 Mitigation: latest DNP3 standard specifies DNP3 secure
authentication, not enough!!



Cyber security attacks on Norwegian Oil and Gas Industry -
Past and Present 

 A good one
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 Norway’s national Security Authority (NSM) issued
warnings to the companies including Statoil that they may
be targeted

Consequence of attacks

Vulnerabilities



Overview of Cyber Attacks on Smart Grid Infrasrtucture/Smart Metering

 Report, a good one

 Well studied
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 Introduction of Smart grid / Smart Metering

 Smart meter can be described as a sensor connected in 
the endpoint at the consumers which records consumption 
(water, gas or electricity), and transmits the information to 
the utility provider.

 The smart grid infrastructure consist of many assets, that 
includes; field devices, power generations, consumers, 
communicating and network devices, remote terminal 
units, smart meters and much more. All of these assets 
are somehow connected together, making it possible 
monitor, operate and control the infrastructure over large 
geographical areas.



BlackEnergy
 Report, is a well structured one

 A good one for basic knowledge about 
BlackEnergy
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 BlackEnergy is a sophisticated malware which is designed 
to exploit different units of industrial control and computer 
systems.

 First indentified in 2007, initially developed for DDoS
attacks

 In 2010, redesigned, Can steal important system 
information through custom plugins

 It has the capability to attack ARM and MIPS platform

 attach scripts for Cisco network devices, inject main dll
into user processes, harmful plugins, certificates hacking 
and much more which is responsible for vulnerabilities

 Two version: BlackEnergy Big, BlackEnegery Lite



Shamoon
 Report, is a well studied one

© ABB Group 
Slide 11

 Shamoon, also called W32.Disttrack, is a modular 
computer virus that has been used for cyber espionage.

 It targeted energy companies in middle east



Security Incidents

 http://www.risidata.com/
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Industrial Automation and Control Systems
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IACS

SCADA

DCS

PLC

Industrial 
Automation and 
Control System

Supervisory
Control And Data 
Aquisition System

Distributed Control 
System

Programmable
Logic Controller 

Controls a process

Single Location

Wide geographical 
areas

Includes: SCADA, 
DCS and PLCs



C-I-A vs. AIC
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Assets to protect
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Threats
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Threats
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Defense-in-Depth
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Defense-in-Depth
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Physical access control

Perimeter defence (e.g. Firewall); Network 
Segmentation; De-Militarized Zone 

Computer hardening, e.g. 
patching, access control, host level 
firewall

Control of USB usage; Only open 
ports necessary; disabled unused 
ports on Network Devices etc. 

Access control in applications, 
only install necessary applications 
and services



Defense-in-Depth
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Security monitoring, alerting, 
reporting, logging, and auditing

 Accounts and Access

 Devices

 Applications & Services

 Protocols



Defense-in-Depth
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Incident response:

 Policies

 Restore & recovery

Backup of critical data

 Backup strategies



Defence-in-Depth: People
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The Defense-in-depth strategy
encompasses the following four critical
categories:

 People

 Network

 Host

 Application



Network Segmentation
ISA 99 (utilized by IEC62443) reference architecture

© ABB
| Slide 23Month DD, YYYY 



DMZ
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FW
DMZ

Technical Network

Enterprise/ Corporate Network

Plant Client/Server Network

Public 

Network

Demilitarized zone is a physical or logical 
subnetwork that contains and exposes an 
organization's external-facing services to a 
larger and untrusted network, usually the 
Internet



Availability
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 Through redundancy, e.g. Device, Network, Resources such as storage disks, 
RAID configuration  

 Mitigations against DoS

FW
DMZ

Technical Network

Enterprise/ Corporate Network

Plant Client/Server Network

Public 

Network



Hardening
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User level hardening

For computers

Computer level hardening

 RBAC principle, users assigned to roles, 
roles have permissions

 Only one role at a time

 minimum permissions necessary, 
Administrator has more permissions than 
Engineer or Operator

 Restrict access to resource, applications, 
folders, drives, USB ports, OS items, e.g. 
operator cannot shut down the computer

 Disabled USB

 Allow RDP

 Allow logging

 Dont allow copy/paste’

 Define windows firewall settings

 Patching the system with updates, e.g. 
patching windows

 No internet connectivity 

etc 



Hardening

 Remove/disable default account

 Create new Administrator credentials

 Update firmware

 Always use secure interface (e.g. SSH, HTTPS) to 
administrative console

 Disable HTTP, Telnet

 Disable unused ports
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For network devices



Hardening – patch management
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FW
DMZ

Technical Network

Enterprise/ Corporate Network

Plant Client/Server Network

Public 

Network

WSUS



Protecting of Host with Antimalware

 Use of antimalware SW

 Update virus definition file regularly

 Distribute virus definition file to all computers in the system

 Add policies

 Exclusion list

 Daily scan

 Weekly scan

 Policy when malware detected

 Reporting
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FW
DMZ

Technical Network

Enterprise/ Corporate Network

Plant Client/Server Network

Public 

Network

SEPM/ePO



Backup
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FW
DMZ

Technical Network

Enterprise/ Corporate Network

Plant Client/Server Network

Public 

Network

Backup 
Server



Time Synchronization

 Why?: timely and accurate identification of incidents

 Important for troubleshoot

 Important to audit

 Analyse attacks

 Real—time response, ~ ms of delay acceptable

 A GPS time source distributes times internally

 Windows time

 NTP/SNTP
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Advanced feature – Application Whitelisting
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Advanced feature – Intrusion Detection and Protection 
System

 Intrusion Detection System (IDS) : Software/Hardware that automates 
the intrusion detection process. An IDS is a passive system; the system 
detects a potential security breach, logs the information and signals an alert

 Passive system

 Intrusion prevention system (IPS): Software/Hardware that has all the 
capabilities of an intrusion detection system and can also attempt to stop 
possible incidents. is a reactive system; responds to suspicious activity 
typically by reprogramming a firewall to block network traffic or dropping 
traffic on the network

 Reactive system

 Intrusion Detection and Prevention System (IDPS): refers to both IDS 
and IPS. The process of monitoring the events occurring in a computer 
system or network, analyzing them for signs of possible incidents, and 
attempting to stop detected possible incidents.
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Anomaly Detection
Examples
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Advanced feature -
Intrusion detection & protection system
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 HIDS: Host Intrusion Detection 
Systems

 Detects any unusual activity on 
the host

 Alarm only raised on abnormal 
behaviorReport/

update

SEM

SEM: Security Evenet Management

Source of fig: Chris Martin, Industrial Defender



Advanced feature -
Intrusion detection & protection system
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 NIDS: Network Intrusion Detection 
Systems

 Placed in network

 Monitors network

 Internally launched attacks

 Unauthorized traffic etc.

Anomaly detection examples
Example: network attacks such 
as IP spoofing, packet floods, 
DoS better detected through 
examining packets

Report/
update

SEM

SEM: Security Evenet Management

Source of fig: Chris Martin, Industrial Defender

Protocol and 
network device 
monitoring

Report/
update

Today’s Controllers/PLCs contain CPUs, 
memory, communication modules.
There are threats/attacks targeting them
What about monitoring them?



Why Is Intrustion Detection/Protection Needed?
Important part of a Defense in Depth Stragegy 
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The Defense-in-depth strategy
encompasses the following four critical
categories:

 People

 Network

 Host

 Application

Network intrusion detection 
system (NIDS) acts like 
burglar alarm.

NIDS can be integrated to a 
firewall

NIDS can provide real-time 
feedback to firewall e.g. to 
block packets from a 
malicious sender (once 
NIDS detects the malicious 
sender e.g. its IP address)

Performing recurring audit is 
important

Host intrusion detection 
system (HIDS) detects 
intrusion signatures and 
unusual events in the 
logs and provide timely 
into suspected intrusion 
attempts

Performing recurring host 
audit is important
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