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Sikkerhetsutfordringer i fremtidens Smartgrid
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How come these guys didn’t think of 
security?
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How come these guys didn’t think of that?

Source: http://www.michaelkaul.de/History/history.html
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• The building where the Internet (Arpanet) 

came to Europe in June 1973

.... and the Internet
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The threat dimension

l Hollande (FR), Merkel (DE) had their mobile 
being monitored 

l «and we believe it is not happening in Norway?
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[source: www.rediff.com]

[source: Süddeutsche Zeitung, 
18Dec2014]
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Security measures 
Solution oriented

l Network monitoring 
➡ why does only a mobile phone 

listen? 
➡ every basestation listens 

l Small (Femto) Cells 
➡ man in the middle 
➡ My base station is 5 m away
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[source: seminarsonly.com]
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The Smart Grid in the close future
l Smart grid with prosumers 
l various control mechanisms 
l attack scenarios 
l critical infrastructure
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DNV report 2013, DNV GL report 2014 

Technology Outlook 2020 / Transformative 
Technologies

l Technology applications in Maritime, 
Renewables & Electricity, Health Care, Oil & 
Gas and Food & Water industries 
➡ sensors will drive automated data management 
➡ from passive data to automated decisions 
➡ automated decision tools by 2020 

l Maritime: «policy driven» 

l Health care: «trust» on sensor and mobile apps
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“In any change management 

process, the challenge is 

communicating risk,” (Peter 

Bjerager, DNV GL)

“Only 59% of the public 

trust the energy 

industry,” (Edelman Trust 

Barometer 2013)
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Trust-based privacy
l “With whom to 

collaborate?”  
l Share data? 
l Trust-based privacy 
l Information and your 

social life 
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4. PR OPOSE D F R A M E W O R K 

This chapter elaborates the proposed cloud based Internet of Things framework. Figure 2 illustrates the 

proposed framework that contains the following four layers: Node layer, Network layer, Middleware 

layer and Application layer. A brief overview of each layer is as follows.  

Node layer Node layer contains hundreds of nodes such as devices, sensors and actuators distributed 

over the whole railway infrastructure. Some of them are very small in size having limited battery capacity 

and are used for collect and forward data only, e.g. the temperature sensors. Some of the devices can 

aggregate and filter data. The nodes deliver collected data to the middleware layer and some of them 

receive feedback or suggestions from the middleware layer and thereby can perform actions, e.g. actuate a 

mechanical device.  

Network layer In order to communicate, each node is equipped with one or multiple communication 

interfaces. Some of the nodes work alone, while some other work in a group. Nodes working in a group 

may form a network within themselves and such network can be permanent or ad-hoc one. The 

middleware layer may supervise the formation of the network by defining its characteristics for example 

its topology, interconnectivity etc.     

Middleware layer It contains computing machines containing powerful hardware and software 

components. The middleware layer communicated with application interfaces. Depending on the 

 

F igure 2. The layered representation of the proposed framework.  
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• Measurable trust? Transient Trust? 
• Value chains: from sensors to systems
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Internet of Things Security
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#IoTSecNO, #IoTSec  
IoTSec.no facts

l Research Initiative: Security in IoT for Smart Grids 
– applicable for Internet of Things (IoT) 
– focussed on Smart Grid security 

l Facts 
– 1Oct2015 - 30Sep2020, 25 MNOK budget 
– 10 founding partners,  
– 18 partners (Nov2015) 

l Main outcome 
– Research in Security for Smart Grid 
– Industrial Smart Grid Security Centre

9

http://IoTSec.no
http://IoTSec.no


Nov 2015, Josef NollIoTSec.no

Research Topics

l Tailoring «security challenges» to targeted research 
l Security in IoT Ecosystem 

l Semantic modelling and provability 
l Measurable Security, Privacy and Dependability  
l Adaptive security 

Operational requirements 
l Operational security  
l Forecast mechanisms 
l Operation Centre (from Smart Grid to Smart City)
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Example of Research: 
Multi-Metrics -  system composition

l System consists of sub-systems 
consists of components 
l security 
l privacy 
l dependability 

l Computer analysis
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http://www.scmagazine.com/iot-security-forcing-business-model-changes-panel-says/article/448668/ 

http://www.scmagazine.com/iot-security-forcing-business-model-changes-panel-says/article/448668/
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Ecosystem for Innovasjon
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Conclusions
l Internet of Things (IoT) is a game changer 

➡ Unfair advantage in the Nordics 
➡ Autonomous systems, Critical Infrastructure 

l Collaborative approach for a (more) secure 
society 
➡ trust is not enough, need for measurable 
➡ partnership for security: threats, measures, 

counter activities 
l Measurable Security and Privacy for IoT 

➡ IoTSec.no - Security for Smart Grid 
➡ Dependable access  
➡ Industrial impact: Security Centre for Smart Grid 

l Innovation ecosystem with security and 
privacy  
➡ Pilots for Procedures, Norms & Policies
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[Source: Monique Morrow, Cisco]
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