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internet of Everything

Cisco

® From electricity to intelligent power
= The Internet of Things (loT) and the power grid

® Digitisation of the Society
= Sensor and Data driven

(nternet of Things '9

Industry

Machine to Machine @
Mobile

Type Comms (MTC)
3GPP

= |ndustry and Society N ool !
= Your role as power provider \ ' [Source*Monique Morrow, Cisco]
® Privacy and Security

= Do we really understand the challenge?
= Measurable security
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Who is going to manage the home?
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Considerations
® A variety of services N\
® Security and Privacy © Appliances &
requirements 2 | . R services
| 8 infrastructure ({A;/I@\o@f’/
/ —= > 7 (7/_\),2
* Novel trends, S ! ©
flexibility S / .
* My Home is | 2 e
everywhere 2 Services
O
=

=
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Digitalisation of the Society

Digital Agenda Scoreboard 2015: Strengthenin... @

Source: EU commission,
https://www.youtube.com/watch?v=BK-UuUnQalM&feature=\

-.v-_.___*—-ﬁ——’— )

ITAL SKILLS

e g

Securing the Internet of Things | Ar201 7, Josef Noll 5


https://www.youtube.com/watch?v=BK-UuUnQalM&feature=youtu.be

UiO Depal'tment Of Te(:hn()Iogy Systems Source: L. Atzori et al., The Internet of Things:

A survey, Comput. Netw. (2010), doi:10.1016/
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The Internet of Things (IoT\ e

oriented visions
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“Semantic-oriented
visions "

Fig. 1. “Uuvternet_of Thingsi paradigm_as a result of the convergence of different visions. Apr2017, Josef Noll 6
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How to handle security?
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Traditional: Threat-based approach

affects
- .
Security requires threatens
] P
. attribute ) A

Scalability?

§ System of Threat
o y Systems
° : = / Future
o Organisation 5 Threats?
IS \. Y, % 8
:9:) S |oit9d by
0 S exP . \
G, p .
£ Control/ mitigated Sevelrlty
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 Configuration by ulnerability . . )

severity

[source: http://securityontology.sba-research.org/]
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IOT th re ats 21 Hack?d Cameras, DVRs Powered Today’s
Massive Internet Outage 160c

A massive and sustained Internet attack that has caused outages and network

O F i rSt maSSive attaCk from IOT deViceS congestion today for a large number of Web sites was launched with the help of hacked

“Internet of Things” (I0T) devices, such as CCTV video cameras and digital video recorders,

= 160ct2016 loT botnet attack on Dyn new dat suggests

. Earlier today cyber criminals began training their attack cannons on Dyn, an Internet
= Camera (CCTV), VIdeO re CO rder, TV, " infrastructure company that provides critical technology services to some of the Internet’s
. . top destinations. The attack began creating problems for Internet users reaching an array of

- 1 . 2 G b pS De Nia | —Of—Se rvice attaCk sites, including Twitter, Amazon, Tumblr, Reddit, Spotify and Netflix.

.

® How?
e All using Linux BusyBox for authentication

= admin - admin, root - root, admin - 1111...
= simple “test” was enough to convert loTs into bott

Bahamas

Cuba -
Turks and Caicos

[Source: https://krebsonsecurity.com/201¢
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Communication & loT for society

loTSec.no

"Research on loT security” Smart Meter
with
“The national Security Centre for Smart Grid”

Internet

http://loTSec.no
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Example: Measurable Security system

(s,p,d)

T

® From people defined security classes — Multi-Metrics (weighted subsystems) >

: _ b-system 1 sub-system 2
e To automated security decisions " o) So)
= through metrics assessment z I\/IuIti-I\*/Ietrics % t 3
A %‘ i f f
Comp. 1 Comp. 2 Comp. 3
® pased on
= security, privacy and dependability -
functionalities | composed
3 °macey “ Components  coud e SPD Components
System —» and «——» P |

. r SPD functionalities
functionalities
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Multi Metrics Assessment

SPD criticality

® Metrics to SPD conversion
» Parametrisation of system parameters, e.g. latency -> [ms]

 failure Ty

o J'®
' : = T L .°
» SPD regression: «SPD value and importance for the system» § 98 E
© o0
= o

» parameter into S,P,D value range, e.g. latency=50ms :=> (ideal, good,
acceptable, critical, failure)

» Scaling according to System Importance, e.g. latency :=> Smax=30,
Pmax=10, Dmax=20

» Assignment of SPD values, e.g. latency=50 ms M1 SPD

regression

® Metrics combination to provide SPDsystem: (60, 30, 70)

» Mathematical combination, e.g. Ssystem=100 - SQRT(S12+S2%+...5x?) w— SPD  [SPDsystem
L | combiner [

Securing the Internet of Things Apr2017, Josef Noll 12



Ui0 ¢ Department of Technology Systems

The Faculty of Mathematics and Natural Sciences

From System to Security Assessment o 1= Coowire

e System described through @
= Security functionality ﬁ%
- Security attributes XS
= Metrics converting security into [0...100] /\
/0
¢ Automatic Meter Reader (AMR) | @
= (1) remote access metric - (yes/n0) (1) remote access
» reading, or.just.controlling.; Configuration Cs | Cp (2) authentication
= (2) authentication metric | Remote AccessON | 60 | 60 | Configuration Cs Cp

_ EP— v | o _
Remote Access OFF | 10 | 20 Authentication ON 10 30

Authentication OFF R0 70
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SPDGoaI Versus SyStem'SPDLevel Table 1 SPDgoq! of €
Use Case Security = Privacy
® Application-based security goals Billing 90 | 80
¢ Automated assessment Home Control 90 80
Alarm 60 40

¢ Visualisation of “operating envelopes”

= Security good enough?
Table 9 Selected configuration SPD level for each use case

= Too high Security . :
| Use case SPD ¢ oa ‘ Configuration . SPD level | SPD vs SPD ;.0
Billing (90,80,40) 10 (67,61.47) @, O
® Critical component/sub- | conrol | 90.80.60) 10 | 676147 | @ . )
SyStem assessment . Alarm | (60.40,.80) | 6 | (31.33.63) | @, . )
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Change in Business Models due to loT

Volvo to 'accept full liability' for crashes with its
driverless cars

SC Magazine > News > o] security forcing business model changes, panel says

http://www.scmagazine.com/iot-

security-forcing-business-model- : :
changes-panel-says/article/448668/ But decide on rules so we can make the dang vehicles

October 22, 2015 <

loT security forcing business model changes,
panel says

Share this article: n m m
(o

To secure the Internet of Things and to build trust
with customers, the way that vendors approach
manufacturing, distributing and supporting devices
and solutions must change, a panel of security
pros said Monday at the National Cyber Security
Alliance’s (NCSA's) Cybersecurity Summit held at
Nasdagq.

eri Robinson, Associate Editor

W Follow @TeriRnNY

“Business models will have to change. We used to
build them [products], ship them and forget about
them until we had to service them,” said John Ellis,
founder and managing director of Ellis &
Associates. "We've moved to a new world where
we have to ship and remember.”

——
.l

13 Oct 2015 at 06:04, OUT-LAW.COM @ Oee @22 s

Volvo will "accept full liability” for collisions involving its autonomous vehicles, the company has

\fq‘." S confirmed.

Securing the Internet ¢ o . .5
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The “sharing economy” for energy companies?

Energy stability
Sharing Economy:
“Telenor will create a
digital ecosystem in
Pa kiSta n J) Home About Visit esmartsystems.com .
Security

Prosumer bidding ana
scheduling in electricity

markets Privacy

® 12. Januar y 2016 @ Ukategorisert a Administrator

[Source: eSmartSystems.com]
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Towards Measurable Privacy - Privacy Labelling

e "Measure, what you can measure -
Make measurable, what you can't
measure” - Galileo

¢ Privacy today

D = based on lawyer terminology
= 250.000 words on app terms

and conditions
¢ Privacy tomorrow

e l
ol 280 = A++: sharing with no others '.
ENERGY - ENERGIE  ENERG kWh/annum .

= Al ... o

= C: sharing with .... Appfail Report - Threats to Consumers in

: Mobile Apps
® The Privacy label for apps
. 2 Norwegian Consumer Council ang#ssed the terms of 20 mabile

‘ and deVICeS apps g et o v el pOtential threats to consumer

orotection hidden Iin the end-user terms and privacy policies of apps

155 L 54 L 38 dB Securing the Internet of Things Apr2017, Josef Noll 17
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Conclusions for 2025

® Things (loT) are driving the digital societies
® Novel services at home

SPD criticality

 failure Ty

5 i

: : = O

- Internet + Semantics + Things = loT g o4 =
= o0 ¢ O

- Digitisation of the Society

- Measurable Security and Privacy a—
- Autonomous Decisions
0
® |oT Security and privacy s | &80,
- automated privacy/security through Multi-Metrics 17 Forricsots
- Privacy label (A++, A+...D) 155, )| 541 || 384 @
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