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Abstract

The Internet of Things (IoT) is ubiquitous and is an essential part of human
life. We are constantly surrounded by an IoT enabled environment and use their
services, at home, at work, and during travel. In addition to the value of services
IoT systems provide, the exposure of these systems creates security and privacy
challenges. IoT systems were designed to fulfill functional purposes and with little
concern for security. Its overwhelming exploitation in diverse domains has raised
security and privacy challenges. Several stakeholders have come together to focus
on securing IoT systems, which has resulted in building new communication
protocols with security in focus. However, many IoT systems continue to
be insecure, and security incidents continue to increase. We have observed
that ToT systems in practice lack adequate security implementation despite
available mechanisms. Current security approaches are cumbersome and require
substantial involvement of security experts, which makes the security process
expensive for low-cost consumer IoT systems. Also, based on the criticality of
the ToT systems, the security requirement may differ. For instance, the security
requirement of a pacemaker is much higher than that of a temperature sensor.
Thus, this thesis aims to construct a security evaluation tool, allowing for an
easy assessment of security given as a security goal in mind. The approach
is designed to be straightforward, easy, and applicable even by non-security-
experts, which reduces the dependency of system designers on the security
experts. In particular, this research proposes a light-weight methodology called
LightSC, which is tailored towards non-security-experts, who can make decisions
in selecting appropriate connectivity and security mechanisms for a desired level
of security. We have validated the methodology by analyzing real IoT systems
such as Advanced Metering Infrastructures (AMI) and Smart Home Energy
Management Systems (SHEMS), using the LightSC methodology. Moreover,
the thesis also points out several application areas that can use the LightSC
methodology and open up the methodology in new fields, such as integration of
automation in LightSC, and application of LightSC in DevSecOps cycle. We also
have implemented tool support to make the LightSC methodology DevSecOps
ready, which was evaluated by real stakeholders (mostly non-experts) by using
the LightSC tool successfully to evaluate nineteen different IoT systems. The
valuable feedback regarding the usability of the LightSC tool can be seen as
useful proof of the applicability of the original security classification methodology
that we have proposed.
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Chapter 1
Introduction

1.1 Motivation

The Internet of Things (IoT) is the network of physical devices that embed sensors,
electronics, software, and network connectivity enabling the devices to collect
and exchange data about their operation and environment, and be remotely
controlled. IoT, as a field of study, addresses the move towards a sensor-driven
infrastructure for automated processes where standardized interfaces connect
cheap sensors with networks, service platforms, and applications. The evolution
of IoT has created transformative opportunities. Smart grids, health care,
assisted living, and public safety are a few of the many sectors to be dominated
by IoT platforms.

IoT systems are designed and manufactured at a low cost and have limited
memory and processing power, making them attractive to cyber attackers.
Despite the security approaches available today, the number of attacks is
increasing, and many IoT systems are still insecure. For instance, in 2013,
Fouladi and Ghanoun showed implementation problems in Z-Wave [25]. During
their analysis of a Z-Wave door lock, they found that all 16 bytes of the temporary
key used to exchange the encryption key were all zeros, allowing them to decrypt
the encryption key . Similarly, Zillner and Strobl pointed out that for Zigbee,
even though it is a standard that has robust security features, the main challenge
comes from the poor and minimal implementation of security features . The
same claim is still supported in the recent work of Celebucki et al. [11], where
they compared the security of Zigbee, Z-wave, and Bluetooth and revealed
that despite all security protocols having built-in security options, the security
features are not implemented in practice. It clearly shows that, although the
security in communication protocols is considered relatively good, the security
features are either not implemented or poorly implemented.

We consider that cost may be one of the significant factors for failing
to prioritize security in IoT systems. There is also a lack of guidance or a
structured approach to building secure systems. The security analysis performed
by Trujano et al. revealed that the DJI Phantom 3 Standard drones had the hard-
coded root password and the default Wi-Fi password, which shows that despite
several security features implemented in the drone, several baseline security
recommendations are ignored . In the Phantom 4 Pro version, most of the
vulnerabilities in Phantom 3 were fixed. However, they still had vulnerabilities
such as GPS spoofing . While new threats and vulnerabilities are expected to
emerge, designing systems with a security mindset can help overcome avoidable
flaws beforehand (e.g., Phantom 3 issues).

There are a few recently emerging standards for security in IoT systems,
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1. Introduction

most notably ETSI TS 103 645 and ISO/IEC 27030. Standards are known
to be expensive and time-consuming, involving extensive documentation and
significant efforts from experts to be established. There are also certification
and labeling schemes for IoT products typically based on standards and are
verified via penetration and vulnerability tests. Thus, security standards and
certification programs are expensive and usually take at least a year to obtain.
Though IT systems may benefit from such approaches, IoT devices being designed
and produced as low-cost systems, with a shorter life cycle, investing in such
programs is not suitable for IoT.

Expensive certification programs may benefit critical systems where an
extreme level of security assurance is required. However, security requirements
vary with the criticality of the system. Thus, a one-size-fits-all approach toward
security certification is not favorable. Instead, we need flexibility to choose a
desired level of security. There is a need for a framework that can guide the
selection of security features based on the domain needs, rather than selecting
and applying security features without any specific goal and claiming that the
security is reasonable.

Guidelines are only seen as recommendations and not necessarily proof of
how secure a product is built. Furthermore, fulfilling all recommendations from
the best practices may not be practical either. Processes such as risk analysis
are also cumbersome and require significant involvement of security experts, and
should be carried out regularly, which is often seen to be expensive for consumer
IoT products.

To overcome the barriers mentioned above, we first need to simplify the
security approach so that non-security-experts can contribute to security
assessment. Secondly, we should be able to specify the security level indicating
the applicability of the system with respect to security goals under consideration.
This measurable approach not only motivates the selection of just enough
protection for a targeted system but also raises awareness among the stakeholders
to choose the correct vendor that fits their context. This encourages to establish
a shared responsibility among all participants to secure a system.

1.2 Methods used in the thesis

The work presented in this thesis has been guided by the standard computer
science research method, where the presentation of Rober L. Glass [31] is
especially relevant. This work is more aligned with the engineering method,
which includes the following steps:

1. observe existing solutions to a problem,
2. propose better/improved solutions,
3. build or develop (a prototype/artifact),

4. measure and analyze (to test and validate the newly proposed solution),



Methods used in the thesis

5.

repeat until no further improvements are possible.

The last step (repeat until no further improvements are possible) is rarely
followed , we also are not inline with that step and rather repeat until
“satisfying” results are obtained. More specifically, the research methodology can
be presented as follows:

1.

In the first stage, we aimed to have a broader understanding of the IoT
security domain, having a particular focus area on Smart Grids and Smart
Home Energy Management Systems (as part of the Smart Grid). The
choice of application field was also motivated by the close collaboration
with the IoTSec national Norwegian project and the active involvement
and interest of the company eSmart Systems AS, the problem owner in this
project. We carefully observed various approaches and current practices in
IoT security (Smart Grid security in particular) to precisely identify the
challenges that industries face in terms of security. Therefore, we tried to
attack a broader problem. Deeper investigations involved reading relevant
literature and discussions with the domain experts in the industries about
the problems they have been facing.

. We eventually narrowed down the problem and set the research goals that

are detailed in Section [[33] In short, we wanted to develop a method
to allow any IoT systems to be developed secure-by-design, which was
especially useful for such a fast-moving field. The particular focus on Smart
Grids, which is a critical infrastructure, attracted our attention towards
security classification methods. However, good as these may be for critical
systems, the classification methods are not ideal for security-by-design,
and especially so for cheap IoT systems in an agile market.

To address the research goals, we have proposed and developed an improved
solution, which consisted of an enhanced security classification methodology,
extending the well-known ANSSI classification method towards IoT systems
and security-by-design. Particularly, we have departed from the attack-
centric and traditional risk assessment style of the ANSSI classification.
Instead, we introduced the idea of a functionality-centric approach, which
we consider to be better suited for developers to embrace security-by-design
in an agile software development team to develop IoT systems.

The solution, which in the beginning was called SGSC (for Smart Grid
Security Classification — being a methodology only), was then further
analyzed and evaluated, conducting also surveys and case studies.

The results of our validation efforts have been used to enhance our
initial solution, going through several iterations, each adding different
new contributions/improvements to the original methodology. Eventually,
this process culminated with the creation of a proof-of-concept prototype
implementation of the methodology in the online tool that we have called
LightSC. This prototype has been further evaluated for usability since one

5



1. Introduction

of the main claims of our methodology (and hence of this tool supporting it)
was that it was “easy-to-use by non-security-experts”. The final validation
results are encouraging, as detailed in the rest of this section.

Besides the classical peer-reviewing process that was used to check our results
detailed in the published papers, we have also used the industry partners from
the project IoTSec (but also reaching out to a larger European project called
SCOTT, for more IoT interested industries) to test our ideas by presenting and
getting feedback from them.

We have built on previous methods, including the published research on
measurable security and multi-metrics, as well as on the ANSSI classification
proposals. Staying close to existing solutions allows for our proposal to be easily
accepted and taken into use. Moreover, reusing and building upon existing
(research) works allows moving the field much further.

For the usability evaluations, we have used several of the classical methods
from usability studies, including structured interviews, observations, guided
workshops, etc. Having such a controlled, method-based process helped ground
well our final claims of “easy-to-use” by non-experts for our final LightSC
prototype. This grounding allows our claims of usability to be trusted. Therefore,
our LightSC can be considered the first security classification method that can
be used by software developers in a fast-paced development style as modern
DevOps teams use when creating IoT systems. We thus encourage DevOps
teams to take up in use our DevOps-ready LightSC tool.

1.3 Research Goals

The primary goal of this research is to develop a light-weight approach to
design and evaluate the security of IoT systems against a targeted security goal,
bringing up measurable security aspects. The second goal is to demonstrate the
applicability of such a method in real systems to ensure that the approach is
usable in the IoT system development life cycle. The following research questions
guide the thesis to achieve the research goals:

RQ1 How can we ease the creation of secure IoT systems?
RQ2 How can we measure the trustworthiness of the proposed method?

RQ3 How can we enable system engineers and non-security-experts to evaluate
the security of their systems and provide them with solutions being
compliant with the envisaged security goals?

RQ4 How can a tool simplify the use of the proposed methodology?

To accomplish the above goals, first, we adopt the notion of a security class.
Unlike most methods being attack-centric, our approach is functionality-centric
and system-centric, where one can select the appropriate security mechanisms
for their systems or system components to reach the desired security class.
The security classification methodology that we propose is built upon the

6
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Agence nationale de la sécurité des systémes d’information (ANSSI) standard
methodology for security classification of Industrial Control Systems (ICS). This
methodology is related to risk analysis methods with the difference that it has
the purpose of assigning a security class to the system based on (combinations
of) scores given to the various exposure aspects of the system and the respective
protection mechanisms implemented; without looking at attackers.

To show the applicability of our methodology, we selected the Advanced
Metering Infrastructures (AMI), which was in the process of being rolled out in
Norway, as our first case study. AMI refers to the integrated metering system
with communication capabilities and can automatically perform the measurement,
collection, delivery, analysis, and storage of metering values. We analyzed the
AMI topology to identify the impact and exposure (physical and IT) aspects of
the infrastructure and derived the security criteria for secure AMI systems. We
used a real example of a smart meter installment with an unprotected physical
button to turn on and off the smart meter to argue that protecting the device is
not enough; the context of its deployment should also be considered. Thus, the
security classification methodology is driven by the philosophy of system-level
security, which is achieved by decomposing the system into its sub-systems and
components considering their interactions. Each system element is analyzed to
offer a better system security design and evaluation of complex IoT systems
such as smart grids. We also discussed the usability of our goal-centric and
system-centric approach towards regulatory bodies, companies, and end-users.

We further enhanced the security classification methodology for consumer IoT
systems by defining security criteria and protection levels. We then demonstrated
the applicability of the classification methodology by using it to evaluate and
improve the security of an existing Smart Home Energy Management Systems
(SHEMS) from class D to class A. However, like most approaches, the evaluation
using security classification is also subjective. Hence, to justify the decisions
and improve the assurance of the assessment, we further introduced confidence
parameters into the methodology using belief and uncertainty. We exemplified
the calculation of confidence parameters for a use case involving an edge command
and control mechanism for SHEMS.

Finally, we propose five principles for a methodology to be DevOps-ready so
that it is applicable to non-security-experts (system designers and developers).
To further validate against the identified DevOps principles and to improve the
methodology, a tool to support the security classification method was developed.
Several stakeholders evaluated the tool by applying it to several existing IoT
systems being developed. Successfully applying the methodology to several
real systems by the stakeholders showed the validity of our methodology. The
evaluation of the tool also provided directions toward improving the methodology
itself as well as the user interface.



1. Introduction

1.4 Structure of the thesis

The rest of this thesis is structured as follows: Chapter 2 provides the background
information required to understand the thesis. It starts with the Internet
of Things and discusses the trends towards the security of IoT systems. In
particular, we discuss the use of risk assessment and assurance cases in IoT
systems. Emerging standards, certifications, and labeling schemes in the IoT
domain are also discussed. Chapter 3 describes the scientific contributions of this
work. It introduces the security classification methodology and shows its validity
by applying the methodology in several real IoT systems by non-security-experts.
It also outlines the usability test performed against the tool support developed
for the methodology. Chapter 4 presents a summary of the academic publications
collected in the second part of the thesis. Chapter 5 concludes this overview
part by summarizing the contributions and answering the research questions
presented in this chapter. Finally, it gives insights into the directions for further
research, where we discuss the implications of our research, especially in the
DevSecOpsﬂ life cycle. Part II includes the research papers building the basis
for this PhD research.

Unttps://devsecops.org
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Chapter 2

Approaches towards securing loT
systems

This chapter provides the necessary background information relevant to this
thesis. It first analyzes why IoT systems have specific security needs, focusing
on the weaknesses of current solutions for IoT security. Then, we provide an
overview of state of the art in security approaches of IoT systems.

2.1 Security of loT Systems

ToT has driven technology and computing abilities into the smallest devices.
The capability of embedded devices to connect to the Internet to send and
receive data has made these more alive and powerful, making data ubiquitous in
both the collection and the availability side. According to International Data
Corporation (IDC), by 2025, the number of IoT devices would grow to 41.6
billion and generate 79.4 zettabytes of data[]

The proliferation of IoT-enabled devices has created new and transformative
opportunities. IoT is widely adopted in significant sectors, including critical
infrastructures such as smart grids and privacy-sensitive domains such as smart
homes. Rehman, Asif, and Ahmad described current and future application
domains of IoT technology . Similarly, Asghari, Rahmani, and Javadi
provided the taxonomy to classify the IoT application domains into health
care, environmental, smart city, commercial, industrial, and general aspects [5].
They also found that health care (29%) and smart city (20%) have the highest
percentage of application domains.

Data created by IoT-enabled devices at home, at work, or while moving,
creates security and privacy concerns. Failing to protect such sensitive data
can have adverse impacts. Molina-Markham et al. showed that just by using
high-frequency consumption data from the smart meters, one could reveal the
privacy-sensitive information such as home occupancy, sleeping & eating routines
of the residents [47]. Breach of such information to criminals may result in
burglaries or, at worst, life-threatening crimes. Similarly, Greveler et al. revealed
that the smart meters under their investigation transmitted unencrypted sensitive
data . They also demonstrated privacy infringement by using high-frequency
smart meter consumption data to successfully recognize the behavior patterns
and even the TV channels watched.

Multiple inter-dependencies, uncertainties, and dynamic interactions give
rise to a complex risk picture, especially since applications and networks of IoT
systems were initially designed for purely functional purposes (e.g., connectivity,

Hhttps://www.idc.com/getdoc.jsp?containerld=prUS45213219
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2. Approaches towards securing loT systems

control, and sensing), without cybersecurity and privacy consideration, leading
to vulnerabilities that are challenging to address.

IoT devices are typically resource-constrained and consist of heterogeneous
networks. Thus, implementing traditional security mechanisms are challenging.
Hossain, Fotouhi, and Hasan classified the constraints of implementing secure loT
devices as hardware, software, and network limitations . Further challenges
in securing IoT systems comes from the human aspect. The end-users lack
security awareness, and many cannot appropriately differentiate between secure
and insecure products, and designers also lack the incentives for building secure
IoT systems . The survey performed by Blythe, Sombatruang, and Johnson
confirms that one of the reasons consumers cannot select an adequately secure
product is the lack of sufficient and interpretable information from the vendors
about the security of the IoT product to make the security-informed purchase
decision ﬂgﬂ The authors also demand to summarize the security of IoT products
through customer-friendly mechanisms such as introducing labeling schemes.

Standardization, certification, and risk management are emerging approaches
towards securing IoT systems. Despite efforts to ensure security, reports show
that attacks in IoT systems are increasinﬂﬂ Best practices and compliance
frameworks are also emerging. However, existing security management
approaches are expensive and time-consuming, and require a substantial amount
of documentation that requires a significant amount of time from experts (high
dependency on experts). Investing in such methods does not pay off because of
the lower cost and short life span of IoT products.

Thus, the baseline of our work is that securing IoT systems is only envisaged
when (i) end-users demand security compliance, and (ii) system engineers have
solutions available, allowing them to create secure IoT systems without being
security experts. The next section will discuss the major existing approaches
towards the security of IoT systems, also motivating the need for our novel
approach.

2.2 Risk Assessment

Risk assessment is a planned process followed to find possible breaches into a
system, consider the relevant ones, and devise a plan to fix them. Categorization
of risks and how to handle them is typically done via specialized risk assessment
methodologies or frameworks, most of them typically being based on ISO 31000
and ISO/IEC 27005 standards [52]. ISO/IEC 27005 is based on ISO 31000, but
it provides guidelines specifically for Information Systems. Examples of risk

2https://blog-assets.f-secure.com/wp-content/uploads/2019/09/12093807/2019_attack_
landscape_report.pdf

Shttps://symantec-enterprise-blogs.security.com/blogs/expert-perspectives/istr-2019-internet-
things-cyber-attacks-grow-more-diverse?om_ext_cid=biz_social3_AMS_NAM-IV_twitter_
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Standards and Certifications

assessment frameworks include CORAS , EBIOEﬁ from ANSSI, TVRAP|from
ETSI, FAIR , and OCTAVE .

Traditional risk-assessment methods follow the waterfall model and cannot
compete in the IoT era, where technology and threats change rapidly.
Taubenberger et al. analyzed the traditional IT-security risk assessment methods
and claimed that traditional risk assessment methods are biased, inflexible, static,
and highly manual . These issues are valid for IoT systems as well, and thus,
we need a better approach towards IoT systems. They also claim that we need
security requirement-based assessments and assurance as the foundation, which
the present research takes into account.

The decisions in risk assessment are primarily based on the expert’s experience
and knowledge. Therefore, there is no way to verify whether all threats and
vulnerabilities have been correctly identified. A historical event-based likelihood
also does not work for the new systems as there is no indication of threats coming
up in the future, which may be completely different.

An attack-centric philosophy drives risk assessment. However, attacks are
changing too often in IoT. Therefore, the current risk analysis methods may
not keep up with the changing threat landscape . Besides, the decisions are
based on how likely an attack might occur. Nevertheless, for the IoT world, if
the device is exposed, it is very likely to be attacked. Thus, though security
testing and risk analysis are useful to identify threats and vulnerabilities, the
system should be securely designed in the first place, following the security by
design principle.

2.3 Standards and Certifications

Standards are the documents or guidelines for doing something, typically
developed jointly by the stakeholders, including experts from the industries,
regulators, and consumers who benefit from it. Bojanova and Voas point
out several challenges of IoT systems , where the lack of standards and
certifications and a loose effort from the regulatory side are considered major
challenges. To address these challenges, Voas and Laplante recommend the
following three IoT certification areas: product, people, and process .
They indicate that certifying IoT system components only, do not consider
the interaction between system components and thus demands the system
certification to obtain a higher level of trust. They also claim that IoT security
certification is essential but challenging to achieve with adequate confidence.
There are also a few labeling schemes, such as BSI Kitemark and Underwriter
Laboratories (UL) security rating, that raise the awareness and motivation of
end-users to secure their system. Moreover, it also motivates the manufacturers

4ENISA, “EBIOS”. https://www.enisa.europa.eu/topics/threat-risk-management/risk-
management/current-risk/risk-management-inventory/rm-ra-methods/m_ebios.html.

°ETSI Technical Specification “ETSI TS 102 165-1: Method and proforma for Threat,
Vulnerability, Risk Analysis (TVRA)”, 2017. |https://www.etsi.org/deliver/etsi_ts/102100_102199/
10216501/05.02.03_60/ts_10216501v050203p.pdf
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to produce secure systems with compliance according to the security requirement
defined by the regulatory bodies.

2.3.1 ISO/IEC 27000 series

ISO/IEC 27000 series includes several standards typically related to the
Information Security Management Systems (ISMS) published jointly by the
International Organization for Standards (ISO) and Internal Electrotechnical
Commission (IEC). The standard ISO/IEC 27030, which is currently under
development, specifically deals with the security and privacy for IoT by providing
the guidelines towards baseline security requirements. Other ISO/IEC standards,
such as ISO/TEC 27001 and ISO/IEC 27002, are more related to the management
of overall cybersecurity of an organization and specifies a series of activities
towards managing the information security risk.

2.3.2 Common Criteria

The Common Criteria (CC) is an international standard for computing security
certification. It was first developed as a standard security evaluation framework
to avoid re-evaluating products in the global market. Thus, the evaluation
standards from the USA (the Orange Book), Canada (CTCPEC), and European
countries (ITSEC) merged to form the common criteria standard, which was first
issued in 19947 Common Criteria has also been accepted as an international
standard ISO/IEC 15408.

Certifications, like the Common Criteria, are expensive , even more so for
IoT |7}, Sec.III], and takes a long time to obtain, e.g., p.4] report the need for
45.9 person-years to achieve EAL7 for their micro-kernel of 8700 lines of C code.

Common Criteria offers an assurance continuity mechanism which includes
re-evaluation and maintenance activities to handle changes in the systems ﬂ
Though this approach takes less time and costs less than the initial evaluation,
these may still be a significant factor, e.g., frequent patches or enhancements
with notable changes may lead to the invalidation of the certification of the new
version of the product and therefore being difficult to maintain over time |[3].

2.3.3 Security Assurance Levels

SIL or Safety Integrity Level is the number assigned to the safety function of a
given system . It has four different levels, the highest number representing
the highest reliability of safety functions. Similar to the concept of SIL, the
International Society of Automation (ISA99) introduced Security Levels (SLs),
which later changed to Security Assurance Levels (SALs) [30]. SALs were
introduced for securing industrial automation and control systems, and provide a
qualitative scale for security. Like SIL, it has four assurance levels (SAL1-SAL4).
Each level represents the increasing security features targeting different threat

Shttps://www.commoncriteriaportal.org/iccc/ICCC_arc/history.htm
https://www.commoncriteriaportal.org/files/operatingprocedures/2012-06-01.pdf
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actors and is based on the strength of attackers. For instance, SAL1 aims
to protect against causal or coincidental violation, whereas SAL4 is targeted
towards protecting against intentional violation using sophisticated means with
extended resources . The evaluation of SAL is based on the seven foundational
requirements: access control, use control, data integrity, data confidentiality,
restrict data flow, timely response to an event, and resource availability .

2.3.4 ETSITS 103 645

European Telecommunications Standards Institute (ETSI) is an organization
responsible for the standardization of Information and Communication Technolo-
gies (ICT) in Europe. Standards from ETSI are recognized internationally and
not limited only to Europe. In 2019, ETSI published the Technical Specification
(TS 103 645) for consumer IoT entitled “Cyber Security for Consumer Internet
of Things” . Its specifications are based on the guidelines specified by the
UK Government’s “Code of Practice for Consumer IoT Security” [13]. The TS
103 645 provides guidelines to the stakeholders involved in the development and
manufacturing of consumer IoT for securing their IoT systems. This specification
provides the best practices for security using thirteen high-level provisions for
securing consumer IoT products.

The TS 103 645 is further utilized to produce the European Standard “CY-
BER; Cyber Security for Consumer Internet of Things: Baseline Requirements”
or EN 303 645 , which was approved in April 2020.

2.3.5 ENISA guidelines

European Union Agency for Cybersecurity (ENISA)is the European agency
that contributes to improving cybersecurity by providing advice and solutions
to EU member states and stakeholders. It also helps in the development and
implementation of EU cybersecurity policies. ENISA has been involved in
establishing several guidelines and baseline recommendations for IoT and smart
grids. It defines the appropriate security measures for smart grids in , which
suggests ten different domains similar to ISO 27002 objectives (with the possibility
to add new domains). Fach domain needs to be labeled with sophistication
levels between one and three, representing how much of the security goals of
a given domain have been achieved. However, the three sophistication levels
are too narrow, and they specify the rating of domains, not the system or
the system components. Similarly, in its report , it provides the security
recommendation for IoT systems, and in , it discusses the best practices
of the software development life cycle for IoT systems. These guidelines from
ENISA are useful in defining requirements; however, prioritizing and designing
systems based on the criticality of the systems are yet to be defined. It also
focuses on certification approaches for cybersecurity. It has pointed out the value
of harmonizing certification practices for smart grid in Europe in one of their
initial works in certification . DIGITALEUROPE also supports this idea
and encourages common security baselines with a standard set of guidelines for
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security levels and requirementsﬂ Similarly, subsequent work on standardization
from ENISA provides recommendations to standard development organizations
to align with certification schemes and review major available bodies working
towards certification approaches .

2.3.6 ANSSI Security Classification

The ANSSI classification method is developed specifically for the security of
I1CS . The management of different classes of ICSs has different requirements;
essentially, the higher the class, the higher the impact and the security
requirements. Based on various security parameters, general guidelines are
proposed for determining a control system’s security class. The ANSSI method
aims to use as a basis an established Risk Analysis Method (e.g., EBIOS).

Figure 2.1 summarizes the ANSSI classification method. The likelihood is
the result of combining three aspects: the exposure, the level of accessibility of
ICS, and the level (or power) of attackers. Exposure is determined by combining
the connectivity of ICS and the functionalities supported by the system.

Connectivity Functionalities
Exposure Users Attackers
A 4
Impacts Likelihood

Classification

Figure 2.1: ANSSI Classification Method

2.3.7 BSI Kitemark for loT

British Standards Institution (BSI) has also launched its Kitemark scheme
targeting the manufacturers of IoT devices, and is based on the Secure by Design
guidelines and measures provided by the government of the United Kingdom.
To obtain the Kitemark, the manufacturers should first be compliant with ISO
9001ﬂ In the Kitemark scheme, along with the functionality and interoperability
testing, penetration testing and vulnerability scanning are also performed on the
product. After the device obtains the Kitemark, the product should be regularly
monitored and assessed. If flaws are identified, the Kitemark of the product

8https://www.digitaleurope.org/resources/digitaleuropes-views-on-cybersecurity-certification-
and-labelling-schemes/
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is revoked until it is fixed. BSI Kitemark for IoT products is categorized into
residential (residential applications), commercial (commercial applications), and
enhanced (high-risk applications).

bsi.

Internet of Things

- Residential

KITEMARK"

Figure 2.2: BSI Kitemark for residential Internet of Things®

2.3.8 Underwriter Laboratories (UL) Security Rating

UL LLC has a long history as a global safety certification provider. They
provide IoT security rating levels to measure the security of connected products.
The major goals of this rating scheme are to help manufacturers and developers
improve the security of their products, and rate the security to make it transparent
and accessible to consumers. The security rating scheme provides five security
levels: Bronze, Silver, Gold, Platinum, and Diamond . Bronze is the lowest
level containing the baseline security capabilities. Whereas Diamond is the
highest security level having comprehensive security features. After the security
capabilities are tested and evaluated, the security level is awarded. Figure
shows UL’s IoT security rating levels. The number on the bottom-right of each
mark is the identifier of the product. Using this number on the verification
web page, one can find whether the product still holds the level or has been
revoked [[]

2.3.9 loT Security Foundation (IoTSF)

IoTSF provides a checklist-based IoT security compliance framework
developed to guide industries to secure their IoT products through self-assessment,
internal-certification, or certification by a third-party auditor. IoTSF also
provides a tool implementation in excel to manage the questionnaires while
applying the frameworkH The process used in the compliance framework
involves the following three steps:

Conduct risk analysis on the product in the target environment
This step helps create a risk register and determine security objectives for
Confidentiality, Integrity, and Availability (CIA). Security objectives are assigned

Ihttps://www.bsigroup.com/en-GB/about-bsi/media-centre/press-releases/2018/may/bsi-
launches-kitemark-for-internet-of-things-devices/
Yhttps://verify.ul.com/
Hhttps://ims.ul.com/iot-security-rating-levels
12https://www.iotsecurityfoundation.org/wp-content/uploads/2018/12/loTSF-Compliance-
Questionnaire-Release-2.0-December-2018.xIsx
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Figure 2.3: UL’s IoT security levels D

as Basic, Medium, and High to the CIA based on the risk factor (impact x
likelihood) computed for each threat.

Determine compliance class

Based on the security objective determined for CIA, the compliance class is
determined. The tool provides the questionnaires related to the compliance class
selected for the product.

Respond to each question
All questions generated should be addressed to comply with the given compliance
class.

Figure summarizes the steps for applying the IoT Security Compliance
Framework.

Conduct Risk Analysis

on the Product in the
Target Environment

Determine Compliance
Class Applicable to the
Product

Respond to Each
Question in the
Framework Document

Figure 2.4: Steps in IoT Security Compliance Framework

Global System for Mobile communication Association (GSMA) also provides a
security assessment framework, which is also a checklist of security functionalities.

2.3.10 Summary

In this section, we have discussed the current standards and certification
schemes towards IoT security. Standards can be compared to a checklist at
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an abstract level. Complying to a standard involves massive documentation
and a considerable amount of resources, which requires a proper framework for
managing all documents that make the process of compliance and audit easier.
In this regard, managing compliance using the assurance approach, such as
trust cases, can be effective. Also, certifying systems or products for a given
standard is a long and expensive process, which is a major challenge. Therefore,
we need a light-weight approach that can provide security assurance quickly and
economically.

We have particularly focused the discussions on certification approaches to
secure [oT systems. Certifications for cybersecurity are based on security tests
that typically involve vulnerability scans and penetrations tests. In addition to
attack-centric approaches such as vulnerability scans and penetration tests, it is
also vital to ensure that the system is designed and implemented with a security
mindset.

Other approaches that are meant for involving internal as well as third-party
certification are checklist-based approaches where one has to specify which of
the security requirements are addressed. These approaches do not provide
mechanisms to reflect how well those requirements are fulfilled in the system.

2.4 Towards assurance cases

The goal of an assurance case is to obtain mutual acceptance of the subjective
claims. Subjective claims are justified, producing good arguments with pieces of
evidence to support the claims.

Properly structured arguments with evidence make the expert opinion explicit,
resulting in better documentation of claims and improved communication between
the experts. It can also help detect missing evidence and wrong assumptions
made during decision making. Structured arguments are widely used in assurance
cases to justify that what is being claimed is true. An assurance case
is similar to a legal case where arguments are presented to support the claims
backed by evidence . Assurance cases are often used in safety-related domains
such as the safety of nuclear power plants, railways, and medical devices.

Although safety and security often go hand in hand, there are certain
differences between them. Thus, safety assurance methods cannot be directly
ported into the security domain. Safety cases are more or less static and thus
are manageable. However, in the case of security, it is hard to keep pace with
evolving vulnerabilities and attacks. Moreover, adversaries are intelligent in
the security realm and can take unexpected methods to attack the system .
Despite the differences between safety and security, adapting assurance cases in
security is beneficial .

Safety cases have matured, being in use for decades in the safety domain.
However, assurance cases in the field of security are relatively new and emerging.
Sklyar and Kharchenko have introduced the framework for assurance case driven
design for safety and security of IoT, where the safety and security features were
assessed in the early stage and shown to improve the cost-effectiveness in the
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system life cycle . Similarly, Mohammadi, Bunyadi, and Heisel proposed the
trustworthiness cases to adapt the safety cases towards security to evaluate the
trustworthiness of the system .

Security assurance for agile software development was also proposed, which
involves mapping user stories to the security artifacts included as a (sub)claim
in the security assurance case . Thus, any changes in the code of a given user
story result in reassessing the affected artifacts mapped to the user story.

2.4.1 Notations used in Assurance Cases

Representing the arguments by mere text is lengthy and monotonous, and it
is not easy to persuade readers. Various diagrammatic notations such as Goal
Structuring Notation (GSN) [55], Claim Argument Evidence (CAE) [§], and
Toulmin argument model can help experts structure and easily express their
arguments. All the above notations structure the arguments as a tree where the
root node is the main claim, which further grows into child nodes that provide
the justifications using sub-claims and evidence. These methods are often used
in constructing assurance cases. Several tool support implementations using a
structured argument approach exist today to build assurance cases , where
most of them comply with the GSN standard. GSN provides a set of symbols
to represent the argument. Figure [2.5| summarizes the components of a GSN
diagram.

2.4.2 Confidence in Assurance Cases

Pieces of evidence typically support the claims in assurance cases. However, the
evidence may not support the claim entirely and may have a degree of uncertainty.
There are two major approaches to handling uncertainty in assurance cases:
Bayesian Belief Networks (BBN) and Dempster-Shafer theory of evidence .
Applying BBN requires several initial inputs and demands some expertise in
BBN and thus is not preferred if the user has to provide inputs. However, the
Dempster-Shafer theory of evidence uses simple scales, and one can use it without
much expertise.

In assessing assurance cases, each claim, sub-claim, and evidence have a degree
of confidence that need to be aggregated to represent the overall confidence.
Several approaches are proposed to compute the aggregated confidence [6] [12} [60].
The majority of methods propose a range of formulas to aggregate confidence
based on how child arguments support the parent argument. According to a
study on the confidence assessment in assurance arguments conducted in 2017,
Graydon and Holloway concluded that the existing approaches of confidence in
assurance cases are still imperfect and require further research .

2.4.3 Assurance Cases in Security

An assurance case is a tool to systematically structure the goals to convince
that what is being claimed is correct. Various notations exist to help construct
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Goal: It refers to the claims and sub-claims in the assessment. Goal

Strategy: It gives the rationale for the sub-claims or evidence
that supports the claim. Strategy

Evidence: It provides evidence that supports the claim.

Undeveloped goal: It says that the diagram should be further Undeveloped
expanded/developed from that point. Goal

Context: It provides contextual information related to the
element. It may be definitions and other supporting materials.

Context

Justification: It provides the reason for what has been done.

Assumption: It refers to any assumptions made to support the
argument.

Contextual relationship: It associates the goal or strategy to
their context.

L) Yool

Argument relationship: It connects the goals to their sub-goals
or evidence

Figure 2.5: Summary of Goal Structuring Notation (GSN) symbols

assurance cases. Among them, the GSN is one of the most popular ones and is
established as a standard.

Though there are differences between safety and security, assurance cases fit
the security domain as well, and their use in the security domain is emerging.
Some examples of their application are systematically extracting the security
requirements, justifying the claim that the system is adequately secure, and
confirm compliance towards a given standard.

Assurances cases can be static or dynamic. The dynamic assurance cases are
used, for instance, in agile software development environments, where the part
of the assurance case that requires re-assessment is identified based on the code
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changes. Using a security assurance case is suitable in different stages of the
system development life cycle.

Assurance cases may involve subjective decisions, and thus it is crucial to
reflect the confidence of the judgment made. The confidence can be improved by
either producing well-formed arguments or by strengthening pieces of evidence.
In spite of several applications of security assurance cases and approaches towards
the computation of confidence, the propagation of confidence from the lower
level arguments to the top-level arguments in the assurance case tree is still
immature.

2.5 Baseline for research on secure loT systems

We see that the majority of approaches towards security are attack-centric, where
one focuses on the attacks and the attacker profile, and then proposes security
measures to protect against them. It is a good idea to scan the system for
vulnerability and patch them. However, building the system with a security
mindset helps to reduce costs on the manufacturing side as well as the service
providers side who use the IoT devices to provide customized solutions. One
poor practice that commonly exists is that system’s functionality is developed
first, and security is added later after the vulnerabilities are found. This process
can be costly in the long run.

There have been recent efforts towards the standards and certifications to
secure [oT systems. They provide proper definitions and guidelines on what
and how security should be done. Standards are typically targeted to a wide
range of systems or products. They are usually abstract and not detailed. It
requires experts to interpret and detail the specifications in the standard that
is suitable to the context of the organization, and thus may be a concern for
the organizations where security experts are lacking. Since standards list the
significant areas to consider, it is always good to comply with them. However,
because of the time to get certified and the cost of certification, it is infeasible
for the low-cost IoT systems. There are also growing interests in labeling IoT
products, and some organizations offer the labels based on the security evaluation
and assessment. Again this is also an expensive process.

Until now, the existing approaches provide, at best, the set of guidelines to
secure the system. However, not all IoT systems are meant to have the same level
of security. Critical systems, e.g., health care and SCADA systems, may require
a higher level of security. In contrast, IoT systems such as home control may
require a moderate level of security. Therefore, the security of a system should
be built based on the criticality of the system. There should be an approach
that allows the selection of the security goals to which the given system should
comply.

Thus, this research aims to have a goal-based light-weight method that is
more feasible for IoT systems. To achieve our goal, we propose the security
classification methodology, which builds on standards, certifications, and best
practices to obtain the security criteria and functionality required to secure
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the system. We use these criteria to define security labels so that instead of
fulfilling all the criteria specified in the standards, one can select certain security
functionality to reach a given level of security. Also, we consider the domain
and context of use of the application to define the security class. Like most
methods in the security domain, our method is also not free from subjective
judgments, and thus we adopt the concepts from the assurance cases to justify
the evaluations using security arguments. To demonstrate the confidence over
the claims and justifications made during argumentation, we also propose the
confidence parameters using belief and uncertainty to the argument elements.

We further review available tools to support our methodology in practice
but could not find any tool that could be used to implement our method as
a toolchain. One of the closest tools to our needs is NOR-STA[] because it
supports the argument formulation and confidence handling. However, the
mechanism of aggregating confidence does not align with our expectations. Thus,
we implement a prototype of a tool that can be used to apply the security
classification method.

13https://www.argevide.com/wp-content/uploads/2016/05/Argevide-NOR-STA-assurance-
case.pdf
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Chapter 3
Contributions

From the very beginning of the research, the main goal has been to involve non-
security-experts in building secure systems. Our focus has been on the system
designers and developers who play a major role in the design and development
of the IoT systems. We first adapted the ANSSI classification method
and proposed a light-weight methodology for security classification for IoT. In
particular, we tailored the methodology to fit the AMI systems. When we
started this research, the smart meters were in the process of being deployed
in Norway. Therefore, the early works used a different name, suggesting our
original applications to smart grids. Later, we turned our focus towards the
consumer [oT systems. We enhanced the classification methodology to define
security criteria and applied the methodology to a real SHEMS. To demonstrate
the applicability of our method, we evaluated the security class of the SHEMS
and showed that the methodology could guide to improve the security class by
making changes to the design or the security functionalities of the system.

3.1 LightSC: Light-weight Security Classification

We proposed the LightSC as the methodology for designing, analyzing, and
evaluating the security of complex connected systems. We are motivated by
offering the system/security engineers/designers a precise but light-weight method
to guide their cybersecurity decisions while engineering critical infrastructure
systems. To this end, the classes specified in our classification method provide
“goals” to be reached by the engineer’s designs, whereas our method of evaluating
a system into a class is meant to provide guidelines for how to implement a
system to meet the desired security. Note that traditional methods can be
applied on top of our method if and when more value-driven evaluations are
needed (thus, attacker models are factored in).

The LightSC methodology is built around three main factors: Connectivity,
Security mechanisms, and Impacts. Connectivity reflects how the system is
exposed to attacks. Security mechanisms reflect what security features are built
into the system and what security functionalities are available, based on which
the protection level is determined. Connectivity and protection level, when
combined, form the Exposure. Figure [3.1] summarizes the security classification
methodology.

In the classification method, we have considered five levels of connectivity

(©):
o C1: Includes completely closed/isolated systems.
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Security Class

/ Impact
1\

Exposure

/ Connectivity
1\

Protection Level

Figure 3.1: Methodology for computing security class

e C2: Includes the system with wired Local Area Network and does not
permit any operations from outside the network.

e C3: Includes all C2 systems that also use wireless technologies.

e C4: Includes the system with private or leased infrastructure, which may
permit remote operations (e.g., Virtual Private Network (VPN), private
Access Point Name (APN), etc.). Allowing to access the corporate network
only via VPN and allowing operators to connect to their field devices
through their mobile device using a private APN are a few examples of C4.

e C5: Includes distributed systems with public infrastructure, i.e., like the
C4 category except that the communication infrastructure is public (e.g.
Web applications and services accessible using the Internet)

Similarly, there are five protection levels (P), which reflect the security
mechanisms of the system. The protection level increases with the increasing
number (or strength) of security mechanisms. Relevant security criteria should be
defined to determine the protection level. Then for each criterion, the respective
security mechanisms are derived. The security mechanisms are then grouped
to form individual protection levels where higher protection levels have all the
security functionalities of lower protection levels, including some additional and
advanced functionalities. Protection level P1 represents no security mechanisms,
whereas protection level P5 represents the strongest protection mechanisms. The
evaluation of protection mechanisms is conducted by security experts. Exposure
is then evaluated using protection level and connectivity. Table (a) shows
the evaluation of exposure from connectivity and protection level.

The impacts (or the consequences) have five levels: Insignificant, Minor,
Moderate, Major, and Catastrophic. A security class is determined using impact
and exposure. Tablb) shows the lookup table for identifying a security class
from exposure and impact levels.
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Table 3.1: Calculations of (a) Exposure Levels and (b) Security Classes.

Catastrophic
Major
Moderate

Insignificant
Impact/
Exposure

3.2 Confidence in LightSC method

The LightSC methodology involves a series of systematic steps to achieve a
final security class. The majority of decisions made during each step are based
on subjective judgments. Thus, we structure the assessment in LightSC as an
argumentation model. Properly structured arguments with appropriate claims
and evidence justifying the claims make the opinion explicit. This can also help
to identify missing evidence and weak assumptions. The argumentation model
can be represented as a tree structure using a notation such as the GSN where
each claim is supported by its children sub-claims or evidence.

However, one may not always have full confidence in their decisions, i.e.,
accepting the justification and evidence. Confidence means the degree to which
one agrees on the result of the assessment (belief) and the degree to which
the evaluator lacks knowledge about the assessment (uncertainty). Thus, the
evidence and claims are assigned a degree of belief. These beliefs are finally
aggregated to compute the overall belief in the assessment. To support the
aggregation, we consider that the nodes (claims and arguments) of the argument
model have varying levels of importance for the class evaluation. Thus, we assign
the importance using weights and adapt the multi-metrics approach proposed
by Noll et al. to compute the aggregated belief .

100 — bel 2V,
AggregatedBelief (Bel) = 100 — \/Z <w>

where bel; is the individual belief value of the component under consideration,
and W; is calculated from the component weight w; as:

Wi = (i) 2

In this way, the result of a LightSC assessment is represented using a three
tuple <C, B, U>, where C is the class to which the system belongs, together
with a belief measure B in the evaluation aspects of C, and the uncertainty
U in the evaluation details. The uncertainty is calculated as the difference
between plausibility and belief. We use the definition of belief and plausibility
from the Dempster-Shafer theory , where plausibility is the upper bound

(3.1)
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of belief obtained by adding evidence to support the claim. For example, the
evaluation <A, 84, 16> means that the result is class A with 84% confidence
and 16% uncertainty. The 84% belief means that we have high confidence in the
coverage of all necessary security measures to justify the protection level (P),
exposure (E), and security class. An uncertainty of 16% indicates a moderate
lack of justification for some of the arguments. One can tell how well the
security assessment is justified by looking at the confidence parameters (belief
and uncertainty).

3.3 LightSC methodology for DevSecOps

One major goal of the LightSC methodology is to involve system engineers
and non-security-experts in building secure systems. This requires that our
methodology can be used within a standard software development life cycle. In
particular, we want that the LightSC methodology fits the DevSecOps culture,
which is growing in popularity. DevSecOps is an extension of DevOps with
security aspects and tools throughout all the software development life cycle
stages. However, classical security classification methods are highly manual and
thus slow, not fitting the rapid DevSecOps cycles.

To make the LightSC methodology DevSecOps ready, we identified five
principles, namely (1) dynamicity, (2) tool-based, (3) easy to use, (4) static
impact, and (5) oriented on protection mechanisms. As LightSC already fulfills
the principles (4) and (5), we also worked so that it fulfills principles (2) and (3)
by developing a usable tool to support the LightSC methodology and performing
a usability evaluation of the tool.

The development of a Security Classification Tool (SCT) involved multiple
stages of prototyping and usability testing. The final version of the tool was
implemented as a web application. The development and enhancement of the tool
are based on the feedback from the evaluation stages, which involved questions
and observations. The SCT prototype was developed as an Asp .Net Core MVC
application with SQL database for persistence. We used ASP.NET Core Identity
to manage authentication and authorization in the application El For responsive
user interfaces, we used bootstrap. The tool is deployed as a Microsoft Azure
App Service at https://lightsc.azurewebsites.net/.

The tool supports four main functionalities: define the system, add the
components to the systems, perform the assessment, and compute class. The
first three steps require manual inputs from the user, with the final result being
the automatically computed security class.

1. Define System

A user should first define a system for which to compute the security class.
Here the user gathers details about the system and gives a name to the

Hhttps://docs.microsoft.com/en-us/aspnet/core/security/authentication/identity ?view=
aspnetcore-3.1&tabs=visual-studio
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system. The details may include how the system works, which technology
it uses, and which components exist.

2. Add components

In the security classification method, a system is decomposed into its
components. Thus, after the system is defined, its components should
be defined. The description of the component may include information
such as the role of the component, vendor information and communication
standards used. One may also include communication capabilities and
scenarios where the component is used and how it interacts with other
system components. The description provides an overview of the component
to less expert personnel. It also includes the selection of the type of the
component. In our case, we evaluated IoT systems, and thus, examples of
component types may include IoT devices, IoT Hub, and Backend System.
One can also define their own component type. The user is also required
to define the connectivity and the impacts of a security breach.

3. Perform assessment

Here, the user should select the security functionalities present in the
system to determine the protection level. The user has to select the relevant
criteria and assign the weights to them based on their significance. From
the relevant criteria, the user then selects the security functionalities that
are in place. The user also assigns the weight to the security functionality
and provides the belief value to show the confidence he/she has in the
existence of the functionality. The belief value should be justified by the
evidence supporting the security functionality.

4. Compute class

After all the inputs are provided to the components, the user can then
compute the security class. The final class is automatically calculated
by the application based on inputs provided by the user. The security
criteria and security functionalities are used to compute the protection
level, exposure, and security class for the given component. Similarly, the
computed protection level and connectivity information from the user are
used to compute exposure. Finally, exposure and the impact level provided
by the user can be used to compute the security class. The beliefs and
weights are also assigned by the user in step 3, which is used to compute
the aggregated belief in the assessment.

Besides the above core functionalities, the user can also save the assessment
for future reference. The tool should allow users to browse the assessment and
perform CRUD (Create, Read, Update, Delete) operations on system and system
components.
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3.4 Evaluation

The validation of the methodology was done by conducting extensive case studies
in the domain of AMI and SHEMS. After the prototype was developed, several
stakeholders validated the methodology by applying it to IoT systems from their
organizations. In this section, we discuss the case studies that we performed and
discuss the applicability of the methodology after being used by the stakeholders.

3.4.1 Case I: AMI System

The smart grid embraces the power of IoT to establish the next-generation power
grid. It uses a two-way flow of both electricity and information to create a
widely distributed automated energy delivery network . Smart grids form
one of the largest networks as they connect every end node (houses, industries,
buildings, etc.) having access to electricity. Along with increasing connectivity,
a smart grid collects massive amounts of data, which may contain critical and
private information. Protecting such complex infrastructures from cyber-physical
attacks is a serious concern.

When we started the research, the deployment of smart meters was already
in progress in Norway. Being aware of the security challenges of such systems,
we investigated the topology of ongoing AMI installations in detail. In the
meantime, Hansen, Staggs, and Shenoi also studied AMI deployments in the
United States, describing AMI infrastructure components and attack surfaces.
These authors identified potential attacks and impacts of attacks on AMI, which
can then be used in risk assessment. Their work concludes by describing the
lack of a unified framework for analyzing the security aspects of complex smart
grid systems. This was our main motivation towards proposing a methodology
to analyze impacts and exposure aspects of complex smart grid systems.

In the initial phase to apply the security classification methodology, security
experts should analyze the system and identify all the security criteria and
respective security functionalities. This may require the involvement of non-
security-experts who understand the system well. The security experts then
define the protection levels by appropriately grouping the security functionalities
into different levels. Finally, the lookup table for identifying exposure and
security class is constructed. After this, the security classification is ready to be
used by non-experts where they can use the template created by the experts to
evaluate protection level, exposure, and security class to (i) evaluate and/or (ii)
design the system.

The methodology is functionality-centric and goal-centric, where one focuses
on the security functionality, connectivity, and impact of attacks to set a goal
class or evaluate the security class. For new systems, extensive threat analysis
may be essential to determine the security requirements. However, for systems
belonging to a domain whose security analysis has been performed and security
functionalities have been identified, it is straightforward to apply the security
classification methodology.
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In the case study of AMI systems, the system was comparatively new, and
thus the system architecture was broken down into sub-systems, components,
and communication mechanisms, which were then analyzed. We also defined
the security criteria and extracted the security functionality relevant for each
security criteria. The impact, connectivity, and exposure aspects of the system
were also discussed in detail to show how the security classification methodology
is applicable to evaluate the system security of existing AMI systems. In this
study, we identified security aspects that need to be considered when applying
security classification to an AMI, focusing on the details from the Kamstrup
AMI installations in Norway.

3.4.2 Case ll: SHEMS

The SHEMS can be seen as the integration of IoT devices that allow sensing,
measuring, and controlling the electric appliances to provide energy management
services such as demand response programs to the consumers . A SHEMS is
dedicated to saving energy by monitoring and managing electrical appliances,
including load, storage, or generation resources . Heat pumps are typical
examples of load resources. Similarly, car batteries and solar panels are examples
of storage and generation resources, respectively. Functional modules of SHEMS
may include monitoring, logging, control, management, or alarm services .
After our initial AMI case study, we moved to consumer IoT systems and applied
the security classification method to an existing SHEMS from E2U Systems AS.

We initially did not have any template that the non-experts could use to
apply the security classification methodology. Thus, we analyzed the selected
SHEMS to understand its architecture, components, and working mechanisms.
We then mapped the reference architecture of the SHEMS with the one proposed
by Ghirardello et al. [29] and described the components of SHEMS as IoT
devices, IoT hub, residential gateway, communication channels, backend system,
and application & network data. We referred to the standards and best practices
to extract the security criteria and security functionalities. We then grouped the
security functionalities to categorize five different protection levels. Finally, two
lookup tables were constructed to determine the exposure and security class.

After the template for evaluation was ready, we first evaluated the security
class of the SHEMS in the current state as class D because of major impact, higher
connectivity (C5), and moderate security mechanisms. This was not considered
a suitable class. The lookup table indicated that either reducing impact or
exposure could improve the security class. Similarly, reducing connectivity or
increasing protection level could reduce the exposure. The connectivity could be
reduced using an edge controlling mechanism instead of a centralized controlling
mechanism, minimizing both impact and exposure with an achievable security
class A. Thus, using our methodology, one can indicate how the system needs to
be improved to obtain an acceptable security class.
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3.4.3 Case lll: Case studies and usability evaluation by partners

The idea behind the tool support was to make the methodology fit within the
tool-chains and development philosophy of modern system development life
cycle (in our case DevSecOps). The requirement of the DevSecOps demands the
methodology to be supported by a tool that is also user-friendly. Therefore, we
decided to evaluate the fulfillment of these requirements through user evaluations.
Our target groups included both individuals and teams with diverse expertise,
which is essential in usability testing to cover well the target user group.
Our evaluators included real stakeholders (i.e., the SCOTT project partners),
master’s students from one course in measurable security, Small and Medium-
sized Enterprises (SME) from a Polish cluster, and individuals from software
development industry. The development of the LightSC involved multiple stages
of prototyping and usability testing.

We first translated the methodology into a ten-step process followed by
implementing a low-fidelity prototype in spreadsheets. After that, we created a
high-fidelity prototype as a web application, which was further enhanced, and
the second version of the prototype was also produced. All the stages utilized
the user-centric approach and involved several rounds of workshops, webinars,
user observation, user feedback, and surveys with the evaluators.

The evaluation from the final version of the LightSC suggests that the tool
is easy enough to be used by non-security-experts. It encouraged us to release it
as a public tool. The more experimental ‘beliefs and weights’ part of the tool
was considered complex to use.

In total, throughout all our stages of creating the tool, we saw the LightSC
applied to 19 different IoT systems, done mostly by non-security-experts or
teams, using our different prototype implementations. These provided valuable
feedback regarding the usability of the LightSC prototypes that we have been
building, but can also be seen as valid proofs of the applicability of the original
security classification methodology that we have proposed.
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Chapter 4
Overview of the Research Papers

This thesis is built upon the scientific contributions made by four scientific
papers. Paper 1 describes the challenges of traditional security approaches in
ToT and proposes the concept of security classes that fit complex systems such
as smart grids. Paper 2 extends the security classification methodology from
Paper 1 and shows the applicability of the methodology in SHEMS (these are
systems that are usually part of smart grids but also part of smart homes and
thus more close to consumer IoT products than AMI systems are). Based on
lessons learned from Paper 2, the notion of confidence in security classification
methodology is proposed in Paper 3. Finally, in Paper 4, the tool to support
security classification is proposed. The tool support is evaluated for usability
by the stakeholders so as to comply with DevSecOps principles. This chapter
summarizes the contributions made by these four papers.

4.1 Paper 1: A Methodology for Security Classification
applied to Smart Grid Infrastructures

In this paper, we investigated the topology of AMI in detail, which was already
under deployment in Norway, to look into the security aspects of AMI. We then
investigated the current practices and ongoing activities towards the security of
smart grid systems to point out the problem in current approaches. Using the
knowledge obtained from such approaches, we proposed a new methodology to
fill the gap.

AMTI is considered critical infrastructure and forms one of the largest networks
producing massive amounts of data that may contain critical and private
information. The two-way flow of information in AMI or smart grid is meant to
make the electricity network more efficient and reliable. These infrastructures
are driven by IoT, which in addition to creating novel services, opens up new
attack vectors. AMI is relatively new, and it lacks a proper framework to address
security challenges. We list the following challenges in the security of critical
ToT systems.

e Only attack-centric approaches are not enough.

New vulnerabilities are discovered all the time, and systems cannot be
protected from all unknown threats which might come up in the future.
Thus, in addition to attack-centric approaches, we need to group our
security model after the security priorities, where the system at the design
time is targeted to a given security level based on the context of use and
features it supports.

e Current approaches are heavy in terms of cost and time.
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Traditionally, organizations look at standards or certification approaches
when selecting the right product. In the case of IoT, there are no
such standards readily available, though there have been efforts towards
standardization such as ETSI TS 103 645, ISO/TEC 27030, and labeling
of ToT products such as BSI kitemark, and ENISA baseline security
recommendations. Certification, such as Common Criteria, takes a long
time to get certified and is expensive. Since IoT devices are designed and
manufactured as low-cost systems and change frequently, such approaches
would not be appropriate.

In organizations using services provided by IoT such as utilities, risk
assessment is a common approach. It requires significant involvement of
experts to perform the assessment and also takes time to be completed.
Though risk assessment is an essential step for such organizations, we also
need a fast and light-weight approach that, in addition to security-experts,
also allows participation of non-security-experts in the assessment. Such
frameworks can also help utilities set the baseline security goal and decide
which product to select to maximize the security of their system, keeping
the cost under consideration.

This paper proposes a security classification methodology to address the
aforementioned challenges. Unlike traditional approaches such as risk analysis
methods, which consider attackers and likelihood a vital part of the evaluation,
our security classification methodology focuses on the exposure and security
functionality aspects of complex IoT systems. This security classification method
offers a concrete approach to guide security decisions by system designers to
meet a desired security goal.

After proposing the methodology, we tailored and applied it to AMI. Using
the details of AMI components and the interactions between them, we pointed
out possible areas to look into while making design decisions. Using available
standards and best practices for IoT, we defined the protection criteria for the
AMI. Then for each component, we described the exposure and relevant security
criteria.

This paper also showed how the proposed classification methodology fits the
AMI context. In this work, we did not evaluate the AMI against security classes
because the details of the security functionality for the selected AMI could not
be obtained. However, we showed the relevant security criteria applicable to
AMI components and possible exposure and considerations to evaluate each
parameter of the security class. The methodology is primarily targeted to system
designers and developers to guide them in making security decisions. However,
the notion of security class is also relevant to regulatory bodies to enforce security
regulations, vendors and service providers to build and select secure systems,
and end-users to select IoT systems with adequate security.
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Paper 2: Criteria for Security Classification of Smart Home Energy
Management Systems

4.2 Paper 2: Criteria for Security Classification of Smart
Home Energy Management Systems

This paper extends the methodology proposed in Paper 1 towards SHEMS and
systematically applies it to an existing SHEMS. It describes the architecture
of a typical SHEMS, based on which, the security criteria and the protection
mechanisms per criteria using the standards and guidelines were extracted.
The security of existing SHEMS from E2U Systems was analyzed using the
security classification methodology. In particular, the device control command
was selected for analysis. The SHEMS had a centralized architecture where
the backend system selects and sends control signals to the selected devices.
The security class evaluation for this system resulted in class D (Connectivity
C5, Impact Major, Protection Level P4), which was considered unsuitable. An
alternative design was then proposed, where the logic for sending control signals
persisted in the gateway instead of the backend system, which reduced the
connectivity. This design change also reduced the impact, and the resulting
class progressed to class A. This paper showed that the system designers could
use our methodology as a catalog to pick up the security features to design the
system targeted to a given class.

Until now, the capability and applicability of the security classification
method were shown. Since the methodology heavily relied on expert judgment,
the credibility of the evaluation was not addressed. Thus, future work was to
provide assurance in the evaluation. Further, the aggregation mechanism to
evaluate the overall class of the system remained an issue.

4.3 Paper 3: Building Confidence using Beliefs and
Arguments in Security Class Evaluations for loT

This paper attempts to improve the trustworthiness of the proposed security
classification methodology. Like most other approaches in security, our security
classification method also involves expert judgment. However, it does not
provide any concrete justification for the decisions, resulting in lower trust in
the assessment. We proposed to build confidence in the security class evaluation
using beliefs and arguments. The use of arguments is common in safety domains.
In this work, we first build arguments for claims made during the evaluation. We
then justify each claim by producing adequate evidence to support it. Based on
the evidence produced, the confidence is computed. The overall class evaluation
can be constructed as a tree structure using tools such as the GSN diagram.

The final class is represented along with the confidence parameter as a tuple.
Here the tuple A, 84, and 16 means that the result obtained is class A with
84 percent belief and 16 percent uncertainty. Belief shows the percentage of
confidence earned from the available evidence. If the evidence is missing or weak,
the belief is weak.

To reflect the confidence parameter, we assign the belief and plausibility
parameters to the evidence and sub-claims. To obtain the overall confidence, we
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aggregate these using the root mean squared data as in the multi-metrics. We
considered the root mean squared approach because they tend to aggregate the
beliefs realistically than aggregating the mean value.

4.4 Paper 4: Security Classification for DevSecOps: Five
Principles and an Exemplification

This paper discusses the fact that the security classification methodology is
still highly manual and thus requires to improve its usability by automating
several parts of the methodology. It proposes the initiative towards developing
tool support for applying security classification methods to fit the DevSecOps
culture. The paper defines five major principles to guide security classification
methodologies to be DevSecOps compatible and shows that our security
classification methodology implemented as a tool fulfills those principles. The
tool implementation followed the systematic interaction design process, where
the usability of the tool was also evaluated using the real stakeholders.

In this work, we first simplified the security classification methodology by
translating it into a series of steps and discussing the requirements for a tool
to support the methodology. Then we systematically discuss the development
of the user requirements by using the initial low-fidelity spreadsheet version of
the prototype followed by a high-fidelity prototype as a web application. In
particular, we used the spreadsheet implementation of the tool to gather users’
expectations and needs. Then the web version of the tool was implemented,
following up on the feedback from the users. Finally, the second version of
the web application was also implemented based on the feedback on the first
version. The second version was then put to larger evaluations to validate the
tool support of the security classification methodology. Thus, in this paper, the
applicability of the tool was validated by using it to evaluate a considerable
number of real IoT systems. The usability test of the tool was also conducted
with stakeholders to validate the concept and gain the user needs to be able to
use this tool.
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Chapter 5
Conclusion

This chapter summarizes our research and discusses the limitations and future
directions that this research can continue.

5.1 Summary of Contributions

We first proposed the notion of security class, which unlike most methods that
are attack-centric, is functionality-centric and system-centric, where one can
select the appropriate security mechanisms for systems or system components to
reach a desired security class. Instead of reinventing the wheel, the methodology
can go hand in hand with current risk assessment approaches. The assessment
in our methodology is useful for risk assessment as well. Next, to validate the
methodology, we analyzed real Advanced Metering Infrastructure deployments
and Smart Home Energy Management System to show the applicability of our
methodology both to design and evaluate the security of IoT systems. We further
enhanced the methodology by introducing the confidence in the evaluation, which
uses concepts from the assurance cases where instead of assuring the adequacy,
we claim for the confidence of the subjective decision. To further demonstrate the
applicability and simplify the methodology for non-security experts (i.e., system
designers and developers), we outlined five principles for a security classification
to be DevSecOps compatible. To satisfy these principles, we implemented a
tool to support the methodology. It enabled and resulted in the participation
of several stakeholders who applied the security classification methodology to
their real systems to support the validation. Through the usability evaluations,
we received valuable feedback, which helped us improve the methodology as
well as the user-friendliness of the implementation of the security classification
methodology tool.

5.2 Answers to the research questions

RQ1: How can we ease the creation of secure loT systems?

This question is first answered in Paper 1 by proposing a light-weight security
classification methodology to support self-assessment and design of secure systems.
Paper 1 first describes the major issues in IoT security and proposes the core
idea that the security of IoT systems can be measured by connectivity, applied
protection mechanisms, and impacts. Based on these parameters, we defined the
concept of security classification. The consecutive papers (Paper 2 and Paper
3) are continuous enhancements of the methodology and validations with more
case studies. The applicability of the methodology in Paper 2 and Paper 3 is
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demonstrated using the case study of a SHEMS. Finally, Paper 4 proposes the
tool support that makes it easy for users to apply our methodology.

RQ2: How can we measure the trustworthiness of the proposed method?
Paper 3 answers this question by introducing the structured argument, belief,
and uncertainty in the security classification. Subjective opinions during the
assessments are made explicit, using structured arguments. Based on the
evidence presented to support the arguments, one could determine the confidence
parameters for each of the claims and sub-claims. The aggregated confidence
parameters represent the measurable overall trustworthiness of the security class
assessment.

RQ3: How can we enable system engineers and non-security-experts to
evaluate the security of systems and provide them with solutions being
compliant with the envisaged security goals?

This question is answered in Paper 1, Paper 2, Paper 3, and Paper 4. The
primary goal of this thesis is to reduce the dependency on security experts
in the security process. Paper 1 describes the concept. Paper 2 shows the
applicability where we apply the methodology to evaluate the security and make
use of the result to improve the security class. Similarly, Paper 3 also shows
the applicability of the enhanced methodology. Finally, in Paper 4 we focused
on the system development life cycle and proposed a tool to show that the
LightSC methodology is compatible with the DevSecOps culture. We evaluated
the methodology by involving real stakeholders who were not security experts.
In all these works, we have defined security criteria and demanded that someone
who uses the methodology should have a basic security understanding but not
necessarily be an expert. We have shown that by having a good understanding
of the system, one can use our methodology to select the security goal and
verify this based on the security features that the system possesses, without
performing actual security tests. Verification could be done using the documents
provided by vendors and service providers of IoT systems that describe the
security features of the system and system components. Security experts can
also use this methodology to strengthen confidence by providing evidence to
support the claims through the experimental results.

RQ4: How can a tool simplify the use of the proposed methodology?

Paper 4 answers this question by proposing tool support to apply the methodology.
Before Paper 4, applying the methodology was highly manual and required
considerable effort from the user. In this paper, the security classification
methodology was simplified, defining the step-by-step tasks that the user should
follow to apply the methodology. These steps were further reduced using the
tool. We performed the evaluation and the usability test of the tool using real
stakeholders as participants. Also, to make the tool practically usable and
become a part of the Software Development Life Cycle (SDLC), we made the
tool DevSecOps compliant so that it can be motivating and simple to use by the
system designers and developers. The proposed tool support was evaluated by
real stakeholders as well as professionals in the software industry to support our
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claim that our methodology reduces the time, effort, and expertise for applying
the SC methodology. The evaluation results showed that the tool support indeed
helps simplify the LightSC methodology and is moderately easy to use.

5.3 Limitations

In our research, most case studies use real systems to show the applicability and
feasibility of security classification methodology. However, we have not applied
the methodology to the whole system to obtain an overall class.

Though we talked about structuring the arguments and supporting them
through evidence, we have not implemented these features in our tool support
for LightSC methodology. Implementation of such features could have helped to
validate our concept in real systems further.

In the LightSC methodology, we have not considered the whole life cycle of IoT
systems. For instance, criteria such as decommissioning the IoT devices, which
also determines the security of the IoT systems, are not considered. Security
experts can include newer criteria in the initial phase of the classification method
to define the protection levels if required.

5.4 Future work

One immediate task that can be done is to implement the missing features
mentioned in the limitation section into the prototype to investigate the usability
of such features. In our work, we have claimed that the concept of security
classes is useful for regulatory bodies. However, we have not investigated details
of how the methodology of security classification can be put together with the
regulatory bodies and the IoT manufacturers so that both parties cooperate
towards securing IoT systems.

Because our methodology aims to reduce the dependency on security experts
to build secure systems, we see the opportunities for our methodology to be
further expanded in a secure system development life cycle, particularly in the
DevSecOps cycle. One scenario of its use is to extract the security requirements
based on the goal security class for a system when the functional requirements are
developed. The security requirements can then be pulled down to the backlogs
level. The security assurance made in each backlog can also be propagated
towards the system level, where the system security class is demonstrated. It
would be interesting to see how the security classification methodology can be
integrated into the DevSecOps pipeline and how system security is dynamically
demonstrated in real-time.

The current security classification is still manual. However, there is an
opportunity for LightSC to be dynamic and automatic in terms of requirement
generation and validation. It is worth investigating mechanisms of centralizing the
security requirements, where based on the new threats, the security requirement
and protection level get updated, and the parties utilizing the dynamic evaluation
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scheme are benefited without having to update their class requirements when
things start to change.

We also found from the evaluation of our methodology that the majority
of non-security-experts found it difficult to assign beliefs and weights to the
parameters, and none of the users seemed to use those parameters. Thus, there
is room for the opportunity to investigate the ways to assign the weights and
beliefs automatically. We see that, though these values are subjective, during the
analysis/initial phase, weights can be pre-assigned to many high-level properties
such as security criteria and some of the security functionalities as well. These
weights can be based on the domain of the system, such as the priority of some
security functionalities in critical systems, which could be different from that of
non-critical systems. Similarly, if we have the concept of centralized requirements
discussed in the previous paragraph, beliefs can also be semi-automated, at least
in the security criteria level. However, to be flexible towards expert users, these
parameters should be able to be changed if one wants to.
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The electricity grid is an important critical infrastructure that is undergoing major changes, due to the
Internet of Things (IoT) and renewable energy, heading towards the smart grid. However, besides the
many good promises of the smart grid, such as better peak control, cheaper maintenance, and more open
energy markets, there are many new security threats evolving, especially from the IoT side, and also
from the diversification of the systems and practices that the smart grid brings. We thus see the need
for more light-weight and dynamic methods for conducting security analyses of systems applicable at
(re)design time, intended to help system engineers build secure systems from the start. As a consequence,
the methods should also look more at the functionalities (exposure/protection) of the system than at the
possible attacks.

In this paper we propose a methodology called Smart Grid Security Classification (SGSC) developed for
complex systems like the smart grid, focusing on the specifics of Advanced Metering Infrastructure (AMI)
systems. Our methodology is built upon the Agence nationale de la sécurité des systémes d’information
(ANSSI) standard methodology for security classification of general Information and Communication Sys-
tems (ICS). Analyses performed following our method easily translate into ANSSI valid reports. Our SGSC
is related to methods of risk analysis with the difference that our classification method has the purpose
to assign a system to a security class, based on (combinations of) scores given to the various exposure as-
pects of the system and the respective protection mechanisms implemented; without looking at attackers.
There are multiple uses of SGSC, such as offering indications to decision-makers about the security as-
pects of a system and for deciding purchasing strategies, for regulatory bodies to certify various complex
infrastructure systems, but also for system/security designers to make easier choices of correct function-
alities that would allow to reach a desired level of security. Particularly useful for smart grid systems
is the discussion and mapping that we do of the SGSC methodology to a complex AMI infrastructure
description derived from real deployments being done in ongoing Norwegian smart grid upgrades.

© 2020 The Author(s). Published by Elsevier B.V.
This is an open access article under the CC BY license. (http://creativecommons.org/licenses/by/4.0/)

1. Introduction

monitor. The smart grid has the potential to solve such problems
by embracing the Internet of Things (IoT) paradigm.

With the increase of population and advancement of tech-
nology, the demand for energy is increasing. However, the
environmental problems demand more efficient use of resources.
The inclusion of renewable energy sources like solar and wind
are often unreliable compared to traditional sources like coal or
nuclear power. Moreover, these are difficult to integrate with the
traditional electricity grid, which is already hard to manage and

* Corresponding author.
E-mail  addresses: ~ manish.shrestha@esmartsystems.com (M.  Shrestha),
cristi@ifi.uio.no, christian@johansenresearch.info, cristi@angeloti.info (C. Johansen),
josef@jnoll.net (J. Noll), Davide.Roverso@esmartsystems.com (D. Roverso).

https://doi.org/10.1016/j.ijcip.2020.100342

The development of IoTs is driving technology and computing
ability into the smallest devices, making data collection and avail-
ability ubiquitous. However, IoT expose more devices to cyberat-
tacks, which are more threatening than ever before. On average, it
takes two minutes for an I0Ts device to be successfully attacked'.
According to Symantec’s Internet Security Threat Report from 2017,
on average there were nine attacks every hour against Symantec
honeypots.

! Symantec Corporation, “Internet Security Threat Report (ISTR), Volume 22”.
https://www.symantec.com/content/dam/symantec/docs/reports/istr-22-2017-en.
pdf.

1874-5482/© 2020 The Author(s). Published by Elsevier B.V. This is an open access article under the CC BY license. (http://creativecommons.org/licenses/by/4.0/)
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Smart grid forms one of the largest network as it shall con-
nect each and every end node (houses, industries, buildings etc.)
that have access to electricity. Along with increasing connectivity,
it collects massive amounts of data which may contain critical and
private information. Protecting such complex infrastructures from
cyber-physical attacks is a big challenge.

The electricity grid in Norway is already in transition towards
a smart grid, e.g., several Distribution Systems Operators (DSOs)
have already started to install smart meters to replace traditional
electricity meters. By 2019, all electricity consumers in Norway are
required to have smart meters’. A smart metering infrastructure
invites the opportunity for several new attack surfaces that do not
exist in traditional metering.

The work of Hansen et al. [1] studied Advanced Metering Infras-
tructures (AMI) deployments in the United States, describing AMI
infrastructure components and attack surfaces. These authors iden-
tified potential attacks and impacts of attacks on AMI, which can
be then used in risk assessment. Their work concludes by describ-
ing the lack of a unified framework for analysing security aspects
of complex smart grid systems.

Therefore, in this paper, we propose a methodology for secu-
rity classification of complex systems relevant for smart grids. Par-
ticularly, we apply this methodology to an AMI infrastructure de-
rived from deployments done by Norwegian DSOs using Kamstrup
equipment. This real-life deployment demonstrates that the secu-
rity classification methodology proposed here is well suited for
AMIs and transitively for other smart grid systems.

The proposed security classification methodology is based on
the ANSSI standard developed for general ICSes. Additionally,
we follow other standards such as the relevant European Union
Agency for Network and Information Security (ENISA) recommen-
dations for smart grids. We also position our work with respect
to relevant risk analysis and classification work related to secu-
rity. In particular, we do not want to reinvent, but only adapt and
enrich the existing methodologies. Our proposed methodology fits
the real systems that we encounter in the smart grid deployments,
at least in Norway. As far as we know, this is the first security clas-
sification methodology tailored to AMI and smart girds.

The contribution of the present work is two-fold.

Firstly, we propose a security classification methodology that
is focused on the functionality of systems, i.e., on their exposure
aspects and protection mechanisms. This deviates from many
traditional methods where the attacker is an important part of the
security evaluation, like risk-based methods (e.g., [2,3]). We are
motivated by offering the system/security engineers/designers a
more concrete method to guide their decisions regarding security
when engineering critical infrastructure systems. To this end,
the classes of our classification method will provide “goals” to
be reached by the engineer’s designs, whereas our method of
evaluating a system into a class is meant to provide guidelines for
how to implement a system to meet the desired security (hence
the protection mechanisms and focus on exposures). Note that
traditional methods can be applied on top of our method if and
when more value-driven evaluations are needed (thus attacker
models are factored in). However, for critical infrastructures, we
encourage the security to be a priority and designed for from the
start, thus guided by our methodology.

Secondly, our methodology is more detailed than the one from
ANSSI, as it is tailored to smart grid systems, particularly looking
at AMIs. For this reason, we take the effort of detailing a real AMI
infrastructure, as deployed in Norway, and use these details when
making various design decisions for our SGSC method (hence this

2 NVE, “Smart metering (AMS)". https://www.nve.no/energy-market-and-
regulation/retail-market/smart-metering-ams/.
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name). The SGSC methodology is timely as various smart grid sys-
tems are being designed and deployed all over the world; and fol-
lowing our methodology would force security-by-design, thus not
falling prey to the IoT systems design where security is largely
missing.

Summary of the Paper.

« In Section 2 we synthesise the complete architecture of a con-
crete AMI infrastructure that is currently deployed in the Nor-
wegian smart grid. The details include as much as the confi-
dentiality concerns of the utility company allows. We use this
model and detailed information as our use case of a realistic
smart grid system.

« We propose a new Security Classification methodology in

Section 4, that extends the ANSSI standard (presented in

Section 3) while complying with the ENISA relevant documen-

tation. The particular aspects of the proposed security classifi-

cation are driven by the specifics of the smart grid systems.

To validate the proposed smart grid security classification, we

apply it in Section 5 to the AMI architecture that we detailed

in Section 2.

There are multiple motivations for having such a SGSC method-

ology which we mention in Section 6. The areas of relevance to

our work are presented in Section 7.

Section 8 presents conclusions and further work, which would

include an implementation of our method into a tool for eval-

uators as well as metrics and respective automated measuring
tools.

.

2. Smart grid and AMI

This section provides details of the actual AMI infrastructure
currently being deployed in Norway. We have used these details
when designing the methodology from Section 4 and we use it
again in Section 5 to exemplify the applicability of our method on
this realistic AMI system.

The smart grid, regarded as the next generation power grid, is
envisaged to completely change the way we use and manage the
electric grid today>. The smart grid uses a two-way flow of both
electricity as well as of information to create, at least conceptually,
a widely distributed automated energy delivery network [4]. Op-
posed to the traditional one-way flow from the power-plant to the
consumer, the smart grid assumes the users also generate electric-
ity [5,6]. These end users (called prosumers) can feed the gener-
ated electricity back into the grid and trade it in local or global
energy markets®.

Blackouts and accidents due to imbalance between the de-
mand and supply of the energy are common®-®. The introduction
of a two-way flow of information is meant to make the smart grid
more efficient and reliable through, e.g., demand response pro-
grams [7] or use of Smart Home Energy Management Systems
(SHEMS) [8,9]. There would also be an efficient use of electricity
through peak shaving techniques [10].

The grid components generate large quantities of data, which
can be used to create novel services using Artificial Intelligence
(Al) and data analysis techniques. Deep learning methods were
used in [12] to perform grid inspection to identify faults and dam-
ages in equipment on the power lines. Currently, such inspection is

3 https://ec.europa.eu/research/energy/pdf/smartgrids_en.pdf.

4 EMPOWER project “Local Electricity retail Markets for Prosumer smart grid
POWER services” https://ec.europa.eu/inea/en/horizon-2020/projects/h2020-energy/
grids/empower.

5 http://reneweconomy.com.au/tesla-big-battery-outsmarts-lumbering-coal-
units-after-loy-yang-trips-70003/.

6 https://www.macrobusiness.com.au/2018/02/population-ponzi-overrun-
victorian-power-supplies/.
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highly manual, slow and expensive as it is done using helicopters
or through foot patrols. Similarly, Dang-Ha et al. [13] used the con-
sumption data from smart meters to analyse consumption patterns
and cluster consumers into different groups so that the retailers
can provide customized services to them.

The Smart grid can be seen as the traditional electrical grid ex-
tended with IoT capabilities for information collection, monitoring
and control of its equipment [14,15]. The electricity grid is typically
divided into three sections: Generation, Transmission, and Distri-
bution. In Norway, the transmission grid section has high voltages,
typically 300 or 420 kV to reduce power losses while transmit-
ting on long distances. In the regional grid, the voltage is stepped
down to 132-11 kV, which is further stepped down to 400-230 V
in substations before reaching industrial, commercial and residen-
tial consumers. Figure 2 shows the schematic version of the elec-
tric grid organization in Norway. The arrow in the figure represents
the direction of flow of electricity, “G” represents generators and
“L” represents loads like consumers, industries, etc.

We focus on the distribution part of the smart grid, and in par-
ticular on the AMI infrastructure, and therefore, we omit the de-
tails about the generation and transmission parts.

2.1. Distribution grid infrastructure

The distribution grid begins after high voltages from the trans-
mission grid are lowered to standard distribution level voltages by
step-down transformers. This part of the grid is responsible for de-
livering energy to the end users. Several substations are deployed
and have monitoring, protection and control capabilities. The dis-
tribution grid includes several important components s.a.: Supervi-
sion Control and Data Acquisition (SCADA), Master Terminal Unit,
Distribution Management System (DMS), Operation Management
System (OMS) and several back-office systems at data centres or

central control facilities. As shown in Figure 1, the Central Distri-
bution Control is the main control centre of the Distribution Net-
work which communicates with other components including dis-
tribution substations, distribution lines, and Generation SCADAs.

The SCADAs systems in the distribution network have the re-
sponsibility to control distribution operations, which include man-
ual and automated control of load management and Dynamic
Feeder Reconfiguration (DFR). DFRs dynamically collects data from
distribution feeders and when a fault is detected, it isolates the
fault and restores the electricity using available capacity from adja-
cent feeders. The SCADAs system located at a substation communi-
cates with SCADASs located in a central control centre. SCADAs pro-
vides various functionalities including communication capability to
the substation devices, data aggregation and collection, automation
capability through Programmable Logic Controller (PLC), metering
functionalities, fault recording and alerting, and transformer mon-
itoring and control. Similarly, field devices consist of Remote Ter-
minal Units (RTU), Intelligent Electronic Device (IED) or other dis-
tributed controllers.

2.2. AMI infrastructure

Advanced Metering Infrastructures (AMIs) refers to the inte-
grated metering system with communication capabilities. It can
automatically perform the measurement, collection, delivery, anal-
ysis, and storage of metering values. AMIs typically consists of
smart meters, concentrators, head-end systems, and Meter Data
Management (MDM) systems, along with two-way communication
channels between these components. Meter values are reported
at regular intervals. In Norway, the meter-values are usually col-
lected once every hour (sometimes every 15 or 30 minutes) by
the concentrators. The collected values are then reported to the
head-end system via mobile network or wired network. Similarly,
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Fig. 2. Electric Grid Structure in Norway; reproduced from [16].

the command and control requests are sent to meters through the
head-end systems using the same communication infrastructure.
Figure 3 shows the overview of the AMIs infrastructure from Kam-
strup called OMNIA Network, which is deployed widely in Nor-
way and is our practical use case in Section 5. The major compo-
nents of AMI are described below. Some details, such as key dis-
tribution hierarchies, are not disclosed here due to confidentiality
requirements.

2.2.1. Smart meters

Smart meters are digital meters that support real-time data col-
lection. These meters consist of a microprocessor with local stor-
age and a communication network interface [17]. Smart meters are
typically installed inside the consumer’s facility (home, office, in-
dustrial) and connected to the communication network to measure
electricity consumption and report consumption values or meter
readings to the concentrators at regular intervals. The normal fre-
quency of reading meter values are hourly, but it can be configured
to a higher frequency, subject to legislative approval. The frequency
of the readings is data sensitive, since private information can be
extracted [18-20], (e.g., type of appliances, behaviour patterns, and
even TV channels watched). Smart meters also have storage capa-
bility to provide historical data. Meters can also report on demand
other values like events and logs such as Reactive Energy, Voltage
Quality, and meter configuration [21]7. If a meter is not able to re-
port the values at the required time due to connection problems,
it will report when the connection is re-established.

A Multi-Utility Controller (MUC) is capable of establishing inter-
operability between different types of meters, e.g., electricity, heat,
water, providing a common point of data collection from a variety

7 Kamstrup AS, “OMNIPOWER RESIDENTIAL SMART METER”. http://products.
kamstrup.com/ajax/downloadFile.php?uid=526905f09f7a3. Accessed: August 14,
2017.
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of meters. A MUC module can either be mounted on the smart
electricity meter, or be standalone which communicates directly
with the head-end systems®-°.

Smart meters report energy values to the concentrator via the
radio network. They also posses remote control functionalities
through breaker switches that can be triggered remotely via head-
end systems. It is also possible for the meters to report meter val-
ues directly to the head-end systems (without having a concentra-
tor) through fibre optic cables, especially when the meters are lo-
cated under the ground or where concentrators are not available. If
a meter cannot communicate with a concentrator in a single hop,
another smart meter can serve as a relay for forwarding the meter
values (i.e., in a mesh-network).

8 Kamstrup, “The MUC - a simple solution to a complicated task”. http://products.
kamstrup.com/ajax/downloadFile.php?uid=548973310558a.

9 https://www.kamstrup.com/en-en/products-solutions/smart-grid/
communication/multi-utility-data-collection.
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2.2.2. Concentrator

The concentrator acts as a mediator between the head-end sys-
tem and the meters collecting data reported from the meters and
reporting it to the head-end systems. When a head-end system
sends out requests to receive data from meters, it is first received
by the concentrator which then forwards it to the appropriate me-
ter. The requests might be for current consumption values, events
log, or open/close commands to the breaker switch of the meter.

Concentrators push the values to the head-end systems whenever
the values are ready. Usually, concentrators are configured to re-
port the meter values every six hours. However, the alarms are
reported in real-time. Together, smart meters and concentrators
form a Neighborhood Area Network (NAN). A concentrator may
send data to the head-end system using wired or wireless meth-
ods. Wired methods may include Power Line Communication, fi-
bre optic or DSL (Digital Subscriber Line) [22]. Communication in-
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frastructure using fibre optic and DSL are expensive. Though Power
Line Communication is cheaper than fibre optic and DSL, it has low
data rate and is prone to signal losses and channel interference.
Cellular network is often used as a preferred wireless method, due
to its low installation cost. Figure 4 shows a typical concentrator
and its components. A concentrator may also be capable of upgrad-
ing firmware for itself and its meters. It may contain its own local
web server allowing configuration and other services through an
ordinary web browser. In case Wide Area Network (WAN) connec-
tions are unavailable, the concentrator may store the values until
the connection is restored and flush the stored values after they
have been delivered successfully to the head-end systems.!?

2.2.3. Head-end system

The head-end system is the central part of the AMIs. Head-end
systems collect all the data from the meters and also provide
the interface for the MDMs systems (see Section 2.2.4). Head-end
systems expose the meter functionality to other IT (Informa-
tion Technology) systems via web-services and often hide the
metering complexity from the upstream IT systems. Typically,
the head-end services are exposed via Representational State
Transfers (RESTs)ful web APIs and COmpanion Specification for
Energy Metering (COSEM) objects. All data items exposed by a
meter are uniquely identified by an OBject Identification System
(OBIS) code. COSEMs is an interface model to communicate with
energy metering equipment, providing a view of the functionality
available through the communication interfaces using an object-
oriented approach [23-25]'". The head-end system is also capable
of sending commands to the meters via concentrators. Sometimes,
the meters are set up to communicate with head-end systems
without concentrators. In such cases, the commands are sent to
the meters directly. A head-end system stores data for a limited
period of time, typically for a couple of days. The head-end is a
critical system and is located securely in the DSO’s perimeter.

2.2.4. Meter Data Management (MDM) systems

MDMs systems are integrated with head-end systems to collect
data from meters on regular intervals. The major task of MDM
system is to perform Validation, Editing and Estimation (VEE) of
AMI data. MDMs also offer long term storage of meter reading
data as information that can be reported to other utility applica-
tions including billing, customer information systems, and outage
management systems. MDM is a key resource for managing large
quantities of meter data'?.

2.3. Communication channels

In this section, we discuss major WSN (Wireless Sensor Net-
work) standards used in smart grid systems and particularly in the
Kamstrup AMI infrastructure that we investigate. We also mention
WANSs style communication channels.

2.3.1. EN 13757

The European standard EN 13757-4 specifies the communica-
tion between utility meters and concentrators, and was developed
as the standard for remote reading of utility meters in Europe. Util-
ity meters usually include water meters, heat meters, gas meters,
and electricity meters. EN 13757-5 specifies the wireless relaying

10 Kamstrup AS, “Data sheet: OMNICON data concentrator”. http://products.
kamstrup.com/ajax/downloadFile.php?uid=591ab48ec5643. Accessed: August 14,
2017.

" DLMS User Association, “What is COSEM?”. www.dlms.com/faganswers/
generalquestions/whatiscosem.php.

12 US Department of Energy Office of Electricity and Energy Reliability, NETL Mod-
ern Grid Strategy for Advanced metering infrastructure from 2008.
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Table 1

Wireless M-Bus modes.
Mode Freq. (MHz) Notes
S (Stationary) 868 Meters send data few times a day
T (Frequent Transmit) 868 Meters send several times a day
C (Compact) 868 Higher data rate version of mode T
N (Narrowband) 169 Long range, narrow band system
R (Frequent Receive) 868 Collector reads multiple meters on

different frequency channels
Frequent bi-directional
communication

F (Frequent Transmit 433
and Receive)

protocol forming the radio mesh network of meters. Wireless M-
Bus, which is widely used in metering communication in Europe,
complies with the EN 13757 standard. There are several modes
specified at various frequencies as shown in the Table 113,

2.3.2. IEEE 802.15.4

The standard IEEE 802.15.4 is a low data-rate wireless commu-
nication standard. Other protocols like Zigbee and WirelessHART
are based on this standard. Zigbee is a low-cost, low power, two
way, wireless communication standard from Zigbee Alliance, which
in addition to IEEE 802.15.4 defines a communication layer on layer
3 and up (i.e., Network, Transport, and Application layers). A Zig-
bee device can act as an end device, a router, and a coordinator
at the same time. The Zigbee Smart Energy Standard'* provides the
specification of the smart energy devices and clusters required to
build an energy-management system that has enabled Zigbee for
automatic metering, demand response, and prepayment applica-
tions, which are needed by utilities. A cluster is a set of message
types related to a certain device function (e.g., Door Lock, Meter-
ing, etc.). Zigbee is widely used for both Home Area Networks and
Neighbouring Area Networks.

2.3.3. Cellular communications

Cellular technologies enable communications between concen-
trators and head-end system using WANs. Wired networks, though
an expensive alternative, are in use where cellular networks are
unavailable. Concentrators support 2G, 3G and, 4G technologies.
Thus, if a 4G network is unavailable, concentrators may downgrade
to 3G and even 2G networks to establish communications. 5G is
the next generation in cellular communication expected to be suit-
able for IoT'® and can also be used for AMI in the near future.

2.4. The OMNISOFT UtiliDriver®

OMNISOFT UtiliDriver'® is a Kamstrup head-end system that of-
fers interfaces supporting integration with VisionAir!” (a Kamstrup
MDM system) and partner MDM systems. It is responsible for han-
dling all communication technologies and meter types supported
by Kamstrup OMNIA, in order to ensure interoperability and in-
tegration. UtiliDriver is composed of three logical layers, namely:
Controller Layer, Core Layer, and Service Layer. The controller layer
handles communications using specific meter technologies includ-
ing GPRS (General Packet Radio Service) and radio mesh network.
The core layer gathers information from the controller layer, han-
dling common jobs and acting as a temporary cache of job results.

13 SILICON LABS, “An Introduction to Wireless M-Bus”. http://pages.silabs.com/rs/
634-SLU-379/introduction-to-wireless-mbus.pdf.

4 Zigbee Alliance, “Smart Energy Profile 2”. http://www.zigbee.org/wp-content/
uploads/2014/11/docs-07-5356-19-0zse- zigbee- smart-energy- profile-specification.
pdf.

15 https://www.i-scoop.eu/internet-of-things-guide/5g-iot/.

16 https://www.kamstrup.com/en-en/products-solutions/smart-grid/
system-software/utilidriver.

17 https://www.kamstrup.com/en-en/products-solutions/smart-grid/
system-software/visionair.
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Meter Data Management (MDM).

This layer has information about the communication infrastructure
and meters under its management, e.g., configuration, encryption
keys, etc. Similarly, the service layer is responsible for the external
interface towards the clients, which includes RESTful web services.
Figure 5 shows the architecture of UtiliDriver.'®

3. The ANSSI Security Classification as Baseline

In this section we present in some detail the Security Classifica-
tion of Complex Systems recommendations (standard and method)
made by the French Agency ANSSIs'®. We will extend this method
in Sections 4 and 5 by making it more concrete and better fit to
AMI systems. Particularly, we focus on detailing the connectivity
aspects in Sections 4.3 and 5.2 and the functionalities, which we
call protection, in Sections 4.2 and 5.3.

The ANSSIs classification method is developed specifically for
Industrial Control Systems (ICS) and has simple steps and param-
eters to compute the security of ICS. Figure 6 summarizes the
ANSSIs classification method. A class is determined by the level
of Impact and Likelihood. The likelihood is the result of combining
three aspects: the Exposure, the users’ Accessibility to ICSs (Users
block in Fig. 6), and the level of Attackers. Exposure is deter-
mined by combining the Connectivity of ICSs and the Functionali-
ties supported by the system. We further describe the classification
method and its terminologies used by ANSSIs.

3.1. Connectivity

The ANSSIs classification method divides connectivity into the
following five levels:

8 Kamstrup AS, “Data sheet:OMNISOFT UtiliDriver 3.10 ". http://products.
kamstrup.com/ajax/downloadFile.php?uid=537d9fe634eff. Accessed: August 14,
2017.

19 ANSSI Classification Method and Key Measures from 2014.

Connectivity Functionalities

Exposure Attackers

Impacts Likelihood

Classification

Fig. 6. ANSSIs Classification Method.

Connectivity 1 (C1): It includes completely closed and isolated
ICSs.

Connectivity 2 (C2): It includes ICSs connected to a corporate
Management Information System (MIS) which does not permit
any operations from outside the network.

Connectivity 3 (C3): It includes all ICSss using wireless tech-
nologies.

Connectivity 4 (C4): It includes the ICSs with private infrastruc-
ture which may permit operations from outside (e.g., Virtual
Private Networks (VPNs), Access Point Names (APNs), etc.). This
system may use private or leased communication infrastruc-
tures which enable communications between the distributed
systems at different sites (e.g., remote maintenance and
management).
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Table 2
ANSSI's ICSs Exposure, combining Functionality and Connectivity.
F3 E3 E3
F2 E2 E2 E3
Fl E E E3
Functionality / | - | o) | 3 | c4 | c5
Connectivity

» Connectivity 5 (C5): It includes Distributed ICSs with public
infrastructure. It is similar to the C4 category except that the
communication infrastructure is public in C5.

3.2. Functionalities

Functionality is divided into three levels based on the complex-
ity of the system:

- Functionality 1 (Minimal Systems): ICSs which have compo-
nents limited to sensors/actuators, remote I/O, PLCss, Human
Machine Interfaces (HMiIs)s, embedded systems, and analysers.

- Functionality 2 (Complex Systems): ICSs which have Fun. 1
components as well as SCADAs systems, excluding program-
ming consoles and engineering workstations.

- Functionality 3 (Very Complex Systems): All other ICSs that do
not fall into the Fun. 1 or 2 category.

3.3. Exposure

Exposure is a five level scale which is determined by combining
functionality and connectivity as in Table 2. We extend and detail
the concepts of exposure in Section 5.2 to fit with specific aspects
of smart grids and AMIs.

3.4. Users and their authorization level

ANSSIs defines the accessibility of an ICSs based on the autho-
rization level of the users, and identifies four categories:

- Users 1 (authorized, certified and controlled): users within
this category are explicitly authorized to intervene, have rel-
evant certified expertise, and their actions are being tracked,
logged, and accountable.

Users 2 (authorized and certified): this category represents all
authorized and certified users where one or more possible op-
erations are not tracked.

Users 3 (authorized): this category represents all authorized
users who have no special requirements.

Users 4 (unauthorized): this category represents all the ICSs
with the possibility of unauthorized intervention.

3.5. Attackers

ANSSIs have categorized the attacker’s level (often called power
of the attacker) into five levels'®. It is often desired to quantify this
power, e.g., in terms of money and time resources, to supplement
the simplified levels given in Table 3.

3.6. Likelihood

The likelihood of an attack is estimated from exposure of the
system components, users’ accessibility to the systems and the at-
tacker level. ANSSIs defines four likelihoods: (1) Very Low, (2) Low,
(3) Moderate, (4) Strong. Likelihood can be calculated as follows:

L:E+|V’$-‘
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Table 3
Attacker’s Level Scale according to ANSSI.

Attacker Designation Description /| Examples

level

1 Non-targeted Virus, bots, etc., that are not targeted
to any particular person or
organization.

2 Hobbyist Individuals with very limited means,
not necessarily intending to cause
harm.

3 Isolated Attacker Individual or organization with
limited means, but with a certain
determination (e.g., terminated
employee).

4 Private Organization Org. with substantial means (e.g.,
terrorism, unfair business practices).

5 State Organization Organization with unlimited means

and very strong determination.

where: L = Likelihood; E = Exposure; A = Level of the attacker;
U = Accessibility of the user; and the mathematical operator [.]
denotes rounded up value to an integer.

3.7. Impacts

The impact measures the consequences of an attacker compro-
mising a system, calculating the impacts on business, government,
or society sectors, which could affect physical infrastructures, hu-
man life, environment, economy, etc. The Impact is divided into
five levels: (1) Insignificant, (2) Minor, (3) Moderate, (4) Major, (5)
Catastrophic. We extend and detail in Section 5.1 with impacts spe-
cific to AML.

3.8. Classification

ANSSIs divides ICSs into three classes and provides guidance on
how to identify the class of a given system. Each class has different
levels of requirements; essentially, a higher class talks about higher
impacts and stronger security requirements. Below is a short de-
scription of each class defined by ANSSIs.

« Class 1: The ICSs in this class have low risk or impact of an at-
tack and security measures can be applied internally. However,
systems in this class need the implementation of the chain of
responsibility for cybersecurity. Class 1 also requires risk anal-
ysis for cybersecurity. Physical, logical and application invento-
ries of the ICS should be prepared. In this class, internal audit
is acceptable.

Class 2: The ICS in this class have a significant impact in case
of an attack. Security assessment should be done by respon-
sible third parties, and the evidence of implementation of re-
quired measures must be provided. A chain of responsibility for
cybersecurity needs to be implemented. This class also requires
risk analysis using a proper method done by a responsible en-
tity. In this class, the inventories should be reviewed regularly
as defined by the responsible entity and each time the ICS is
modified. Internal audit is not accepted; instead, it should be
carried out by external service providers.

Class 3: The ICS in this class have a critical impact in case of
an attack. Therefore, the highest level of measures should be
taken and be verified by the state authority or an accredited
body. In addition to the implementation of a chain of respon-
sibility for cybersecurity, the identity and contact details of the
person in charge of this chain should be communicated to the
cyberdefense authority. This class requires a detailed risk anal-
ysis done by a certified service provider, and which should be
reviewed regularly at least every year. The inventories should
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be reviewed at least once per year. Audit of the ICSs in this cat-
egory must be carried out by an independent, certified service
provider.

In conclusion, the ANSSI classes focus on how security mea-
sures should be applied to ICS systems, and reflects the worst
severity and the likelihood of attacks on the system. ANSSI pro-
vides a separate document called detailed measures which provide
the guidelines on taking measures for each type of class. However,
at design-time we do not need to consider the attacker, so to be
able to design for future worst cases, thus promoting strong se-
curity by design. Attacker models and risk analyses could still be
applicable in a second stage where trade-off evaluations between
security costs and loses can be made and decisions taken, but this
can be independent of the security classification.

More importantly, our goal is to provide a more concrete classi-
fication of the connectivity and protection mechanisms, useful for
system designers to build their systems to reach their desired class.
This is what we do in the next section where we introduce a com-
patible extension of ANSSIL

4. Smart Grid Security Classification

A traditional process of risk assessment is based on impact and
likelihood of threats (see more in the Related Work Section 7). A
common method of assessing the security of a system is to find all
the assets under the influence of the system and to identify the at-
tack approaches by which assets might be compromised. Based on
this, a risk assessment is done, and all the risks under considered
attacks are identified. These are attack-centric approaches for risk
assessment, and the whole process must run each time the risk
assessment is performed. However, there is a constant increase in
the number of attacks on IoT2° as well as an increase in the avail-
ability of sophisticated attack tools; which means that new attacks
need to be taken into consideration and assessment should be per-
formed more often. Traditional risk assessment methods have dif-
ficulty keeping up with emerging threats and using dynamic and
automated approaches to security [26]. We thus see attack-centric
risk assessment methods as incurring potentially high costs for de-
veloping secure IoT systems when applied on a final system and re-
iterated on each (quite often) update of that system [27].

We often see that IoT systems usually have certain common-
alities regarding their composition, communication, interaction, at-
tack surfaces, consequences, etc. It is thus useful to identify general
characteristics of IoT systems and group them so that every new
system under investigation (and its components) falls into one of
the groups. This offers the advantage of having a set of common
features, making it easier to identify necessary risks and precau-
tions that need to be taken to secure a new system. This infor-
mation is helpful to both security professionals and management
officials to get a quick overview of the criticality of the systems
they are dealing with.

We thus propose the notion of Security Classes to enable ana-
lysts to focus on grouping complex systems into predefined classes
with respect to security requirements. The particular details that
we consider are guided by our primary intended application to
smart grids, thus we here call the method and respective classes
Smart Grid Security Classification/Classes (SGSC). Our SGSC method-
ology is general enough to be adapted to other complex systems
(e.g.in [9] we apply it to SHEMS). Since we extend the ANSSIs
standard, then to any system where our SGSC method can be ap-
plied, the ANSSIs method should be applicable as well. In addi-
tion to the results obtained from SGSC, ANSSI classification re-

20 Symantec Corporation, “Internet Security Threat Report, Volume 23". www.
symantec.com/content/dam/symantec/docs/reports/istr-23-2018-en.pdf.
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Fig. 7. Basic inputs for defining a security class in our SGSC.

quires likelihood to be determined, which involves accessibility,
power of attacker, and functionality levels (see Section 3.6). De-
tails about the system, like connectivity, functionality and security
mechanisms, are already known from the SGSC. Therefore, one can
easily extract an ANSSIs compliant version from a SGSC evaluation
of a system (with some details being omitted).

The SGSC method analyses two aspects: how important a given
(sub)system is (equivalent to the Impact in ANSSIs, also called crit-
icality of this subsystem), and what functionality surface it pro-
vides to be attacked, which we call exposure of the system. Thus,
an SGSC class is the result of combining the consequence of an at-
tack on the given (sub)system and the exposure of the (sub)system
to the attacker, as sketched in Figure 7. The ANSSIs notions of user
and attacker are incorporated, in our case, under the calculation of
exposure.

4.1. Consequences of an attack

We adopt the five levels for characterising an attack from the
ANSSIs standard (see Subsection 3.7). Classifying the impact into
one of the five levels is highly specific for the system under evalua-
tion, the types of impacts it may have (i.e., financial, social, etc.), or
the area of application. Therefore, usually, methods and standards
leave this open and to the decision of the security/risk analysts.
However, guidelines are always useful (and also found in the liter-
ature?! [28]), but even more useful would be guidelines presented
as templates with input fields, maybe some being only drop-down
lists to choose from, and with a calculation software?? behind that
would aggregate the numbers given by the analysts, like the Multi-
Metrics approach to measurable security of Fiaschetti et al. [29].
Then for each field or type of loss or impact, the work of the an-
alyst reduces to a simpler task of providing a numeric scale for
a particular impact factor. For example, assume a financial conse-
quence for which the analyst could prepare a scale as follows. We
can say that if the loss is above 1 billion, it is catastrophic. Simi-
larly, if the loss is between 10 million and 1 billion, then it is Ma-
jor; if the loss is between 5 million and 10 million, then it is a
Moderate loss; if the loss is between 1 million and 5 million we
call it Minor; and less than 1 million, we call it Insignificant. Such
scales could be even openly available or shared inside a consor-
tium, and made for various sectors and groups of losses, assign-
ing a level from 1 to 5, taking the most extreme loss/impact as
level 5.

21 ISO/IEC 27005 Information technology - Security techniques - Information se-
curity risk management (second edition).

22 In future we plan to focus on developing such automated calculating methods
for SGSC based on the Multi-Metrics approach to measuring the security of a com-
plex system from its components [29-31].
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Table 4
Referred sources for the construction of security criteria.

Protection criteria Source

Data Encryption
Communication and Connectivity

1SO 27002, OWASP, ETSI
IIC, 1SO 27002, ETSI

Protection
Software/Firmware Security 1SO 27002, OWASP, ETSI
Hardware-based Security Controls CSA

Access Control and Authentication
Cryptography Techniques

Physical and Environmental Security
Monitoring and Analysis

ISO 27002, OWASP, IIC, CSA, ETSI
IIC, 1SO 27002

1SO 27002, OWASP, CSA

1SO 27002, OWASP, IIC, CSA, ETSI

Thus, for evaluating consequences of attacks we use the same
level of abstraction as ANSSIs with definition from Section 3.7.
Details for impacts related to AMI are given in the application
Section 5.

4.2. Security criteria

We evaluate a system’s security on the basis of security criteria
presented below, derived from guidelines provided by widely used
sources such as ISO 27002, Open Web Application Security Project
(OWASP), ENISAs and best practice guides for IoT from Cloud Secu-
rity Alliance (CSA) and Industrial Internet Consortium (IIC)%3:24,

The ISO 27002 standard®® provides generic guidelines on secu-
rity controls for information security management systems. This
standard includes several security objectives along with possible
controls to fulfil them. Similarly, OWASPs provides IoT security
guidance for developers®®. Unlike 1SO, which is focused on infor-
mation security of an IT environment of an organization, OWASP
guidelines focus on cybersecurity of IoT systems. ENISA also pro-
vides guidelines for securing smart grid systems. They propose 10
different domains (similar to ISO security objectives) along with
the controls for each domain (see Section 7).

CSA and ICC are non-profit organizations that focus on enabling
technologies for secure Industrial IoT; their security guidelines for
IoT are also useful for smart grid security. In Table 4 we summa-
rize the sources for the selected security criteria relevant for our
methodology.

Data encryption. Sensitive data should always be encrypted dur-
ing transport and storage. When implementing such mechanisms,
proprietary protocols should be avoided. It should be ensured that
Secured Sockets Layers (SSLs)/Transport Layer Securitys (TLSs) im-
plementations have proper configurations and are up to date [32].

Communication and connectivity protection. Communication
channels between components can be protected by protecting in-
formation flow and endpoints. Endpoints have different capabilities
and security requirements. This may include mechanisms like net-
work data isolation, network segmentation, firewalls, unidirectional
gateways, network access control, etc.3

Applications such as Email, Domain Name Servers (DNSs), Dy-
namic Host Cofiguration Protocols (DHCPs), etc, which run at the
application level of the network, can be protected through proper
network monitoring and analysis, configuration and management.
Devices should have a minimum number of network ports enabled

2 [oT Working Group, Cloud Security Alliance (CSA), “Future-proofing
the Connected World: 13 Steps to Developing Secure IoT Products”.
https://downloads.cloudsecurityalliance.org/assets/research/internet-of-things/
future-proofing-the-connected-world.pdf.

24 Industrial Internet Consortium, “Industrial Internet of Things Volume G4: Secu-
rity Framework”. https://www.iiconsortium.org/pdf/IIC_PUB_G4_V1.00_PB.pdf.

25 ISO/IEC 27002:2013 Information technology - Security techniques - Code of
practice for information security controls (second edition).

26 OWASP,  “IoT  Security ~ Guidance”.  https://www.owasp.org/index.php/
IoT_Security_Guidance.
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and all unused ports should be disabled. If the situation allows, de-
vices should always avoid making the network ports and services
available to the Internet.

Software/firmware security. The firmware software is the core of
a component and must be secured against malicious updates and
installation. Similarly, unauthorized modification of other software
may result in security threats. Therefore, it should be ensured that
software/firmware are protected against unintended and unautho-
rized updates and modifications. Update Servers (i.e., servers re-
sponsible for sending system/firmware updates to the system com-
ponents) must be trusted and in a secure state so that no illegal
software can be sent out as updates. For classical IT systems exam-
ples include the Windows Server responsible for handling updates
for other computers in the corporate network, whereas for IoT in-
frastructures an update server could be responsible for over the air
updates like the Zigbee OTA Upgrade Cluster.

Signing update files and validating on the devices before in-
stallation may protect illegal installation and updates. If possible,
software and firmware should be updated as soon as vulnerabili-
ties are discovered and fixes are available. There should also be the
provision to implement scheduled updates. In addition, the update
process of firmware should also take care of unwanted situations
like network and power disruptions [33].

Hardware-based security controls. Hardware protection should go
along with the software protection. Software weaknesses and mis-
configurations are not the only sources of attacks in the IoTs world.
One of the factors on which hardware security depends is the se-
curity of the micro-controller used in a given device. It also de-
pends on whether a Trusted Platform Module (TPM) is integrated
into the component, and whether and how it is used [34,35].
There are other mechanisms like using Memory Protection Units,
incorporating Physically Unclonable Functions, using cryptographic
modules, etc., that may contribute to hardware protection of the
system [36,37].

Cryptographic techniques. There are two types of cryptography
namely symmetric and asymmetric cryptography. In symmetric
cryptographic techniques, the parties exchanging information share
the secret key which is used for encrypting and decrypting mes-
sages. Whereas in asymmetric cryptography, one party distributes
its public key to other parties who use it to encrypt messages that
can only be decrypted using the private key, which is kept secret.
Cryptographic techniques are basically used to ensure confidential-
ity. These techniques can be implemented for protecting communi-
cation and connectivity and establishing secure key management.
Examples of its applications useful for IoT and smart grid are mes-
sage authentication, protected key store, code signing, secure boot-
strapping, secure patch management, mutual authentication.??

Physical and environmental security. Critical components should
be protected against unauthorized physical access. This criterion
evaluates how well the system is protected against physical access
and environmental conditions. Depending on the context, it may
include access control of physical perimeter (area, building, room)
and set of equipment. In case of equipment, it may have several
physical ports accessible which can be misused. Protection mecha-
nisms like disabling unused physical ports or installing equipment
with minimal physical ports, physical tamper detection, etc., fall
under this criteria.

Access control. Access control refers to mechanisms for pro-
tecting assets from unauthorized components, based on the busi-
ness and security requirements (cf. ISO 27001). Access control can
be achieved through authentication and authorization mechanisms
which validate the interacting components and their privileges
against system access, and then apply a access control system, e.g.,
based on roles or attributes. Access control mechanisms can be
used to protect web, cloud and mobile interfaces that can be used
to interact with the system components. These interfaces have typ-
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Fig. 8. Types of exposure that we consider in SGSC.

ically password-based authentication. For securing such interfaces,
default passwords should not be used. Weak passwords should be
avoided and if required, multi-factor authentication can be enabled
to increase the strength, or even newer mechanisms s.a. [38].
Monitoring and analysis. Logging and monitoring help in track-
ing and analysing activities going on in the system, while also
allowing for accountability.?6 In case of security incidents, moni-
tored processes and logged data may help to understand the cause
and prevent such incidents from happening again. Systems like In-
trustion Detection System (IDS) and Intrustion Prevention System
(IPS) help to identify and prevent attacks on the system and its
components. Thus, evaluating the logging and monitoring mecha-
nisms used by a system is an important security criterion for SGSC.

4.3. Exposure to attacks

As systems get more complex, they become harder to protect,
partly because a complex system usually communicates with sev-
eral external systems, and can have several interfaces available for
communication. Therefore, exposure can be described as the degree
to which a system’s interfaces are available to attacks. We consider
two types of exposures: IT Exposure and Physical Exposure (see
Figure 8).

4.3.1. IT exposure

IT exposure can provide access to the system components re-
motely without physically being connected to the component. For
instance, if a system is accessible through internet, an appropriate
protection mechanism should be applied to avoid unwanted ex-
ploitation. A person can be tricked to introduce malicious codes
into the network through phishing, thus people become a form of
exposure [39]. This can be reduced by providing appropriate cy-
bersecurity training to personnel. However, corrupt or disgruntled
personnel may use the opportunity to harm the system as they
might be authorized to access the system even after leaving the
organisation [40]%7. Such exposures can be effectively reduced by
implementing proper security functionalities such as access control
mechanisms (like Attribute Based Access Control [41,42]), monitor-
ing and logging.

A system can be exposed through a network which includes
both wired and wireless components. If the network is isolated and
physically protected, we may assume it as secure. On the other
hand, if it has wireless networks, these might be accessible from

27 https://archives.fbi.gov/archives/newark/press-releases/2011/former-shionogi-
employee-arrested-charged-with-hack-attack-on-company-servers.

far away distance using specialized antennas®®. Furthermore, phys-
ical segregation of networks, such as control systems, are relatively
rare compared with the past as systems are more connected to-
wards the Internet and segregation is done logically rather than
physically [43] [44].

4.3.2. Physical exposure

Exposure could be physical when the devices are physically
available to the attacker, including any physical object or building
where the device is located. It depends on how well the physi-
cal access to the system is protected from attackers. Physical expo-
sure of certain components of a system can have a significant im-
pact on the overall system since having physical access to one of
the functioning components may allow compromising the whole
system. For example, a SCADAs control room is a critical compo-
nent as gaining access to it may have a critical impact, and thus,
its physical protection may depend on how well is it protected
against unauthorized access to the building. The protection may be
put into effect by deploying security guards to protect the building
or by authenticating and authorizing employees through their em-
ployee card, or even deploying biometrics authentication systems.

The physical aspect of security is comparatively less prioritized
than IT security?®. For example, it is typically assumed that the
smart meter is inside the house and is accessible only by the house
owner or by responsible members of the house. However, there are
smart meters which are installed outside the house; e.g., for holi-
day cottages (see our technical report [45] for more examples). The
physical security that the smart meters are equipped with usually
involves putting it inside a box locked with simple locks, and of-
ten the key is hung outside (i.e., convenience over security). More-
over, many types of smart meters also come with an emergency
power button (sometimes made easily reachable) which can be
used to switch on/off the meter. Furthermore, even if the utility
company may know about the meters that are switched off, be-
cause of safety reasons, it is not allowed to switch them on re-
motely. This means that an authorized person needs to physically
come to the meter in order to switch it back on. Thus, even if the
system (smart meter in our example) ideally belongs to some high
security class, due to the environment where it is deployed, the
system could be downgraded to a lower class due to the way it is
deployed or configured.

Components can be located in a public environment; for
instance, concentrators are typically placed in the public area

28 https://www.computerworld.com/article/2968179/hackers-show-off-long-
distance-wi-fi-radio- proxy-at-def-con.html.

29 https://biztechmagazine.com/article/2016/10/why- physical-security-should-be-
important-cybersecurity.
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outside substation and are normally protected by locking them
inside a box (e.g., [45, Fig.12]). However, the physical access to
concentrators is usually limited by applying protection mecha-
nisms through locks and tamper detection alarms which notify
the utility company if the concentrator box is opened. Thus, these
result in reduced exposure.

Some components may be located inside a room or a build-
ing with or without surveillance (e.g., workstations, servers). There
are other components like databases and web servers that may be
hosted via cloud services where it is assumed hard to physically
access the machines, thus we can assume that those are isolated
from physical access.

4.3.3. Connectivity
Since connectivity defined by ANSSIs fits well the smart grid
case, we inherit the five levels of connectivity from Section 3.1.

4.3.4. Protection level

We divide protection into five categories of increasing cumula-
tive sets of security functionalities meant to protect the system’s
components, like encryption, authentication, locks, tamper detec-
tion, etc. However, in spite of having such mechanisms, misconfig-
urations can introduce vulnerabilities. Thus, while evaluating the
protection, the expert needs to evaluate both the security function-
alities as well as how they are used and configured. The Protec-
tion Category (PC) can be correlated with the connectivity of the
system.

PC 1: Includes Physical and Environmental Protection

PC 2: Includes PC 1 and Network Protection

PC 3: Includes PC 2 and Wireless Protection

PC 4: Includes PC 3 and Private Infrastructures protection
PC 5: Includes PC 4 and Cloud protection

Each security mechanism may have different strengths, e.g.,
there are several authentication mechanisms, like pin code valida-
tion, user name and password, two-factor authentication, biomet-
rics, etc. The strength of a security mechanism, for each protection
category, is evaluated and ranked into different levels which we
call Protection Level (PL). This separation is used during the expo-
sure evaluation when the protection category guides to identify the
protection mechanisms, whereas the protection level determines
the strength of the identified protection mechanisms, which are
used for the explicit exposure evaluation. The evaluation of the
protection level is usually done by an expert since there are too
many aspects to consider for the many existing security function-
alities. We thus leave out (abstract away) from our methodology
further details of the PL evaluation.

4.3.5. Determining exposure

To make a system secure, appropriate security functionalities
need to be applied. Different levels of connectivity require differ-
ent sets of security functionality (evaluated as PL). Requirements of
security functionality increase with the increasing level of connec-
tivity so that the exposure can be maintained at the desired level.
Obviously, an isolated system with no connection to the outside
world needs less security functionality than one having a connec-
tion to the Internet.

Connectivity opens up the system’s interface for accessibility,
whereas protection limits accessibility in order to allow only le-
gitimate agents to access the system. Therefore, the exposure level
can be expressed in terms of Connectivity and Protection Level, as
shown in Table 5. This table should be constructed by experts for
each specific domain or class of similar systems. Exposure can be
reduced by either increasing the protection level or by reducing
the connectivity.

60

Table 5
Exposure evaluation: Connectivity (Sec. 3.1) vs. Protection Level.

Protection /
Connectivity

Table 6
Smart Grid Security Classes.

Catastrophic

Moderate

Minor

Insignificant

Impact /
Exposure

4.4. Security class

We classify the quality of the security of a given system into six
levels from A to F, where A represents a system with best secu-
rity (highest security class). A security class is a result of combin-
ing the evaluation of exposure and impact of attacks on the system.
A lower exposure level means a lower attack surface. However, if
the impact is high, this may affect the security class of the system
since impact is critical and lowers the security levels of the sys-
tem. Table 6 describes the method of determining a security class
in SGSC.

5. Mapping Security Classes onto AMIs

An AMI consists of several components as described in
Section 2.2. Smart meters are distributed on a large area into the
consumer’s facilities, which includes homes, offices, industrial fa-
cilities, etc. In Norway, one DSO, depending on its size, can have
from a few thousand to hundreds of thousands of customers®’. Out
of major smart meter vendors in Norway (Aidon, Kamstrup and
Kaifa), we have chosen Kamstrup AMI for our security classification
analysis, and in this section, we identify impacts and exposures of
the OMNIA AMI system.

In this section we only present what aspects need to be eval-
uated when applying SGSC to an AMI, taking our details from the
Kamstrup installations in Norway (and Section 2.2).

5.1. Impacts on infrastructure

Following the SGSC methodology from Section 4, we first eval-
uate the impact. Having the AMI compromised can result in un-
wanted consequences. We categorise the main impacts of cyberat-
tacks on the AMI into: Economical Impacts; Infrastructure Damage
Impacts; or Interruption of Services.

5.1.1. Energy fraud

If an attacker is able to modify the consumption information of
meters, by simply altering the meter readings, the energy bill can
be reduced or increased. An attacker can utilize physical or radio

30 NVE, “2016 Ngkkeltall nettselskap”.
indikator-selskap.xlsx. Accessed: August 22, 2017.

https://www.nve.no/Media/5534/
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exposure to perform attacks on the data integrity of SM. As the
concentrator also contains meter data (typically for ca. 6 h), it can
also be utilized to exploit the integrity of meter data. Such actions
pose economical threats, including privacy breaches for consumers,
as well as service disruptions, e.g., if the meter reading is used for
personalized billing services, altering meter values can have eco-
nomic impacts.

5.1.2. Data theft

Data reported from smart meters have private information, both
explicitly (as meta-data) as well as implicitly, e.g., by simply an-
alyzing the consumption data, it is possible to predict the pat-
tern of electricity usage of a house or an industrial facility. One
might be able to know, e.g., if there are people at home by look-
ing into the consumption information, thus facilitating burglary
[46]. We noticed that data flow from meter and concentrators to-
wards head-end systems, contain several other sensitive informa-
tion like the network topology of meters and concentrators, radio
signal strengths, events/alarms, configurations of AMI components.
If the communication channel is compromised or the API service
for communicating with the head-end system could be accessed,
such sensitive information can be obtained. Smart meters typically
have an interface called HAN interface which will allow the me-
ter to communicate with other devices®' which can be an attack
surface.

Having control over the head-end system means having con-
trol over all the devices connected to it, including meters, con-
centrators and their network information. Some configuration of
the meters may disable the alarms or trigger unnecessary alarms.
Head-end systems consist of a Network Manager which is respon-
sible for administration and maintenance of the communication
network and is able to scan new meters or delete existing meters
in a given network. The head-end system also contains a Key Man-
agement Service which is a tool that stores and manages encryp-
tion keys of the AMI components. By compromising a head-end
system, and thus also the Network Manager and Key Management
Service, meters can be removed from the network manager or cre-
dentials/keys associated with meters can be stolen, which might
be used to insert malicious nodes into the AMI network.

5.1.3. Blackouts

Smart meters can be turned on or off remotely. This feature
is typically introduced to be able to remotely disconnect the me-
ters in case the power bill is not paid. If the API can be ac-
cessed by unauthorized entities, remote disconnect commands can
be launched over a large area resulting in blackouts which would
not only impact the business sector but also the safety of house-
holds. If the meter is shut down for a longer period of time, es-
pecially in winter, it can result in damage of property and even
threaten life. For instance, water pipes may freeze and then crack
(water expands at lower temperatures) resulting in flooding inside
the house when the temperature rises in spring.

5.14. Increased socio-economic cost

In Norway, KILE*? (Kvalitetsjusterte inntektsrammer ved ikke
levert energi) is an expression of the total of socio-economic costs
that are imposed on end-users in case of interruption of energy
supply. KILE costs are paid by the grid companies as a penalty for
interruption through power outages and voltage disturbances. This

31 Norwegian regulations for HAN port: https://lovdata.no/dokument/SF/forskrift/
1999-03-11-301.

32 NVE, “Kvalitetsinsentiver KILE”. https://www.nve.no/reguleringsmyndigheten-
for-energi-rme-marked-og- monopol/okonomisk-regulering-av-nettselskap/
reguleringsmodellen/kvalitetsinsentiver-kile/.

includes both short term ( <3 min) and long term ( >3 min) in-
terruptions which must be recorded and reported according to the
FASIT (Fault And Supply Interruption information Tool)?* specifica-
tion. These costs represent a quality adjustment of the grid com-
panies’ revenue frameworks and are a tool for building, operat-
ing and maintaining the network in a socio-economically optimal
manner. Grid companies pay hundreds of millions NOK (Norwegian
currency) as KILE cost every year>4. The price to be paid would rise
by several times if there are attacks resulting in blackouts.

5.1.5. Physical infrastructure damage

If AMI is compromised and an attacker can switch on or off sev-
eral meters remotely at the same time, it can launch load altering
attacks which may be able to damage the physical infrastructure
of the grid [47]. Such attacks could be launched if an attacker has
access to the API to send breaker control commands to the meters.
Moreover, attackers may also spread malware over the AMI net-
work to send such breaker commands. Attackers may also inject
false data into the SCADA systems in order to trick it into taking
malicious actions which may result in power disturbance in the
electrical grid resulting in damage of physical components [48].

5.2. Exposure calculation for AMI

Following Section 4.3.5, we proceed to describe how one
would calculate the exposure in the case of the AMI presented
in Section 2. A smart grid is a very complex system as it con-
sists of several systems communicating together where AMI is one
of them. We consider the major components of AMI detailed in
Section 2.2. The components must be exposed in some form in or-
der to interact with each other, and at the same time, they have to
be protected from unauthorized access.

5.2.1. Exposure of Head-end systems

Physical Exposure Head-end systems typically reside in the util-
ity network domain, i.e., the servers where the head-end systems
are hosted reside within the building of the utility company and
typically physically protected. However, it still has a risk of insid-
ers who might have physical access to the system. As the head-
end system is connected to the corporate network, it has the risk
of spreading malware via physical access like USB sticks. Head-end
systems may be hosted in the cloud where the physical access to
the machines/servers is limited or isolated.

IT Exposure Head-end systems exposed to the enterprise net-
work may allow malware to be spread. Exposure is further in-
creased if the enterprise network has wireless access points. If pos-
sible, wireless networks should be avoided in enterprise networks.
There might also be unused communication ports which might be
accessible and not properly protected. Services from head-end sys-
tems should rather be available via API services than through phys-
ically connected network.

API services are typically exposed by head-end systems to
trusted third parties such as MDM systems to obtain meter data
or send data to the meters such as commands or configurations.
If these services are open and accessible through internet, they
can be misused by unauthorized parties. Such services are typically
protected using VPN along with lists of allowed IP addresses. How-
ever, security decreases if the VPN credentials are not well man-
aged. Similarly, ex-employees may have access to valid credentials

33 SINTEE, “FASIT". https://www.sintef.no/globalassets/project/kile_uk/fault-and-
supply-interruption-information-tool-fasit.pdf.

34 NVE, “Avbrotsstatistikk ~ 2016”.  http://publikasjoner.nve.no/rapport/2017/
rapport2017_43.pdf.
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after they leave their job,?> which they might exploit to launch at-
tacks remotely.

5.2.2. Exposure of meters and concentrators

Physical Exposure. AMI smart meters are located in a variety of
physical environments, e.g., they can be located inside or outside a
home or holiday cottage. If it is installed outside, it may be locked
in a box. However, for industries, meters are located inside a build-
ing. Concentrators are typically locked in a box and installed near
the substation. Meters and concentrators have physical ports (Eth-
ernet, USB interfaces) available (see Figure 4 on page 5). However,
these devices also have tamper detection mechanisms, which will
notify the utilities if the case enclosing the device is opened.

If smart grid devices (smart meters, concentrators) are unat-
tended, having access to physical ports like USB, serial ports, and
Ethernet, can result in compromised devices. There might be a re-
set button which might not be protected and when an attacker has
physical access to it, he might reset the device to factory settings
with default passwords. The access to the physical ports allows for
malware to be injected into the devices which would start report-
ing fake values to the concentrator. Also, if the concentrator is in-
fected, it can inject malicious programs into the smart meters.

Meters may store the consumption information, activity logs or
data about alarms. Stored data are not typically encrypted. By tak-
ing control over such data before being sent to the head-end sys-
tem, an attacker can alter or override values. An attacker can delete
data from the meter storage and prevent it from providing histori-
cal data.

IT Exposure. The concentrators typically have their own web
server for configuring them. If concentrators have a default ad-
ministrator password to sign in, these could be compromised. An
attacker might be able to change the configuration or disable the
concentrators by having access to such a web server. Therefore, it
is important to avoid default passwords on all devices; e.g., the Mi-
rai IoT bot exploited default passwords [49,50].

5.2.3. Exposure of communication channels

Cellular nnetworks. Head-end systems typically utilize the cel-
lular network to communicate with concentrators. There are ge-
ographical areas which do not have good coverage, several areas
still use 2G network for reporting values. 2G and 3G networks
are known to have security problems and are considered insecure
[51-53]. An attacker may be able to launch integrity attacks on
data flowing between concentrators and head-end systems. Simi-
larly, critical operations like firmware upgrades and updates of me-
ters and concentrators are performed via such insecure networks.
If the firmware is infected, the behaviour and outputs from the
device is no longer trustworthy. An attacker might exploit inse-
cure communication channels to eavesdrop or compromise other
devices.

Radio communication between meters and concentrators. Compro-
mising the communication channel (see Section 2.3.1) can disrupt
the data flow, resulting in the violation of availability of the de-
vices in the network. An attacker may introduce a fake node (a
fake meter) and try to communicate with other nodes to join the
network. If it is successful, this can then launch several attacks in
the radio network [54,55]. If unsuccessful, it still can launch denial
of service or denial of sleep attacks in the radio network which
might prevent crucial notifications, like alarms, to be sent to the
head-end system.

AMI components authenticate each other using authentication
keys. These keys are managed by a Key Management Service which

3 50% of Ex-Employees Can Still Access Corporate Apps. https://www.
darkreading.com/vulnerabilities---threats/50- - of-ex-employees- can-still-
access-corporate-apps/d/d-id/13296727?.
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resides within the perimeter of the head-end system. Meters and
concentrators are pre-registered in the key management server
along with their keys. Only nodes with a valid authentication key
are authorized to communicate. By gaining access to the encryp-
tion keys, an attacker may decrypt data flowing in the network.

5.3. Security requirements based on criteria

In the section above we discussed the physical and IT exposure
in order to point out the attack surfaces of the system components
(i.e., head-end systems, meters, concentrators, and communication
channels). Here we present how one would use the security crite-
ria from Section 4.2 as a guideline to derive security requirements
for the AMI system.

One could iterate through each security criteria and analyse the
system to make a list of relevant security functionalities for each
system component. When considering physical and environmen-
tal security, which deals with protecting the system components
from unauthorized physical access, a smart meter can be placed
inside a secured area such as inside a home, or in a public area but
enclosed in a box protected by a lock. In addition, a tamper pro-
tection mechanism also helps to secure such components. More-
over, disabling unused physical ports or making such ports un-
available without tampering with the device can increase security,
e.g., the reset-to-factory-setting button can be made inaccessible to
unauthorized persons. Similarly, transport encryption is necessary
to protect the data in transit, i.e., all sensitive information must
be encrypted on the network. Using TLS provides good encryption
mechanisms between distributed components. In addition, having
an end-to-end security mechanism is also important.

We use the security criteria of Section 4.2 to help us with
extracting security mechanisms for the system component under
consideration. Table 7 summarizes the correspondence between
security criteria and security mechanisms identified for meters and
concentrators.

6. Usability of Smart Grid Security Classes

Certifications, like Common Criteria (CC), are expensive [56],
even more so for IoT [57, Sec.ll], and takes a long time to ob-
tain, e.g., [58, p.4| report the need of 45.9 person-year to achieve
EAL7 for their micro-kernel of 8700 lines of C code. The Common
Criteria offers an assurance continuity mechanism which includes
re-evaluation and maintenance activities to handle changes in the
systems.>5 Though this approach takes less time and costs than the
original evaluation, these may still be a significant factor, e.g., fre-
quent patches or enhancements with major changes in the product
may lead to the invalidation of the certification of the new version
of the product and therefore being difficult to maintain over time
[59].

Security practices and criteria may vary among organizations
within the same domain, such as AMI, which makes it difficult
to attain consistency, repeatability and measurability in security.
Therefore, there is a need for common, affordable and practical
approaches towards security of smart grids. This idea is also
supported by DIGITALEUROPE and encourages common security
baselines with a common set of guidelines for security levels
and requirements®’. Another concern of DIGITALEUROPE is on IoT
security labelling in which the ever-changing threat landscape
provides a false sense of security to consumers, thus demanding

36 Common Criteria, “ASSURANCE CONTINUITY: CCRA REQUIREMENTS”. https://
www.commoncriteriaportal.org/files/operatingprocedures/2012-06-01.pdf.

37 Digital Europe, “DIGITALEUROPE's views on Cybersecurity Certification and La-
beling Schemes”. http://www.digitaleurope.org/DesktopModules/Bring2mind/DMX/
Download.aspx?Command=Core_Download&Entryld=2365.
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Table 7
Security criteria and protection mechanisms.

Criteria Security mechanisms

Data Encryption - data flowing between the wireless sensor nodes
should be encrypted

- data flowing towards the head-end systems should
be encrypted

- end-to-end encryption should be supported

use strong encryption algorithms

- credentials should not be exposed in the network

- sensitive stored data should be encrypted

Communication - components should be registered beforehand to be
and Connectivity able to join the network
Protection - restrict availability of services to the Internet

- use standard communication protocols
- denial of service protection
- disable unnecessary network ports
- web servers deployed inside concentrators should
not be accessible from  the Internet
Software/Firmware - devices should be easily updatable
Security - updates should be authenticated
update image files should be signed before updating
- update servers should be secured
Hardware-based - utilize TPM or similar security chips to store keys
Security Controls.
Access Control

devices should be authenticated and authorized in
order to join the network
- default and weak passwords should not be used
- disable remote access functionality if possible
- API requests should be authenticated and
authorized
- use established access control systems s.a., based
on roles or attributes d and standards like XACML
Cryptography - message integrity should be checked using

Techniques cryptographic keys
- secure key management
- secure bootstrapping
Physical and - tamper detection protection mechanism should be
Environmental implemented
Security - unnecessary physical ports should be disabled

- access to factory reset buttons should be restricted
- devices should be locked in a container with
authorized access
Monitoring and - activities and events in each device should at least
Analysis be logged locally
- logs should be sent securely to the head-end
system
- analyse logs in backend systems
- continuously monitor the network for unwanted
activities
- act on analysed data

a security labelling that is agile so to prevent this. Our approach
aims to address such concerns by establishing security baselines
using security criteria, aiming for dynamic certification in future
through automated assessment and updated security metrics.

Our Smart Grid Security Classification is compatible with the
established standards from ANSSI and ENISA, and therefore is
a step towards harmonization of cybersecurity in smart grids.
In this section, we discuss the stakeholders in smart grids to
whom the notion of security classes can be valuable and in what
way.

6.1. Regulatory and standardization bodies

Security classes are useful to explain a complex system in terms
of the security levels of the various components, the overall con-
nectivity, and impacts of attacks. This can be used to determine
appropriate security measures. Therefore, regulatory bodies can
use security classes to define security requirements for specific
systems. These can be enforced through regulations and verified
through a certification process that makes use of the methodology
that we defined.

In Norway, NVE is the legal authority for setting up regulations
related to the energy sector, and they provide guidelines on secu-
rity of AMI?®. However, it is difficult to verify whether the regula-
tions are properly met. Security Classes can help to define param-
eters, like how strong security is required for specific components
of smart grid systems. For example, if a Security Class of B was
required for AMI, then according to table 6, there are several op-
tions that can give a class B, i.e., Exposure 2 and Major, Moderate
or Minor impact, Exposure 3 and Minor impact, or Exposure 4 and
Insignificant impact. It is the responsibility of Utilities to decide on
how to reach class B.

6.2. Companies

Utilities can comply with the security class specified by regula-
tory bodies in order to maintain an appropriate security level. In
order to achieve the specified level in a class, they have to break
down the system into its components to evaluate the security at
components level, which then will be aggregated towards the sys-
tem level representing the overall security class of the system. In
this way, utilities can get insights into the security aspects of the
components in the system and recognize components that are pre-
venting from reaching the desired level. Thus, SGSC helps utilities
to make appropriate decisions in designing their system and se-
lecting appropriate equipment and technology from their vendors.
This is one main difference between our SGSC and certification
methods which are applied after a system is built (and often de-
ployed); SGSC is meant to be used at design time to help (using
automated tools and templates) to build secure critical infrastruc-
tures like AMI.

6.3. End users

Security classes provide end users a high level overview of the
security of a system. This allows to compare alternative systems,
thus helping end users to make informed decisions when select-
ing a secure system. The details of protection mechanisms and ex-
posure that a security class provides, can help end users (with
limited technical skills) understand the level of security of their
product (system) and can motivate them to avoid products with
weak security features. The guidelines provided by the security
class might also help end users to secure their system better, such
as by adjusting configuration parameters or replacing some of the
sub-components to avoid the weaker links in their system. Secu-
rity classes provide customers with a sense of security assurance
related to smart home systems, smart meters and other similar ar-
eas. Thus, the obligation to specify the security class would help
to enable transparency towards security between the vendors and
the end users, resulting in building trust relationships between the
two.

7. Related work

Research on DSOs’ current practices and challenges®® shows the
lack of security awareness and preparedness for cyber-attacks in
the smart grid systems [60]. Almost every aspect in the smart grid
has vulnerabilities, which is often the result of security risks that
already exist in the general IT environment [61]. Several studies
have been done to describe security issues in smart grid systems
[61-65]. For example, Brunschwiler [66] has performed a thorough
security analysis of the wireless M-bus and demonstrated several

38 NVE, “Guidelines for security of AMI". https://www.nve.no/Media/5525/
veiledertil-sikkerhet-i-ams.pdf.

39 Our ongoing project IoTSec.no is a large Norwegian project focusing on “Secu-
rity in IoT for Smart Grids”.
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Fig. 9. Conceptual model of appropriate security measures.

security vulnerabilities in its implementations in smart metering
infrastructures.

The ENISAs is working on standardization activities for secu-
rity in smart grids. One of their documents*? regarding certifica-
tion approaches for smart grids indicates the gaps where the har-
monization of security between the member states of European
Union is emphasised, supporting the idea of system level secu-
rity along with security and protection levels which are discussed
in the ISA99 standard. Since security is dynamic, its certification
should also be dynamic.

Another contribution of ENISA is on defining appropriate se-
curity measures for smart grids*'. They have suggested ten dif-
ferent domains (new domains can be added) which need to be
labelled with sophistication levels between one and three, repre-
senting how much the security goals have been achieved. Figure 9
describes the conceptual model for defining security measures
as a matrix in which rows represent sophistication levels and
the columns represent the domains. The measures/practices have
been inherited from the major standards on cybersecurity, mainly
ISO/IEC and NIST. To reach the targeted sophistication level, certain
requirements have to be addressed and at the same time, evidence
to verify the fulfilment of each requirement should be provided
(mostly through documentation). ENISAs also defines a list of secu-
rity measures for each domain. The ENISAs sophistication level is
similar to our protection level where in our case each level speci-
fies the adequate security functionality needed in order to reach a
given level. Our methodology combines the impact of a successful
attack with the protection level and connectivity in order to iden-
tify the security class of a system. Therefore, we go further than
ENISAs and provide the methodology to evaluate the security mea-
sures for a security class looking at individual sub-components and
then aggregating to the whole system.

40 ENISA document nr. 9789292041014, December 2014, on Smart grid security
certification in Europe http://www.enisa.europa.eu/activities/Resilience-and-CIIP/
critical-infrastructure-and-services/smart-grids-and-smart-metering/
smart-grid-security- certification/smart- grid- security- certification-in-europe.

41 ENISA's “Appropriate security measures for smart grids”, Dec.2012.

64

7.1. Security metrics

Common Vulnerability Scoring System (CVSS)*? is a widely
adopted framework to provide the vulnerability and severity scores
for a given software. The CVSSs vulnerability score is scaled be-
tween 0 and 10 where 10 is the maximum score for a most serious
vulnerability. It provides three types of scores: Base Score, Tempo-
ral Score and Environmental Score. The Base Score is set by the
vendors and remains the same over the time and user environ-
ment. The Temporal Score changes with time, whereas the Envi-
ronmental Score depends on the users’ environment. When a vul-
nerability is discovered, the CVSSs score helps to rank it on the
basis of its severity so that the patches can be prioritized. CVSSs
can be one of the attributes in our SGSC for describing the secu-
rity of a system, but unpatched vulnerabilities dramatically lower
the security of a system.

The work of Thomas et al. [67] proposes a security metric called
FUM, which ranks the performance of device manufacturers and
network operators on the basis of security updates and exposures
to vulnerabilities that exist on the devices. However, the FUM score
is very dynamic and needs recalculation whenever any of the de-
vices receive updates, which might not always be feasible. Also,
being updated does not always mean freedom from vulnerabilities
because new unknown vulnerabilities may be introduced. This ap-
proach is limited to updates and vulnerabilities, however, in SGSC
we are interested in incorporating updates and vulnerabilities to-
gether with protection mechanisms and impacts.

A “Framework for Smart Grid Cybersecurity Exposure Analysis
and Evaluation” was proposed in [68] to compute exposure for a
smart grid system based on access graphs. In that article, exposure
is the result of computing the shortest path of an attacker to the
target component. The basis of exposure calculation of Hahn and
Govindarasu [68] uses subjective weights to capture the required
strength in order to launch an attack. However, the work does not
consider security mechanisms when evaluating the exposure. Usu-
ally, the strength of an attack depends on several factors like skills
and privileges of an attacker, applied security mechanisms, cyber-
security policy of an organization, etc. This makes it difficult to
model the exposure because there are many unknown variables in
the model [68].

The subsequent work Hahn and Govindarasu [69] attempts to
define an exposure metric and a methodology to compute it. They
also evaluate usability through simulations of smart grid systems
and claim that their methods can be integrated with NIST’s Risk
Management Framework. The methodology involves three steps:
Risk Identification, Exposure Graph Development, and Exposure
Evaluation. The method attempts to analyse exposure paths by de-
termining the points that are exposed and whether they are pro-
tected/unprotected. However, the method does not allow inputs on
the strength or weakness of the security mechanism. The authors
claim that if the security mechanism has vulnerability, then the
exposure graph needs to be reconstructed, but do not explain how
to actually do that. According to their methodology, one could al-
ways get the same value. Throughout all the examples of Hahn
and Govindarasu [69], the value of effort is taken as 1, which is
not practical in the real world. Different security mechanisms may
have different strengths, which result in different amounts of ef-
fort required for a successful attack. The effort depends also on
the type and skill level of attackers. This method gives the paths
through which attacks are possible if the attacker is able to bypass
the security mechanism. However, it does not make any difference
between weak and strong security mechanisms.

42 FIRST Common Vulnerability Scoring System v3.0, Sep. 2017, https://www.first.
org/cvss/specification-document.
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7.2. Information classification

The UK Government Security Classification®® is a guideline to
be applied consistently throughout the government bodies, which
defines an impact-based classification of security for information
assets as three different levels: Official, Secret, and Top Secret. The
Official class includes the information created and processed by
public sectors. This class represents the components having a low
threat profile. Similarly, Secret refers to the sensitive information
that have higher threat profile. Finally, the Top Secret class com-
prises of the most sensitive information and requires the highest
level of protection, having the highest threat profile. The impact
of compromising such information could result in loss of several
lives and could threaten the security or economic well-being of the
country or allies. In our case, we look at ICT systems and subdi-
vide them into components when calculating their security class,
whereas the information assets are not in our focus. We do con-
sider the above standard when data is involved.

Similarly, the NIST standard “FIPS PUB 199" [28] presents a gen-
eralised format for expressing the security category of an informa-
tion system. The security category is based on impacts and does not
mention the structure of the network or exposures. The security
category is expressed as:

SC(information system) = {(confidentiality, impact),

(integrity, impact),
(availability, impact)}.

This categorisation is too general to be readily applicable in the
context of complex systems as it only gives the degree of potential
impact on confidentiality, integrity, and availability, without con-
sideration to its accessibility or exposure.

7.3. Risk analysis

Categorisation of risks and how to handle them is normally
done via specialised Risk Assessment methodologies or frame-
works, most of them typically being based on ISO 31000 and
ISO/IEC 27005 [2]. ISO 31000 provides the generic guidelines
for how to conduct risk management with no specific domain
or industry in target. ISO/IEC 27005 is based on ISO 31000 but
it provides guidelines specifically for Information Systems. Risk
assessment is a multidisciplinary process which typically has the
following steps: (1) Establishment of context; (2) Risk Identifica-
tion; (3) Risk Analysis; (4) Risk Evaluation; (5) Counter Measures.
See Figure 10 for details.

In the risk analysis step the likelihood, impacts and other pa-
rameters are associated. In other words, it is a planned process
which is followed in order to find possible breaches into a system,
take into consideration the relevant ones, and devise the plan to
fix them. Examples of risk assessment frameworks include CORAS
[70], EBIOS* from ANSSI*°, TVRA“® from ETSI*’, FAIR [71], OC-
TAVE [3]. Our security classification methodology involves the task
of identifying subsystems and components, which is quite similar

4 UK Government Cabinet Office guidelines for Government Security Clas-
sifications  from  April 2014 https://www.gov.uk/government/publications/
government-security-classifications.

44 ENISA, “EBIOS”. https://www.enisa.europa.eu/topics/threat-risk-management/
risk-management/current-risk/risk-management-inventory/rm-ra- methods/
m_ebios.html.

45 https://www.ssi.gouv.fr/.

46 ETSI Technical Specification “ETSI TS 102 165-1: Method and proforma for
Threat, Vulnerability, Risk Analysis (TVRA)", 2017. https://www.etsi.org/deliver/etsi_ts/
102100_102199/10216501/05.02.03_60/ts_10216501v050203p.pdf.

47 The European Telecommunications Standards Institute’s (ETSI) Smart Grid Tech-
nical Committee: https://www.etsi.org/technologies/internet-of-things/smart-grids
and Smart Metering TC.
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to context establishment. We also perform impact analysis, how-
ever, we do not involve likelihoods as a part of our methodology.
We rather use exposure and impact to determine the security class,
and even if an attack is less likely it still needs to be treated if the
impact is significant.

7.4. Security classification for IT systems

Another attempt for Security Classification of Complex System
is made by ANSSI (French Government)!®, which aims to stan-
dardise the method of classification of control systems for cyber-
security. Based on various security parameters, general guidelines
are proposed for determining the security class of a control sys-
tem. The ANSSI method proposes to use as basis an established
Risk Analysis Method (e.g. EBIOS). The ANSSI classification method
is developed specifically for Industrial Control Systems (ICS). The
ANSSI method is the closest to our desires stated in the intro-
duction. ANSSI is already seen as a standard for performing secu-
rity classification for industrial control systems, and as such, our
desired method for doing security classification for smart grids
should conform with (maybe refine or extend) the ANSSI proposal.

We thus adopt the ANSSI standard as the basis for our work.
This method has simple steps and parameters to compute the se-
curity of ICSs. However, the method of computing the exposure of
a system does not fit the smart grid infrastructure. We extend this
method to not only be based on the complexity of the system, but
also on several other factors like physical access, network architec-
ture, number of devices, open ports.
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8. Conclusions and further work

We presented the AMI topology of Norway and discussed the
security state of Advanced Metering Infrastructures based on one
existing system. AMI system components are distributed in het-
erogeneous environments, and communicate with each other us-
ing various technologies, as detailed in Section 2.2. We have ar-
gued for the need for a security classification framework that is
not attack-centric, but instead would determine the security class
that a system belongs to based on measurable aspects of the sub-
components of the system and their security functionalities used
to protect the various exposure aspects of the (sub)system. Our ar-
guments have been based on our practical experience and on the
related work that we presented in Section 7, ending up building
our proposed SGSC methodology on the general ANSSI standard
presented in Section 3. The particular usefulness of our approach
has been spelt out in Section 6. Moreover, our methodology does
not rule out the applicability and usefulness of existing traditional
risk assessment methods; in fact, it is compatible with them, es-
pecially with the ANSSI standard.

We have thus developed a security classification method in
Section 4, called SGSC, specifically focusing on details from smart
grid systems. We discussed in detail in Section 5 the applicability
of our method to an existing AMI infrastructure being deployed in
Norway.

Tool support for future work

Even if the method presented in this paper is more detailed
than the ones that we base on, we still do not achieve enough
automation, and still rely on experts, like most classification meth-
ods do. It is however, our current work to provide a tool imple-
mentation of the current method which would help a non-expert
in doing assessments (to some degree). We are working with Goal
Structuring Notation (GSN) as implemented in the NOR-STA tool.
The Goal Structuring Notation [72] is the standard maintained by
the Assurance Case Working Group*® aiming to provide a struc-
tured way to explicitly present arguments. NOR-STA is a web-based
tool developed at Gdansk University of Technology [73] for logi-
cally structuring arguments complaint with OMG Argument Meta-
model. The methodology used in NOR-STA is based on Toulmin’s
argument model [74]. By implementing our methodology in this
way the one applying it would be guided on gathering justifi-
cations and evidence to support claims and argument strategies
made part of the SGSC methodology. However, even with this guid-
ing, the expert would need to provide the evidence manually, like
scoring various encryption algorithms, or evaluating the impor-
tance of a sub-component or the usage of a protection mechanism.

As future work, we focus on identifying existing methods for
automatically computing scores for various aspects of both expo-
sure (like existing vulnerabilities in communication protocols and
their scores) and for respective protection mechanisms. Such au-
tomated tools aim to help the security analyst by providing initial
security labels/scores which then are propagated (i.e., combined)
to the system level with methods like the Multi-Metrics approach
of Refs. [29-31].
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Abstract. Internet of Things (IoT) is a growing field and its use in home
automation is no exception. However, the end users lack security aware-
ness whereas the system designers lack the incentives for building secure
IoT systems. To address this challenge, we propose the notion of security
classes to assess and present the security of complex IoT systems both
for the users and for developers. Furthermore, regulatory bodies can use
our security classification method as a reference to derive requirements
for adequate security. This paper extends the previous security classifi-
cation methodology towards Smart Home Energy Management Systems
(SHEMS). We demonstrate its applicability by performing a systematic
security classification assessment of an industrial SHEMS. Results show
that the use of security classes can give a good indication of security
status and guidance to improve the security of IoT system.

Keywords: Security Classification, Exposure, Security assessment, Cy-
bersecurity, Smart home, IoT

1 Introduction

The proliferation of IoT has created new transformative opportunities s.a. ob-
served with smart homes [1,14]. Today, the applications inside smart homes
are more than luxury, where, e.g., energy management systems can enable effi-
cient utilization of energy [4]. Industrial IoT providers are normally concerned
with the development of functionalities, creating a range of communication and
sensing capabilities integrated into small devices. However, security and privacy
have been a major concern, which often hinders a wider adoption of IoT systems.

This paper is an extension of our previous work [12] where we introduced a
general security classification methodology for smart grid systems. In this paper,
we extend the security classes with details regarding connectivity classes and
protection mechanisms suitable for Smart Home Energy Management Systems
(SHEMS) and show the application of our approach to an existing commercial
system. One motivation of the present work is to help companies to improve
and maintain IoT security of their products guided by security classes and the
protection mechanisms that they specify.

‘We describe in Section 2, the reference architecture for SHEMS that we fol-
low, and briefly introduce the system from our case study. Our main contribution
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is presented in Section 3 where we extend the security classification method to-
wards SHEMS. We show the application of this new methodology in Section 4
using a case study of existing SHEMS from Develco Products.

2 A Commercial Home Energy Management System

A SHEMS is a smart home system dedicated to saving energy by monitoring
and managing electrical appliances, which may include load, storage, or genera-
tion resources [6,7,15]. Functional modules of SHEMS may include monitoring,
logging, control, management, or alarm services [15]. Ghirardello et al. [5] sum-
marize a smart home reference architecture (see Fig. 1) by integrating three
different viewpoints: functional, physical, and communication. Based on this ar-
chitecture, we describe the major components of smart home systems as below.

IoT Devices. These have as primary functions [5] to sense the environment,
transfer data, and receive commands. As such, these have communication
capabilities and may be able to interact with other components of the Home
Area Network (HAN) such as IoT hubs, residential gateways, or other IoT
devices. In SHEMS, IoT devices may include metering (and sensing) devices
and controllable loads.

IoT Hub. It acts as a central controller of IoT devices as well as a bridge be-
tween these and the backend system. Sensor data is reported to the IoT
hub, which translates and sends it to the backend system. Similarly, the IoT
hub may receive control commands, which it can relay to the intended devi-
ces. Opposed to IoT devices, the IoT hub has considerably more computing
capability and can make decisions to manage and control the IoT devices.

Residential Gateway. It is a bridge to connect IoT devices to the Internet
[5], i.e., between the HAN and the Wide Area Networks (WAN). In some
systems, a gateway may act as an IoT hub or vice versa.

Communication Channels. A SHEMS consists of two types of networks:
HAN and WAN. The HAN is formed of the sensors and the IoT hub, and
utilize wireless communication links s.a. Zigbhee, Z-Wave, Wireless M-Bus,
Thread [3,5]. The IoT hub and devices may also utilize Wi-Fi or Ethernet
to connect with the residential gateway. In a WAN, a SHEMS typically uti-
lizes home internet provided by internet subscribers or cellular networks to
communicate with the backend system.

loT
Device /" Radio.
loT Radio
Device

Backend

Wi-Fi/Ethernet

Residential
Gateway

Fig. 1: Smart Home System Architecture.

loT Gateway
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Backend System. It is a centralized component, which manages several smart
homes, and resides remotely, communicating with the IoT hub through the
Internet and performing storage, monitoring, and control functionalities of
IoT devices. Backend systems provide an interface to external applications
through APIs, enabling communications with SHEMS [14].

Application and Network Data. The network data includes mainly infor-
mation related to connectivity, whereas application data are those which
actually have business value and include meter values, commands for con-
trolling devices, log data, firmware image files, etc. Metered values are pro-
duced by IoT devices and sent to the IoT hub, which further sends these to
the backend systems for storage and analysis. On the other hand, control
commands are received by the IoT hub from the backend system and then
sent to the IoT devices for execution.

We apply our security classification to the commercial smart home solution
offered by E2U Systems AS, who use hardware provided by Develco Products and
implement customized software solutions for smart homes. The Develco Products
offer an IoT hub (called Squid.link gateway) and a variety of IoT devices such
as smart plugs, sensors, alarms, meter interfaces, etc. The IoT hub is able to
act as a residential gateway using the cellular network, and it also provides
an Ethernet and a WLAN interface for Internet connection as well as a USB
interface for plugging in 3G/4G dongles. The Squid.link gateway is a modular
platform capable of bridging multiple wireless platforms, like Zigbee, Z-wave,
Wireless M-Bus, in the HAN network. The wireless module on the main board
of the IoT gateway communicates with the CPU using the Smart AMM protocol,
which is the proprietary protocol that also facilitates communication between
gateways and the backend system.

3 Extended Security Classification Method

The Smart Grid Security Classification (SGSC) methodology [12] is based on the
ANSSI classification method [2]. However, instead of estimating the exposure
based on the complexity of the system and attacker model (as in ANSSI), the
SGSC combines the connectivity (which captures the surface of a system exposed
to attacks) with protection (which describes the mechanisms of the system used
to protect various part of the connectivity surface). Figure 2 summarises how
a security class would then be computed. The computation first looks at the
components of the system and then aggregates the results upwards until reaching
the full system. Notably, the SGSC does not focus on attackers, as classical risk-
based methods do, but is concerned instead with how a system can be securely
built from the design phase. The benefit is that the SGSC helps system designers
to choose the best security functionalities to meet their goal security class.
We consider two types of exposures: IT Exposure and Physical Exposure.
For both, we evaluate the connectivity into one of five levels as follows:
C1 : Includes completely closed/isolated systems.
C2 : Includes the system with wired Local Area Network and does not permit
any operations from outside the network.
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Fig. 2: Methodology of computing a security class [12] (Impact is as in ANSSI).

Security Class

Table 1: Calculations of (a) Exposure Levels and (b) Security Classes
Catastrophic

Moderate

Insignificant

Protection/ | C1|C2 | C3| C4 | C5
Connectivity Exposure

C3 : Includes all C2 systems that also use wireless technologies.

C4 : Includes the system with private or leased infrastructure, which may permit
remote operations (e.g., VPN, APN, etc).

C5 : Includes distributed systems with public infrastructure, i.e., like the C4
category except that the communication infrastructure is public.

We have defined Protection Levels (P) to capture the strength of security
functionality implemented in a system. Protection Levels have been inspired by
the Safety Integrity Levels (SIL) [10]. Instead of the attacker model, we consider
the connectivity of the system when setting the required security mechanisms.
Each security mechanism possesses a different strength level which can be ranked.
We have defined five protection levels, where P1 represents no protection and P5
represents the strongest protection mechanisms. Table 1(a) shows the evaluation
of exposure level from connectivity and protection level. The evaluation of the
protection level is conducted by security experts.

In [12] we have not considered protection mechanisms in detail (the same as
how standards like ANSSI also do). In this paper, we detail this important part

Table 2: Referred sources for the construction of security criteria.

Protection Criteria Source

Data Encryption ISO 27002, OWASP, ETSI
Communication and Connectivity Protection |IIC, ISO 27002, ETSI
Software/Firmware Security ISO 27002, OWASP, ETSI
Hardware-based Security Controls CSA

Access Control 1SO 27002, OWASP, IIC, CSA, ETSI
Cryptography Techniques IIC, ISO 27002

Physical and Environmental Security ISO 27002, OWASP, CSA
Monitoring and Analysis 1SO 27002, OWASP, IIC, CSA, ETSI
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of our SGSC by ranking various security functionalities, focusing on our SHEMS
application domain. Table 2 lists classes of functionalities.

We extend [12] by extracting the security criteria for evaluating protection
levels based on the following standards and best practices:
ISO 27002 which however does not cover the IoT systems;
CSA the IoT Working Group of the Cloud Security Alliance;
IIC the Industrial Internet of Things Volume G4 Security Framework;
OWASP “IoT Security Guidance”; and
ETSI TS 103 645 “Cyber Security for Consumer Internet of Things”.

We detail further the security criteria with security functionalities inspired by
the IoT Security Compliance Framework proposed by IoT Security Foundation
(IoTSF), which is in the form of a checklist. Table 3 shows the mapping of
security criteria to security functionalities and protection level.

4 Applying the Security Classification to SHEMS

The SHEMS in our case complies with the reference architecture from Section 2
and consists of a centralized IoT hub and smart plugs connected to controllable
loads s.a. water heater, air conditioner, floor heating, etc. For simplicity, we do
not include the storage batteries that can act as both load and generation device.
We first identify the criticality (Impacts) of successful cyberattacks on SHEMS.

Safety. Leakage of data from SHEMS may disclose the presence of people inside
their house, which may result in burglary or worst. Moreover, residents may
feel unsafe (reducing trust in SHEMS) if they realize they are being watched.

Grid imbalance. During the execution of a demand response program, devices
that utilize higher energy are turned off to shave the peaks. If an attacker can
switch on/off a large number of loads, these may use unexpected amounts
of energy that may destabilize the grid [8,13].

Increased electricity bills. Compromising SHEMS may result in equipment
being switched on without authorized persons noticing.

Privacy. Data from SHEMS can be privacy sensitive, e.g., [9] have demonstra-
ted that mere high-frequency consumption data can be exploited to derive
private information s.a. number of people in the house, sleep routines, the
presence of babies at home, etc. Compromised SHEMS data may contain
even more detailed information. Stealing such data may result in the expo-
sure of personal habits of the residents, which may impact social reputation.

Agents for other cyberattacks. Typically, smart home gateways have con-
nectivity to the Internet. A compromised gateway may act as a bot to launch
several other attacks.

Among the aforementioned impacts, grid imbalance and agents for other cy-
berattacks can be considered as major impacts as these may result in blackouts
and damage of physical infrastructures. The remaining impacts could be consi-
dered moderate or minor.

‘We limit the presentation of the application of security classification only
to Application and Network Data, in particular, we assess the Command and
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Table 3: Protection Level Requirements

Disable remote access functionality

Access Control |Only authorized devices can join the network
Default and weak passwords should not be used
Secure bootstrapping

Secure key generation

Cryptography [Secure key storage

Techniques Secure key distribution

Secure key rotation

Message integrity

Tamper resistance

Physical and Minimal physical ports available

Environmental |Physical security of connections

Protection Ability to disable external ports and only minimal <

Pr?tec.tmn Security Functionality P5/P4|P3|P2
Criteria
Encryption of data between system components X [x |x |x
Strong encryption mechanism X [x |x
Data Credentials should not be exposed in the network [x [x |[x
Encryption End-to-end encryption X |x
Should not use custom encryption algorithms X |x
Sensitive stored data should be encrypted X |x
Communication |Have a minimal number of network ports open X |x |x
and Devices should not be accessible from the Internet |x |x |x
Connectivity Only authorized components can join the network |x [x |x
Protection Use only standard communication protocol X |x
Updatability of device firmware X |x
Software Updatability of the operating system X |x
/Firmware Automatic updates available X |x
Security Encryption of update files X |x
Signing update files before installing x |x
Hardware- Using Trusted Platform Modules (TPM) X |x
based Use of Memory Protection Units (MPUs) X |x
Security Incorporate Physically Unclonable Functions X |x
Controls Use of Cryptographic Modules X |x
X
X
X
X
X
X
X
X
X
X
X
X

S B -
"

ports enabled x

Only authorized physical access X |x |x
Monitoring Monitoring system components X |x
and Analysis of monitored data X |x
Analysis Act on analysed data X

Control (C&C) for a demand response program, which is one of the most critical
components of SHEMS. We apply the classification method in two scenarios.

Scenario I: Centralized Control. In this scenario, Distribution System Ope-
rators (DSO) have an agreement with consumers to control the SHEMS applian-
ces to properly manage peaks of energy demand. In our system, each controllable
device is plugged into the corresponding smart plug and depending on the de-
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vice and their maximum effect, rules for controlling them are defined, e.g., a
water heater with a maximum capacity 3kW can be controlled only between
8:00 AM to 6:00 PM during weekdays, and once turned off, it cannot be turned
on for minimum 15 minutes. The DSOs forecast the energy demand in advance
and if reductions are needed at given times, DSOs optimally select the devices
to be turned off for a given duration to meet the goal of targeted reduction of
consumption and control commands are sent to the selected devices.

Class Evaluation. The connectivity between the IoT device and the hub is C3
(cf. Section 3) and between the hub and the backend system is C5. If an attacker
is able to manipulate the device control only inside the HAN (C3), the impact is
only Minor. However, if an attacker is able to trigger or manipulate the message
for the demand control program from the backend (C5), several devices can be
turned off, resulting in grid imbalance as discussed above. As a result, for this
scenario, we evaluate the overall impact as Major.

To evaluate the security class, we first select the relevant security criteria for
C&C as Data Encryption, Communication and Connectivity Protection, Access
Control, and Monitoring and Analysis. We then evaluate the protection level
based on the strength of the security functionalities in the selected criteria. Due
to space limitations, we do not discuss here our specific evaluations, but provide
details in the technical report [11]. Using Table 3 we assign the overall protection
level P4.

Using Table 1(a) we determine from the computed values of connectivity
(C5) and protection level (P4), the exposure E3. Using Table 1(b) we get the
class D (Impact Major and Exposure E3), which is a poor score not suitable for
SHEMS. To improve the security class, Table 1(b) indicates that either exposure
or impacts need to be reduced. Similarly, exposure can be reduced either by
increasing the protection level or by reducing the connectivity, cf. Table 1(a).

Scenario II: Edge Control. In this scenario, the control signals are sent by the
ToT hub autonomously, based on the time of peak demand or price of electricity,
and thresholds set by the end-user. Users can also set priorities for the devices
that need to be controlled and rules to decide e.g., when and how long the devices
can be controlled. Thresholds and rules can also be persisted in the IoT gateway
so to control the devices without requiring interaction with the backend.

Class Evaluation. Similarly, if an attacker can manipulate the control message
within the HAN network (C3), the impact is considered as Minor. However, since
there is no flow of commands from the backend system, an attacker cannot influ-
ence many devices on a large scale. Since there are no changes in the protection
mechanisms, we can consider it as P4. Moreover, using Table 1(a), we obtain
the Exposure E2 and using Table 1(b) we computed the security class as A.

The analyses of scenario I and IT showed that by moving from the centralized
control to the edge control for the demand control functionality, the security
class of the demand control is significantly improved from class D to class A. In
addition, scenario IT may even be more efficient and have lower latency because
the trigger of device control initiates locally rather than from the backend system
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to several IoT devices. Such improvements in the design of IoT systems should
be considered to improve the security of the overall system.

5 Conclusion and Further Work

‘We present the security classification methodology extended with details regar-
ding security functionalities relevant for SHEMS. We have applied this metho-
dology to the commercial SHEMS from our collaborators E2U, and presented in
this paper how we performed the assessment of the component for control and
command of the SHEMS within demand and response programs. We have first
evaluated the security class of the C&C for a centralized control architecture
and then saw that the classification methodology can give indications of the
possible changes in the design of the system to improve the security class (as
in our second scenario). Further work can focus on aggregation mechanisms for
calculating the overall system security class from its components.
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Abstract

Internet of Things (IoT) is a growing field and its use in home automation is one of
the dominating application areas. The heterogeneity and limited capacity of storage and
processing power make the security of IoT systems challenging. Besides, the end users
lack security awareness and the system designers lack the incentives for building secure
[oT systems. To address this challenge, we propose the notion of security classes to assess
and present the security of complex IoT systems both for the end users and for developers.
Furthermore, regulatory bodies can use our security classification method as a reference
to derive requirements for adequate security. This report presents a security classification
methodology and extends it for the Smart Home Energy Management Systems (SHEMS).
We demonstrate its applicability by performing a systematic security classification as-
sessment of an industrial SHEMS. Results show that the use of security classes is a good
indication of the level of security, as well as a guide to improve the security of IoT systems.

This technical report is a long version of the conference paper [28].
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1 Introduction

The proliferation of the Internet of Things (IoT) has created new transformative opportunities.
One good example can be observed within smart homes [2,31]. Aldrich defines the concept
of smart homes as “a residence equipped with computing and information technology which
anticipates and responds to the needs of the occupants, working to promote their comfort,
convenience, security and entertainment through the management of technology within the
home and connections to the world beyond” [2]. Today, the applications inside smart homes
are more than luxury, where, e.g., energy management systems can enable efficient utilization
of energy [14]. Modern smart home systems are composed of several sensors and actuators that
communicate with a central hub called gateway, which might connect the sensor network to a
cloud system.

Industrial IoT providers are usually driven by the development of functionalities, creating a
range of communication and sensing capabilities integrated into small devices. However, from
the customer’s point of view, security and privacy has been a major concern, and often hinders
a wider adoption of IoT systems. According to Symantec’s Internet Security Threat Report
(ISTR) 2018, the number of cyberattacks on IoT devices has increased by 600% between the
years 2016 and 2017.! This is an indication that current security practices need to evolve to fit
IoT systems, which is formed by the integration between several heterogeneous components.

This report is an exemplification and enhancement of our previous work [29] where we
have introduced a general security classification methodology for smart grid systems and Ad-
vanced Metering Infrastructures (AMI). In this report, we extend the security classes with
details regarding connectivity classes and protection mechanisms suitable for Smart Home En-
ergy Management Systems (SHEMS) and show the application of our approach to an existing
commercial system from one of our partner companies E2U Systems AS. One motivation of
the present work is to help companies to improve and maintain IoT security of their products
guided by security classes and the protection mechanisms that they specify.

We describe in Section 2, the reference architecture for SHEMS that we follow, and briefly
introduce the system from our case study. We also describe the major communication standards
used in SHEMS. Our main contribution is presented in Section 3 where we extend the security
classification method towards SHEMS. We show the application of this new methodology in
Section 4 using a case study of existing SHEMS from Develco Products. We consider two
alternatives for device control mechanism for demand response activities and evaluate their
class to illustrate the applicability of security class methodology. Section 5 concludes our work
with an overview of future work.

2 A Commercial Home Energy Management System

This section provides a brief overview of typical smart home systems describing its components.
Next, we take a real example of one of the smart home solution provided by Develco Products
and describe its architecture and how such systems are being used to provide practical solutions
in the industry. The main goal is to develop a certification scheme which can be used also
internally within an IoT company to specify baseline security requirements and maintain the
security level over time.

tSymantec Corporation, “Internet Security Threat Report(ISTR), Volume 237,
https://www.symantec.com/content /dam /symantec/docs /reports/istr-23-2018-en.pdf.
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2.1 SHEMS Reference Architecture

A SHEMS is a smart home system dedicated to saving energy by monitoring and managing
electrical appliances, which may include load, storage, or generation resources [19,20,32]. Heat
pumps are typical examples of load resources. Similarly, car batteries and solar panels are
examples of storage and generation resources respectively. Functional modules of SHEMS
may include monitoring, logging, control, management, or alarm services [32]. Ghirardello
et al. [16] summarize a smart home reference architecture (see Fig. 1) by integrating three
different viewpoints: (i) functional viewpoint, (ii) physical viewpoint, and (iii) communication
viewpoint. The functional viewpoint focuses on the functionality of the IoT network in a smart
home environment. Similarly, the physical viewpoint is concerned with the physical components
involved to meet the functionality. The communication viewpoint focuses on the communication
technology that enables interactions between the physical components. Thus, this framework
gives an overview of the physical components and the interactions between them.

Based on this architecture, we describe the major components of smart home systems below.

loT

Device /) Radio.
loT Gateway
loT Radio

Device

Residential

Backend
Gateway

Wi-Fi/Ethernet—>{

Figure 1: Smart Home System Architecture.

A SHEMS consists of IoT devices, IoT Hubs, residential gateways, clients (including smart-
phones, tablets, computers and software applications to utilize the services to the consumers),
communication channels, backend systems, and Application and Network Data (AND). These
components utilize wired or wireless communication channels to communicate with the cloud,
as depicted in Figure 1.

IoT Devices. These have as primary functions [16] to sense the environment, transfer data,
and receive commands. As such, these have communication capabilities and may be
able to interact with other components of the Home Area Network (HAN) such as IoT
hubs, residential gateways, or other IoT devices. In SHEMS, IoT devices may include
metering (and sensing) devices and controllable loads. Some examples of smart home
devices include humidity sensors, heat alarms, motion sensors, meter interfaces, smoke
detectors, window-sensors, thermostats, smart plugs and light dimmers.

TIoT Hub. It acts as a central controller of IoT devices as well as a bridge between these and
the backend system. Sensor data are reported to the IoT hub, which translates and sends
them to the backend system. Similarly, the IoT hub may receive control commands,
which it can relay to the intended devices. Opposed to IoT devices, the IoT hub has
considerably more computing capability and can make decisions to manage and control
the IoT devices.

Residential Gateway. The smart home gateway connects sensors and actuators to the back-
end system through the Internet. In other words, it is a bridge between the HAN and
the Wide Area Networks (WAN). Quite often an IoT hub and residential gateway func-
tionalities are integrated into one device.

83



Communication Channels. A SHEMS consists of two types of networks: HAN and WAN.
The HAN is formed of the sensors and the IoT hub, and utilize wireless communication
links such as Zigbee, Z-Wave, Wireless M-Bus, Thread [9,16]. The IoT hub and devices
may also utilize Wi-Fi or Ethernet to connect with the residential gateway. In a WAN,
a SHEMS typically utilizes home internet provided by internet subscribers or cellular
networks to communicate with the backend system.

Backend System. It is a centralized component, which manages several smart homes, and
resides remotely, communicating with the IoT hub through the Internet and performing
storage, monitoring, and control functionalities of IoT devices. Backend systems pro-
vide an interface to external applications through APIs, enabling communications with
SHEMS [31].

Application and Network Data. The network data includes mainly information related to
connectivity, whereas application data are those which actually have business value and
include meter values, commands for controlling devices, log data, firmware image files,
etc. Metered values are produced by IoT devices and sent to the IoT hub, which further
sends these to the backend systems for storage and analysis. On the other hand, control
commands are received by the IoT hub from the backend system and then sent to the
IoT devices for execution.

2.2 Major Communication Standards

Here we describe three major communication standards used in Commercial SHEMS for HAN.

2.2.1 Zigbee

Zigbee is a low-cost, lower-power consuming, two-way wireless communication standard from
Zigbee Alliance. It enhances the IEEE 802.15.4 standard by using the Network layer and
Application layer to define additional communication features. It uses the open trust model
where each network layer in the protocol stack trusts each other. There are three types of
nodes in a Zigbee network: coordinator, router, and end-device. A Zigbee network has only
one coordinator and acts as a parent of all the nodes in the network. A coordinator allows
other nodes to join the network by selecting an appropriate channel, frequency, and PAN id of
the network. A router node is used to route traffic between different nodes. However, an end
device does not route any traffic, as it simply sends or receives messages from a router or a
coordinator.

Zigbee devices provide access control, data encryption, data integrity, and replay protection
[11]. A Zigbee network supports three types of encryption keys: master key, network key, and
the link key. A master key is generally used for exchanging link keys. Master keys are usually
pre-installed, whereas some systems may have a key-load mechanism where a dedicate key-load
key (derived from link key) is used to protect the master key during transport from the trust
center to the device in the network. Zigbee uses AES (Advanced Encryption Standard) 128-bit
encryption for exchanging messages.

To simplify the interoperability of devices, Zigbee provides, by design, the same security
level for all devices in all the layers in the network [3]. Therefore, if there is one device in the
network that does not support a higher level of security, then the security of the whole network
is downgraded to a lower level of security. To overcome this issue, either critical devices should
have a separate network or all devices in the network should support the required level of
security. Table 1 shows security levels available for network and application layers in Zigbee.
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Table 1: Security Levels in Zigbee Network and Application Layers [3]
Frame Integrity
(length M of

Security

Level ASt(teEiLgllltt};s Engatiion Message Integrity Code

Identifier P (MIC), in Number of
Octets)

0x00 None OFF O (M=0)

0x01 MIC-32 OFF YES(M 4)

0x02 MIC-64 OFF YES(M=8)

0x03 MIC-128 OFF YES(M=16)

0x04 ENC ON NO

0x05 ENC-MIC-32 ON YES(M=4)

0x06 ENC-MIC-64 ON YES(M=8)

0x07 ENC-MIC-128 ON YES(M=16)

Though Zigbee offers strong encryption mechanisms, failing to protect the keys may result
in security breaches [11]. Replay protection is based on the frame counter; if the latest counter
is less than the last received counter, the message is ignored. An attacker could modify the
message by increasing the counter [13] and then launch replay attacks. Proper key management,
tamper resistance/detection and replay protection mechanisms can elevate security in Zighee
networks [12,13,33].

2.2.2 Z-Wave

Z-Wave is based on the G.9959 specification from ITU which specifies the Physical and MAC
layer. Like Zigbee, it consumes little power and has long battery life. A Z-Wave network
includes two types of nodes based on their roles: controller and slave. The controller sends
commands to the slaves and is responsible to add or remove slaves from the network, having a
full overview of the network. Slave nodes are the sensors and actuators that reply and execute
the commands from the controller node. These are also capable of forwarding the commands
to other nodes.

An open source implementation of Z-Wave called OpenZWave is available. It is based
on public information and reverse engineering.? Currently, Z-Wave specifications are made
available as a public standard at http://zwavepublic.com. Since most of the details of Z-Wave
was not open until 2016, very few security assessments are publicly available.

Z-Wave uses AES 128-bit encryption for data security. It is backward compatible and
is highly interoperable. The security framework “S2” of Z-Wave supports Diffie-Hellman key
exchange, which makes the key exchange process more secure than in Zighee. However, Z-Wave
supports older devices that do not support encrypted and authenticated communications. This
weakens the security of the Z-Wave network [1]. Moreover, one can also downgrade the security
process to the previous version and exploit its vulnerabilities to compromise the network.?

The work of [15] found implementation issues of Z-Wave, where all 16 bytes of the temporary
key used to exchange the encryption key were all zeros, which allowed to decrypt the encryption
key. It was also observed that there was no state validation in the key exchange protocol.
Therefore, the slave does not know if the key derivation has already been performed. Thus,

2“OpenZWave”. https://github.com/OpenZWave/open-zwave.

3«7_Shave. Exploiting Z-Wave downgrade attacks”. https://ww-
w.pentestpartners.com/security-blog/z-shave-exploiting-z-wave-downgrade-attacks/. .  Accessed: October
26, 2018
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one could spoof the controller and request a new key derivation process, which can reset the
established network key on the target device and issue unauthorized commands to the slave
devices.

2.2.3 Bluetooth Low Energy (BLE)

Bluetooth Low Energy (BLE) is a low-power, low-cost wireless protocol that supports frequency-
hopping over 40 channels.? BLE also supports multiple network topologies. Bluetooth Basic
Rate/Enhanced Data Rate (BR/EDR) is another version of Bluetooth that supports only point-
to-point network topologies and is optimized for continuous data streaming. Since BLE is
designed to be scalable for larger networks, it is suitable for home automation systems. BLE
typically supports four association models:

e Numeric Comparison: In this model, the user is shown a 6-digit number on both displays
and then asked to confirm whether the numbers are identical, thus protecting the network
from MITM (man-in-the-middle) attacks.

e Just Works: This model also uses Numeric Comparison, but the user is never shown a
number, and the application may accept the connection. This model is prone to MITM
attacks.

e Out of Band: This model uses Out of Band mechanisms to discover the devices and
exchange the keys for the pairing process.

e Passkey Entry: This model is used when one of the devices has the input capability but
does not have a display. Then, the user will be displayed the 6-digit passkey in one device
and ask another device to enter it.

BLE provides five basic security services, namely Authentication, Confidentiality, Autho-
rization, Message Integrity and Pairing/Bonding [26]. BLE also preserves privacy by changing
the device addresses frequently, making it difficult to track the devices on the network [9]. BLE
supports two security modes, Mode 1 and Mode 2. Mode 1 has four levels of security:

1. No security (No authentication and no encryption)
2. Unauthenticated pairing with encryption
3. Authenticated pairing with encryption

4. Authenticated LE Secure Connections pairing with encryption using a 128-bit strength
encryption key.

The higher level of security satisfies the lower levels. For example, level 2 security satisfies level
1, level 3 satisfies level 2, and so on.
Similarly, LE Security Mode 2 has two security levels:

1. Unauthenticated pairing with data signing
2. Authenticated pairing with data signing

Vendors could also select which security mode their devices will operate in and with what
level within that mode. If vendors do not choose level three they will lose either data encryption,
integrity, authentication or a combination of three.

4“Radio Versions”. https://www.bluetooth.com/bluetooth-technology /radio-versions.
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Security of BLE highly depends on the configuration selected for the system. Bluetooth
4.2 and onwards has support for Elliptic Curve Cryptography (ECC). However, ECC in legacy
mode pairing is vulnerable to MITM [9]. As BLE was designed for star topology networks,
data channels are protected only for a single hop. Hence, BLE does not support end-to-end
encryption and authentication in mesh networks [10,26]. Thus, additional security controls
should be provided on top of the Bluetooth stack [26]. The work of [18] pointed out that the
Temporary Key (TK) which is used to generate the encryption key can be brute-forced in less
than 20 seconds because of its short length. Thus, they proposed to increase the length of TK
to improve BLE security.

2.3 Comparisons

In Table 2 we compare the above three standards, which are meant to be used in home au-
tomation domain. In this table, for simplicity, we have not considered the configuration of the
system for computing security classes and assumed that they have the best configuration. Oth-
erwise, considering different configurations may result in a different table for different settings
of security attributes. For instance, if the security level for Zigbee is set to level 4, then it will
only have encryption but no frame protection mechanism, which will eventually degrade the
protection level and will eventually affect the security class.

In our case, Z-Wave and BLE have a higher level of protection than Zigbee in terms of
key exchange as they use asymmetric encryption, as opposed to symmetric encryption used
in Zigbee. In the case of BLE, end-to-end encryption is not supported. However, it can be
protected by using a star topology instead of a mesh network topology. Moreover, Z-Wave
specifications are not completely open, which should also be taken into consideration when
selecting the right technology. In our case, over the air upgrade is supported only for Zigbee
and thus, though Zigbee does not support asymmetric encryption for key exchange, we select
the Zigbee supported system for our case study.

Table 2: Comparison of major security functionalities in Zigbee, Z-Wave, and BLE.

. . Protection Level
Security Mechanism rotection Leve

Zigbee Z-Wave BLE
Data Encryption Y Y Y
End-to-end Encryption Y Y N
Node authentication Y Y Y
Key exchange Y (symmetric) Y (asymmetric) Y (asymmetric)
Integrity Protection Y Y Y

2.4 System Description

As a case study, we apply our security classification to the commercial smart home solution
offered by E2U Systems AS using hardware provided by Develco Products and implement
customized software solutions for smart homes.> Develco Products® focuses on smart home and
smart energy domain and delivers a wireless infrastructure platform for solution providers. In
this section, we briefly describe the smart home solution provided by E2U Systems.

The Develco Products offer a Linux based IoT hub called Squid.link gateway (Fig. 2)
consisting of ARM9TDMI, 454 MHz CPU (Central Processing Unit), and a variety of IoT

5“E2U Systems”. https://e2usystems.com.
Shttps:/ /www.develcoproducts.com
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devices such as smart plugs, sensors, alarms, meter interfaces, etc. The IoT hub is able to
act as a residential gateway using the cellular network, but it also provides an Ethernet and
a WLAN interface for Internet connection as well as a USB interface for plugging in 3G/4G
dongles. The Squid.link gateway is a modular platform capable of bridging in the HAN network
multiple wireless platforms, like Zigbee, Z-wave, Wireless M-Bus, Bluetooth Low Energy. We
have considered Zigbee for HAN network during our analysis. The wireless module on the main
board of the IoT gateway communicates with the CPU using the Smart AMM protocol, which is
a proprietary protocol that also facilitates communications between gateways and the backend
systems.

Before installing the smart home system into the households, it needs to be pre-configured,
which includes registration of gateways and its devices in the backend system, so that a device
can only communicate with the gateway to which it is registered. Unregistered or unknown
devices cannot join the HAN network. Pre-configuration also involves the configuration of the
gateway to communicate with the proper backend system.

Figure 2: Squid.link Gateway

3 Extended Security Classification Method

The French “Agence Nationale de la Ssécurité des Systémes d’Information” (ANSSI) proposed
a classification method for standardizing security measures for Industrial Control System (ICS)
[4]. This classification is based on established risk analysis methods and provides general
guidelines to determine the security class of an ICS. However, the computation of exposure in the
ANSSI method does not fit smart grid systems, nor smart homes for the same matter. Therefore,
we have proposed the Smart Grid Security Classification (SGSC) method [29], which extends
the ANSSI classification method. However, instead of estimating the exposure based on the
complexity of the system and attacker model (as in ANSSI), the SGSC combines the connectivity
(which captures the surface of a system exposed to attacks) with protection (which describes
the mechanisms of the system used to protect the connectivity surface). SGSC considers two
major factors: Impact and Exposure. Impact indicates how critical a given subsystem is,
whereas Exposure shows what functionality surface does it provide to be attacked.

Figure 3 summarises how a security class is computed. The computation first looks at the
components of the system and then aggregates the results upwards until reaching the security
classification of the whole. Notably, the SGSC does not focus on attackers, as classical risk-
based methods do, but is concerned instead with how a system can be securely built from
the desigélspoint of view. The benefit is that the SGSC helps system designers to choose the



most appropriate security functionalities to meet the envisaged security class. In addition, the
focus on “secure-by-built” systems is better suited for long term applicability, as threats and
vulnerabilities only represent a snapshot, whereas security classes present an inherent view of
an IoT system.

Security Class

-« | Impact
\

Exposure

/ Connectivity
\

Protection Level

Figure 3: Methodology of computing a security class [29] (Impact as used by ANSSI).

In SGSC, we use five levels of impacts namely Insignificant, Minor, Moderate, Major and
Catastrophic. Classifying impact is specific for the system under evaluation and is open to the
judgement of security experts. We define exposure as the degree to which system's interfaces
are available to attacks. There are two types of exposures: IT Exposure and Physical Exposure.
Exposure is the result of Connectivity and Protection Level.

For both, we evaluate the connectivity into one of five levels as follows:

C1 : Includes completely closed /isolated systems.

C2 : Includes the system with wired Local Area Network and does not permit any operations
from outside the network.

C3 : Includes all C2 systems that also use wireless technologies.

C4 : Includes the system with private or leased infrastructure, which may permit remote
operations (e.g., VPN, APN; etc).

C5 : Includes distributed systems with public infrastructure, i.e., like the C4 category except
that the communication infrastructure is public.

We have defined Protection Levels (P) to capture the strength of security functionality im-
plemented in a system. Protection Levels have been inspired by the Safety Integrity Levels
(SIL) |27]. SIL is the number assigned to the safety function of a given system.”® SIL broke
the belief that the safety of a system is binary and is either safe or not. It introduced lev-
els for safety [27]. Using a similar approach, Security Levels were introduced in the ISA-99
standard, which later changed to Security Assurance Levels (SALs). SAL is influenced by SIL
but the levels of SAL are based on the strength of attackers. Because security systems have
much broader application, consequences and possible circumstances, [17] claim that represent-
ing security assurance level by a mere number is not enough, and therefore, propose a vector
approach to describe security requirements.

We use a similar approach as SAL by introducing Protection Category (PC). However,
instead of the attacker model, we consider the connectivity of the system when setting the
required security mechanisms. We have defined five levels of protection categories to represent
the increasing scope of security functionality, which is as follows [29]:

7“SIL Made Simple”. http://www.valve-world.net/pdf/vwl0ce actuation -cameron.pdf
8«Practical Overview of Implementing IEC 62443 Security Levels in Industrial Control Applications”. Schnei-
der Electric white paper.
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PC 1: Includes Physical and Environmental Protection

PC 2: Includes PC 1 and Network Protection

PC 3: Includes PC 2 and Wireless Protection

PC 4: Includes PC 3 and Private Infrastructures protection
PC 5: Includes PC 4 and Cloud protection

PC represents the goal of protecting a given type of setup by using security functionalities
(or mechanisms). Each security mechanism possesses a different strength level, which can be
ranked. We have defined five protection levels, where P1 represents no protection and P5
represents the strongest protection mechanisms. Below are the guidelines to determine the
protection levels:

Protection Level 1 (P1) : This level includes systems that have no security mechanisms.

Protection Level 2 (P2) : This level possesses basic security features and has little impact
on improving security. Security functionalities implemented are easy to break, e.g., WEP
(Wired Equivalent Privacy) password.

Protection Level 3 (P3) : This level of protection provides advanced security concepts, e.g.,
WPA (Wireless Protected Access) passwords.

Protection Level 4 (P4) : Protection level 4 possesses advanced security concepts, including
also basic monitoring capabilities.

Protection Level 5 (P5) : This level possesses state-of-the-art protection mechanisms and
advanced monitoring capabilities. Additionally, there are no vulnerabilities and issues
discovered in any of the component or security mechanism. If a new security issue is
discovered in a system/subsystem/component, it can no longer have protection P5. It
will rather degrade to lower levels.

Table 3 shows the evaluation of exposure level from connectivity and protection level. The
evaluation of the protection level is conducted by security experts.

Table 3: Calculation of Exposure Levels

Protection/
Connectivity

A security class can be expressed in terms of impact and exposure levels. A security class
represents the quality of security of a given system and is represented by letters A to F, where
A represents the highest security class and F being the lowest. A higher security class means
either the impact is low, or the exposure is low. If the impact is high, the exposure must be
reduced to obtain a higher class. Thus, a security class can be improved by lowering either
exposure or impact, or both (see table 4). Security classes can be used not only for determining
the security status of the system, but also to define the appropriate security requirements for



a given system. Thus, it can be used to make purchase decisions on smart home systems
for residents and also for regulatory bodies to have control over the security standard of IoT
systems.

Table 4: Calculation of Security Classes
Catastrophic
Major
Moderate

Insignificant
Impact/
Exposure

In our earlier work, we have not considered protection mechanisms in detail (the same
as how standards like ANSSI also do) [29]. In this report, we detail this important part of
our SGSC by ranking various security functionalities, focusing on our smart home application
domain. Table 5 lists classes of functionalities and their respective sources.

Table 5: Referred sources for the construction of security criteria.

Protection Criteria Source

Data Encryption ISO 27002, OWASP, ETSI
Communication and Connectivity Protection |IIC, ISO 27002, ETSI
Software/Firmware Security ISO 27002, OWASP, ETSI
Hardware-based Security Controls CSA

Access Control 1SO 27002, OWASP, I1C, CSA, ETSI
Cryptography Techniques IIC, ISO 27002

Physical and Environmental Security ISO 27002, OWASP, CSA
Monitoring and Analysis 1SO 27002, OWASP, I1C, CSA, ETSI

The goal of this research is to help industries establish and maintain good security standards
of their systems by providing guidelines and strategies to improve overall system security.
Understanding the sources of threat and the impacts is one way to understand the criticality of
the system [6]. For instance, control command on an autonomous vehicle is much more critical
than the control command to switch off the lights of a bedroom. We extend [29] by extracting
the security criteria for evaluating protection levels based on the following standards and best
practices:

ISO 27002 This standard provides general guidelines on information security management.
Like other standards, it is also highly document-oriented. However, it does not cover the

IoT systems until now °.

Cloud Security Alliance (CSA) The IoT Working Group of CSA provides 13 step guide-
lines and considerations to secure IoT products targeted towards the developers of IoT
devices 10,

9ISO/IEC 27002:2013 Information technology — Security techniques — Code of practice for information
security controls (second edition).

0ToT Working Group, Cloud Security Alliance (CSA), “Future-proofing the Connected World: 13 Steps
to Developing Secure IoT Products”. https://downloads.cloudsecurityalliance.org/assets/research/internet-of-
things /future-proofing-the-connected-world.pdf
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Industrial Internet of Things (IIC) The Industrial Internet of Things Volume G4 Security
Framework provides the Business and Functional viewpoints towards IoT security '!. It
describes the architecture of IoT systems and provides guidance to create secure IoT
systems.

OWASP “IoT Security Guidance” provides general guidelines to the manufacturers, develop-
ers, and consumers to secure their IoT products '2.

ETSI TS 103 645 is a technical specification entitled “Cyber Security for Consumer Internet
of Things” that provides cybersecurity guidelines for entities manufacturing and devel-
oping consumer IoT solutions.'®. This ETSI technical document is based on the UK
government’s document for the Code of Practice for Consumer IoT Security.!4

Below we describe the security criteria synthesized for SHEMS from the above sources:

Data Encryption Data should always be encrypted during transport. If sensitive data are
stored in the device, they should also be adequately encrypted. When implementing encryption
mechanisms, proprietary protocols should be avoided. It should be ensured that SSL/TLS
implementations have proper configurations and are up to date [7].

Communication and Connectivity Protection Communication channels between com-
ponents can be protected by protecting information flow and endpoints. Endpoints have differ-
ent capabilities and security requirements. This may include mechanisms like network data iso-
lation, network segmentation, firewalls, unidirectional gateways, network access control, etc.!?

Software/Firmware Security The firmware software is the core of a component. Unautho-
rized modification of software may result in security threats. Therefore, it should be ensured
that software/firmware are protected against unintended and unauthorized updates and modi-
fications. Update Servers (i.e., servers responsible for sending system/firmware updates to the
system components) must be trusted and in a secure state so that no illegal software can be sent
out as updates. For classical IT systems, examples include the Windows Server responsible for
handling updates for other computers in the corporate network, whereas for IoT infrastructures
an update server could be responsible for over the air updates like the Zighee OTA Upgrade
Cluster.

Signing update files and validating on the devices before installation may protect illegal
installation and updates. If possible, software and firmware should be updated as soon as
vulnerabilities are discovered and fixes are available. There should also be the provision to im-
plement scheduled updates. Also, the update process of firmware should take care of unwanted
situations like network and power disruptions [22].

Hardware-based Security Controls Hardware protection should go along with the soft-
ware protection. Software weaknesses and misconfigurations are not the only sources of attacks
in the IoT world. One of the factors on which hardware security depends is the security of
the micro-controller used in a given device. It also depends on whether a Trusted Platform
Module (TPM) is integrated into the component, and how it is used [5,8]. There are other
mechanisms like using Memory Protection Units, incorporating Physically Unclonable Function

Hindustrial Internet Consortium, “Industrial Internet of Things Volume G4: Security Framework”.
https://www.iiconsortium.org/pdf/IIC_PUB_G4_V1.00_PB.pdf

120WASP, “IoT Security Guidance”. https://www.owasp.org/index.php/IoT_Security Guidance

BETSI TS 103 645, https://www.etsi.org/deliver/etsi ts/103600 -103699/103645/01.01.01 60/ts_103645v010101p.pdf

Yhttps: //www.gov.uk/government /publications/code-of-practice-for-consumer-iot-security



(PUF), using cryptographic modules, etc., that may contribute to hardware protection of the
system [21,25].

Access Control Access control refers to mechanisms for protecting assets from unauthorized
components, based on the business and security requirements (cf. ISO 27001). Access con-
trol can be achieved through authentication and authorization mechanisms which validate the
interacting components and their privileges against system access.

Cryptographic Techniques There are two types of cryptography namely symmetric and
asymmetric cryptography. In symmetric cryptographic techniques, the parties exchanging in-
formation share the secret key which is used for encrypting and decrypting messages. Whereas
in asymmetric cryptography, one party distributes its public key to other parties who use these
to encrypt the message, which can only be decrypted using the private key, which is kept se-
cret. Cryptographic techniques are basically used to ensure confidentiality. These techniques
can be implemented for protecting communication and connectivity and establishing secure key
management. FExamples of its applications useful for IoT and smart grid are message authenti-
cation, protected key store, code signing, secure bootstrapping, secure patch management and
mutual authentication.!”

Physical and Environmental Security The system components should be protected against
unauthorized physical access. This criterion evaluates how well the system is protected against
physical access and environmental conditions. Depending on the context, it may include access
control of physical perimeter (area, building, home, room, etc.,) and set of equipment *°. In the
case of equipment, it may have several physical ports accessible that can be misused. Protection
mechanisms like disabling unused physical ports or installing equipment with minimal physical
ports, physical tamper detection, etc., fall under this criteria '2.

Logging and Monitoring Logging and monitoring help tracking and analyzing activities
going on in the system. In case of security incidents, monitored processes and logged data may
help to understand the cause and prevent such incidents from happening again. Systems like
Intrusion Detection System (IDS) and Intrusion Prevention System (IPS) help to identify and
prevent attacks on the system and its components. Thus, evaluating the logging and monitoring
mechanisms used by a system is an important security criterion for security classification.

We detail further the security criteria with security functionalities inspired by the IoT
Security Compliance Framework proposed by IoT Security Foundation (IoTSF), which is in
the form of a checklist 5. We utilize the security functionality from this framework to fit our
need to specify protection levels. Table 6 shows the mapping of security criteria to security
functionalities and protection level.

4 Applying the Extended Security Classification to SHEMS

The SHEMS in our case complies with the reference architecture from Section 2.1 and consists
of a centralized IoT hub and smart plugs connected to controllable loads such as water heater,
air conditioner and floor heating. For simplicity, we do not include storage devices such as
batteries that can act as both load and generation device.

https: / /www.iotsecurityfoundation.org/wp-content /uploads /2018 /12/IoTSF-IoT-Security-Compliance-
Framework-Release-2.0-December-2018.pdf
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Table 6: Protection Level Requirements

Prf)tec'tlon Security Functionality P5|P4|P3| P2
Criteria
Encryption of data between system components [x [x [x |x
Strong encryption mechanism X X |x
Data Credentials should not be exposed in the network |x [x |[x
Encryption End-to-end encryption X |x
Should not use custom encryption algorithms X |x
Sensitive stored data should be encrypted X |x
Communication| Have a minimal number of network ports open X [x |x
and Devices should not be accessible from the Internet|x |x |x
Connectivity  |Only authorized components can join the network|x |[x |x
Protection Use only standard communication protocol X |x
Updatability of device firmware X |x
Software Updatability of the operating system X |x
/Firmware Automatic updates available X |x
Security Encryption of update files x |x
Signing update files before installing X |x
Hardware- Using Trusted Platform Modules (TPM) X |X
based Use of Memory Protection Units (MPUs) X |x
Security Incorporate Physically Unclonable Functions X |x
Controls Use of Cryptographic Modules X |x
Disable remote access functionality X
Access Control |Only authorized devices can join the network X |x |x
Default and weak passwords should not be used |x |x |[x
Secure bootstrapping X X
Secure key generation X |x
Cryptography |Secure key storage X |x
Techniques Secure key distribution X |x |x
Secure key rotation X |x
Message integrity X |x |x
Tamper resistance x |x
Physical and |Minimal physical ports available X [x |x
Environmental |Physical security of connections X |x |x
Protection Ability to disable external ports and only minimal
ports enabled *
Only authorized physical access X |x |x
Monitoring Monitoring system components X |x
and Analysis of monitored data X |x
Analysis Act on analysed data X
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4.1 Impacts
Below we identify the criticality (Impacts) of successful cyberattacks on SHEMS.

Safety. Leakage of data from SHEMS may disclose the presence of people inside their house,
which may result in a burglary or other types of crime. Moreover, residents may feel unsafe
(reducing trust in SHEMS) if they realize that their privacy is breached and strangers
can follow their activities.

Grid imbalance. During the execution of a demand response program, devices that utilize
higher energy are turned off to shave the peaks. If an attacker can switch on/off a large
number of loads, these may use unexpected amounts of energy that may destabilize the
grid [23,30].

Increased electricity bills. Compromising SHEMS may result in equipment being switched
on without authorized persons noticing.

Privacy. Data from SHEMS can be privacy sensitive, as Molina Markham et al. have demon-
strated that High-frequency consumption data can be exploited to derive private informa-
tion such as the number of people in the house, sleep routines, and the presence of babies
at home [24]. Compromised SHEMS data may contain even more detailed information.
Stealing such data may result in the exposure of personal habits of the residents, which
can impact social reputation.

Agents for other cyberattacks. Typically, smart home gateways have connectivity to the
Internet. A compromised gateway may act as a bot to launch several other attacks.

Among the aforementioned impacts, grid imbalance and agents for other cyberattacks can
be considered as major impacts as these may result in blackouts and damage of physical infras-
tructures. The remaining impacts could be considered moderate or minor.

4.2 Protection Level for security criteria

FEach security criterion demands several security functionalities, adequately configured, in order
to reach a given protection level. Here we describe the security functionalities of our system to
determine the protection level.

Data Encryption The IoT hub utilizes TLS so that the communication between the IoT
hub and the backend system is always encrypted. IoT devices and IoT hubs form a HAN
communicating Zigbee. In addition to AES 128-bit encryption, Zigbee also supports end-to-
end encryption which is typically safe for mesh networks.

Communication and Connectivity Protection Typical households have a single Local
Area Network (LAN). Therefore, if the gateway is connected via Wi-Fi or Ethernet, it forms
one of the nodes in the LAN. If an attacker has access to the Wi-Fi network, then the smart
home gateway becomes accessible. However, remote access has key-based authentication which
reduces the gateway’s exposure. Similarly, nodes also have pre-distributed keys, and only
authorized nodes can join the radio network.
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Software and Firmware Security The capability of a networked system of being upgraded
is important for IoT systems. Develco Products smart home system provides the possibility
to update the system devices and applications. The operating system is upgraded using SSH
which only supports key-based authentication. Data flowing during a system upgrade is also
encrypted. Similarly, for firmware upgrades of Zigbee modules, a Zighee OTA Upgrade Cluster
server is implemented. The upgrade process provides security via image verification, authenti-
cation, and encryption as specified in Zighee OTA Upgrade Cluster specification.

Hardware-based Security Controls In this work we have not looked into hardware-based
security controls and thus is not applicable.

Access Control Only authenticated IoT devices can join the HAN with the IoT Hub. All
devices including the IoT gateway have pre-shared keys which allow them to communicate with
each other through encrypted channels. E2U systems use Microsoft IoT hub for communication
and management of SHEMS over the cloud. Microsoft IoT hub provides multiple ways to secure
communication including token-based and certificate-based authentication mechanisms.'® Only
registered and active IoT hubs(gateways) can communicate with the backend system. End
users can only access authorized devices. Administrators have control over the management of
smart home gateway systems. Microsoft IoT hub also allows remote monitoring of smart home
systems. The security of a smart home system also depends on the security of the backend
system. Since we have excluded the backend system and assumed it to be secured, the available
access control features are adequate.

Cryptographic techniques The IoT hub and IoT devices are pre-configured and use in-
stallation codes, certificates, and pre-defined keys to authenticate the connection. This means
that only registered and pre-configured smart home devices can join its assigned gateway. The
radio communication uses Zigbee, and data is encrypted using AES 128-bit key. Symmetric
link keys (i.e., a unique key for each established link in the network) are used to encrypt data
between the gateway and the devices in the network. Similarly, Wi-Fi supports WPA2-PSK
(AES/TKIP) encryption. Data integrity is supported by using MIC (Message Integrity Code).

Physical and Environmental Security The system that we have considered has no tamper
detection mechanisms for physical security. However, the components of SHEMS are located
inside the house and unauthorized users have no physical access to the system.

Monitoring and Analysis The advanced monitoring capabilities include the collection of
security data from system components, analysis and taking necessary actions if required based
on the analysis. Smart home systems support basic monitoring functionalities where data log
information is collected from the devices and sent to the backend. The gateway performs
availability checks on its devices and reports to the backend system, but it does not perform
extensive security analysis.

Based on our protection level requirements (see Table 6), the protection level of our SHEMS
is set to P4.

4.3 Evaluation of Security Class

We limit the presentation of the application of security classification only to Application and
Network Data. In particular, we assess the Command and Control (C&C) for a demand re-

16Control access to IoT Hub, https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-security.
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sponse program, which is one of the most critical components of SHEMS. We apply the classi-
fication method for the following two scenarios.

4.3.1 Scenario I: Centralized Control.

In this scenario, Distribution System Operators (DSO) have an agreement with consumers to
control the SHEMS appliances to properly manage peaks of energy demand. In our system,
each controllable device is plugged into the corresponding smart plug. Depending on the device
and their maximum effect, rules for controlling the devices are defined, e.g., a water heater with
a maximum capacity 3kW can be controlled only between 8:00 AM to 6:00 PM during weekdays,
and once turned off, it cannot be turned on for a minimum of 15 minutes. The DSOs forecast
the energy demand in advance and, if reductions are needed, DSOs optimally select the devices
to be turned off. Such an operation meets the goal of reducing energy. Control commands are
sent to the selected devices from the DSO to meet the goal of targeted reduction of consumption.
The state of all affected devices may be reverted back to their original state after the duration
of the demand response execution is complete.

Class Evaluation. The connectivity between the IoT device and the hub is C3 (cf. Section
3) and between the hub and the backend system is C5. If an attacker is able to manipulate the
device control only inside the HAN (C3), the impact is only Minor. However, if an attacker is
able to trigger or manipulate the message for the demand control program from the backend
(C5), several devices can be turned off, resulting in grid imbalance as discussed earlier. As a
result, for this scenario, we evaluate the overall impact as Major.

To evaluate the security class, we first select the relevant security criteria for C&C as Data
Encryption, Communication and Connectivity Protection, Access Control, and Monitoring and
Analysis. We then evaluate the protection level based on the strength of the security func-
tionalities in the selected criteria. Using Table 6 and sub-section 4.3, we assign the overall
protection level P4.

Using Table 3 we determine from the computed values of connectivity (C5) and protection
level (P4), the exposure E3. Using Table 4 we get the class D (Impact Major and Exposure E3),
which is a poor score not suitable for SHEMS. To improve the security class, Table 4 indicates
that either exposure or impacts need to be reduced. Similarly, exposure can be reduced either
by increasing the protection level or by reducing the connectivity, cf. Table 3.

4.3.2 Scenario II: Edge Control.

In this scenario, the control signals are sent by the IoT hub autonomously, based on the time
of peak demand or price of electricity, and thresholds set by the end-user. Users can also set
priorities for the devices that need to be controlled and rules to decide e.g., when and how long
the devices can be controlled. Thresholds and rules can also be persisted in the IoT gateway,
allowing control of devices without requiring interaction with the backend.

Class Evaluation. Similarly, if an attacker can manipulate the control message within the
HAN network (C3), the impact is considered as Minor. However, since there is no flow of
commands from the backend system, an attacker cannot influence many devices on a large
scale. Since there are no changes in the protection mechanisms, we can consider it as P4.
Moreover, using Table 3(a), we obtain the Exposure E2 and using Table 4 we computed the
security class as A.

The analyses of scenario I and IT showed that by moving from the centralized control to the
edge control for the demand control functionality, the security class of the demand control is
significantly improved from class D to class A. Besides, scenario II may even be more efficient
and have lower latency because the trigger of device control initiates locally rather than from
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the backend system to several IoT devices. Such improvements in the design of IoT systems
should be considered to improve the security of the overall system.

5 Conclusion and Further Work

In this report, we discuss the architecture of a commercial smart home energy management sys-
tems. We also compared three major communication standards for home automation network
to discuss their security features. We present the security classification methodology extended
with details regarding security functionalities relevant for SHEMS. As an example, we have
applied this methodology to the commercial SHEMS from E2U. The example focusses on the
C&C part of SHEMS for demand response programs. We have first evaluated the security
class of the C&C for a centralized control architecture, resulting in a low and unacceptable
security class D. Using our methodology, we can indicate how the system needs to be improved
to achieve an acceptable security class. Using an edge controlling concept, our analysis demon-
strated an achievable security class A. Further work will focus on aggregation mechanisms for
calculating the overall system security class from its components.
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Abstract—The proliferation of IoT (Internet of Things) though
making life easier, comes with security and privacy challenges.
We have previously proposed a security classification methodo-
logy meant to help in practice build IoT systems focused on
security during the development process. This method departs
from classical risk analysis and certification methods in two
ways: (i) it can be used at design time and (ii) it caters for
the needs of system designers by helping them to identify
protection mechanisms necessary for the connectivity required
by their system under development. However, similarly to many
risk analysis methods, this methodology was unable to provide
assurance in the evaluation results. In this paper, we add two
confidence parameters: belief and uncertainty to the assessment
tree of arguments of a class. Thus, the final result is now a tuple
<C, B, U>, where C is the class to which the system belongs,
together with a belief measure B in the evaluation aspects of
C, and the uncertainty U in the evaluation details. Looking at
the confidence parameters tells how well the security assessment
is justified. To exemplify this enhanced security classification
methodology, we systematically apply it to control mechanisms
for Smart Home Energy Management Systems.

Index Terms—Security Classification, Security assurance, Un-
certainty, Confidence, Security labelling

I. INTRODUCTION

Internet of Things (IoT) is widely adopted in major sec-
tors including critical infrastructures such as smart grids and
privacy-sensitive domains such as smart homes. Because IoT
devices produce sensitive data and have limited memory and
processing power, IoT systems are easy targets for launching
cyber attacks. Despite the efforts to secure IoT systems, attacks
are increasing'. One of the reasons behind this is the lack of
security awareness in end-users preferring cheaper and easy to
install insecure products. Traditional certification approaches
s.a. Common Criteria are usually expensive and take more than
a year to get certified [2]. Investing in such certification does
not pay off because of the lower cost and short life span of IoT
products. Even if we start to see standards for cybersecurity for
consumer IoT, s.a. the recent ETSI TS 103 645, a framework
for designing and evaluating IoT systems for an appropriate
level of security still does not exist.

This work is funded by eSmart Systems AS and the Research Council of
Norway through the project IoTSec - "Security in IoT for Smart Grids”, with
number 248113/070. A long version of this paper is available as [1].
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We have previously proposed a notion of security classes [3]
to address the aforementioned challenges. By systematically
applying our security classification methodology, a system
designer (or user or certification body, for the same matter)
can classify the security of their system on a scale from A to
F where A represents the best security level. Most methodo-
logies for security classification or risk analysis are based on
knowledge and experience of security experts executing the
evaluations. For our target audience, i.e., end-users or system
designers/developers, only claiming a security class without
justification is insufficient.

To build trust in the security classification one needs to
answer questions like: “How confident are the experts in their
result?” or “Were any decisions made under uncertainty?”.
In response, we introduce in this paper two new parameters
in the security classification methodology, namely belief and
uncertainty, described in section III after briefly recalling our
previous security classification methodology in Section II. In
Section IV the enhanced security classification methodology
is applied to a Smart Home Energy Management System
(SHEMS), ending up with a comparative discussion.

II. SECURITY CLASSIFICATION METHODOLOGY

We have proposed in [3] a security classification methodo-
logy, which extends the ANSSI classification, for analysing
and evaluating the security of complex connected systems.
This methodology is built around three main factors (see
Figure 1): Connectivity, Security mechanisms, and Impacts.
Connectivity reflects how the system is exposed to attacks,
whereas security mechanisms evaluate the security features
protecting the system (Protection Level). Connectivity and
Protection level combined form the Exposure.

Fig. 1: Process of computing a security class.

Security Class
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We have considered five levels of connectivity (C):

o C1 : Includes completely closed/isolated systems.

o C2 :Includes the system with wired Local Area Network
and does not permit operations from outside the network.

e C3: Includes C2 systems that use wireless technologies.

o C4 : Includes systems with private or leased infrastruc-
ture, which may permit remote operations (e.g., VPN,
private APN, etc).

o C5 : Includes distributed systems with public infrastruc-
ture, i.e., like the C4 category only that the communica-
tion infrastructure is public.

Similarly, there are five protection levels (P), reflecting
the security mechanisms in the system. To determine the
protection level, relevant security criteria are defined, and for
each criterion, the respective security mechanisms are derived.
The security mechanisms are then grouped to form individual
protection levels where a higher protection level includes all
the security functionalities of lower protection levels, plus
additional functionalities. Protection level P1 represents no
security mechanisms whereas the protection level P5 repre-
sents the strongest protection mechanisms. The evaluation of
protection mechanisms is conducted by security experts. Table
I guides the evaluation of exposure from connectivity and
protection levels.

TABLE I: Calculation of Exposure Levels.
E5 E5
ES ES

Protection/
Connectivity

TABLE II: Calculation of Security Classes.

Catastrophic C

Major B

Moderate B C

Minor B

Insignificant C C
Impact/ El E2 E3 E4 ES
Exposure

The impacts also have five levels taken from ANSSI: Insig-
nificant, Minor, Moderate, Major, and Catastrophic. A security
class is determined using impact and exposure according to the
look-up Table II.

In a typical SHEMS, devices are remotely controlled (hence,
connectivity is C5) and the control data are well encrypted and
monitored (hence, protection level P4), and so the acquired
Exposure would be E3 (cf. Table I). Given that a compromised
SHEMS is seen as a major impact, the final security class
would be “D”. Details can be found in [3], [4].

Table II shows variations on these calculations, e.g., exposu-
res E1, E2, or E3 with impact “catastrophic” result in classes
A, C, resp. E. However, there are no more explanations than
this look-up table, whereas the details of choosing protection
mechanisms and connectivity are considered expert judgement
art. Hence, we see the need to introduce confidence in the
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analysis and arguments to justify the results and quantify the
(un)certainty with which the decision is made.

III. CONFIDENCE IN A SECURITY CLASS

The main contribution of this paper is to enhance the
security classification method with the ability to argue and
reflect the level of confidence for each decision. By confidence,
we mean the degree to which one agrees on the result of
the assessment (belief) and the degree to which the expert
lacks knowledge about the assessment (uncertainty). To enrich
the security classification method, we propose to represent
the assessment result using a three tuple <C, B, U>, e.g.,
the evaluation <A, 84, 16> means that the result is class A
with 84% confidence and 16% uncertainty. The 84% belief is
meant to say that we have high confidence in the coverage of
all necessary security measures to justify the protection (P),
exposure (E), and security class. An uncertainty of 16% would
indicate that there is a moderate lack for justification of some
of the arguments.

A. Assessment of Belief and Uncertainty

To understand the concept of belief, let us consider a
wireless sensor network where an expert makes a claim Cl:
“Source node adequately encrypts data before sending to the
destination”. An expert may justify this claim by referring
to the technical documentation from the vendor claiming that
data is encrypted during transfer. If the vendor is reliable one
may set higher belief on the claim Cl, say 90%. However,
there may be some errors during design or implementation
which may result in unencrypted data. So, the remaining
10% represents the uncertainty of the claim. If one can
experimentally verify the CI, e.g. through a penetration testing
tool, C1 could be fully trustworthy, which means 100% belief.
This 100% is called a plausible belief or plausibility. Hence,
plausibility is the maximum belief that can be obtained if all
the evidence is provided. In another case where an exploitable
flaw is discovered in an encryption algorithm, then disbelief
in the claim may arise. Let us say that the estimated disbelief
is 30%, then the highest level of belief that one can make in
this situation is 70% (reduced plausibility).

One of the widely used approaches to quantifying belief
and uncertainty is the Dempster-Shafer theory, which is a
generalization of probability theory that allows representing
incomplete knowledge by the notion of upper and lower pro-
babilities (belief and plausibility) [5]. Belief (Bel) represents
the strength of the existing pieces of evidence that support a
given statement. Similarly, Plausibility (P1) is the upper bound
on the belief that could be obtained by adding the evidence
to support the statement. Thus, belief is less than or equal to
plausibility (0 < Bel < Pl < 1).

Uncertainty is the degree of lack of knowledge or evidence
to justify the claim. It can be calculated as the difference
between plausibility and belief on the acceptance of the claim.
Additionally, Pl < 1 indicates the existence of disbelief
meaning that there is some evidence against the claim. In
our context, we reuse the definition of belief and plausibility



from the Dempster-Shafer theory. After belief and plausibility
evaluation, uncertainty can be calculated as:

Uncertainty = Plausibility — Belief (€))

B. Specifying security arguments

In a security class evaluation, a series of security arguments
are made. Govier defines an argument as “a set of claims in
which one or more of them —the premises— are put forward
so as to offer reasons for another claim, the conclusion” [6]. To
demonstrate an argument in our case, let us take an example
of the assessment of the physical security of an IoT device.
During the assessment, it was found that the device is located
inside the apartment, and is physically accessible only by the
residents. Moreover, the device has a tamper detection mecha-
nism which notifies about unauthorized tampering. Therefore,
it can be concluded that the IoT device has adequate physical
security. In this example, there is a set of claims and reasons:
IoT device has a secure location because it is installed inside
the apartment; IoT device notifies about tamper activities
because it has tamper detection mechanism; IoT device has
good physical security because it is placed in a safe place and
the owner gets notification about device tampering.

The confidence in the conclusion “IoT device has good
physical security” depends on the confidence in the reasons
presented. The amount of trust in the ground of the claim also
impacts the confidence. In our example, the ground of the
argument is: “if the physical location is secure and a tamper
detection functionality exists, the device is physically secure”.
If the ground is weak, the trust in the conclusion would also
be weak. This implies that the amount of confidence in the
conclusion depends on the trust in the main claim and the
supporting components of the claim.

Properly structured arguments with appropriate justifications
and evidence make the expert opinion explicit, resulting in
improved communication between experts. This can also help
identify missing evidence and poor assumptions. Structured
arguments are widely used for justification of decisions, e.g.,
in safety cases [7], assurance cases [8], [9] and trust cases [10].
In structured cases, the main conclusion is backed up by the
evidence. To make the arguments clearer, there are various
methods and notations such as Goal Structuring Notation
(GSN) [11], Claim Argument Evidence (CAE) [7], or Toulmin
argument model [12], that can help experts to structure their
arguments. All the above methods represent the argument as
a tree structure where the root node is the main claim which
further grows into child nodes that provide the justifications
using sub-claims and evidence.

Our security classification methodology involves a series
of systematic steps to achieve a final security class. We here
propose to structure such an assessment as an argumentation
model. Structured arguments provide the reasons to support
the security claims. These reasons can be seen as security
requirements for the assessment, and also guide security
experts to determine to which degree the requirements that are
fulfilled is reflected by the confidence (belief and uncertainty).

Fig. 2 shows an example of the security class evaluation step
as an argumentation model using GSN. After the assessment is
structured as the argumentation model, the weights, beliefs and
plausibility are assigned to the claims and evidence produced.

C&C data results in
Class A

Evaluate Exposure
and
Impact to get the
class

Impact and Exposure
giving class A in lookup
table is enough

Impact and Exposure
lookup table is
accepted

Major Impact E2

‘ C&Chasa

‘ Exposure is

Connectivity and
Protection level giving
Exposure E2 in lookup
table is enough

Evaluate
Connectivity and
Protection level to
get exposure

Connectivity and
protection level lookup
table is accepted

C&C has Connectivity
Protection Level results in level
P4 c3

Fig. 2: Class A evaluation using Goal Structuring Notation.
(In the figure “J” and “A” point to the justification and assumption
made to support the strategy represented by a parallelogram. The
rectangle represents the claim and the diamond symbol represents
that the digram is incomplete and should be expanded further.)

C. Aggregation of confidence parameters

The result of a security class assessment is represented by
the class label with the overall confidence parameter (belief
and uncertainty). Thus, after specifying confidence parameters
to the security arguments, the result is aggregated to represent
an overall assessment. Various aggregation methods have
been proposed for structured cases, e.g., Wang et. al. [13]
proposed generalized confidence propagation rules for safety
cases based on Dempster-Shafer theory. In their D-arg rule, the
aggregated belief is calculated as a weighted mean. However,
weighted means are not sensitive to extreme lower values
of beliefs. Similarly, in their FC-Arg rule, the aggregated
belief is the result of multiplying the individual beliefs [13].
The result of such beliefs would always be diminished if
we add more evidence that has belief less than 1. However,
normal intuition is that, with an increase of evidence, the
beliefs should strengthen. Aggregation rules in trust cases have
similar problems, e.g., see aggregation rules C-arg, SC-arg and
NSC-arg in [10]. Noll et. al., in their Multi-Metrics (MM)
approach [14], have claimed that quadratic functions reflect
the aggregation better than linear approaches.

In our case, the arguments we have considered contribute
individually to the overall goal. Based on the significance of
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each component in the system’s security, we assign appropriate
weights in the range [0-100]. We then compare the weighted
mean approach with MM approach for calculating beliefs.

1) Weighted mean approach: The aggregated belief using
weighted mean for beliefs (b) and weights (w) can be calcu-
lated using the formula:

n
AggregatedBelief (¢) = Z‘Tu;lbl ?2)

2) MM approach: The MM approach uses the Root Mean
Squared Weighted Data (RMSWD) to aggregate criticality
values and is expressed as:

3

where X is the aggregated criticality, o; is the criticality of 5"

component, and W; is calculated from the component weight

w; as: w \2

W, = ( ‘ ) 4

“\100 @

In the original work, criticality x; is defined as the comple-

ment of security, privacy or dependability metrics [14]. In our

context, we use the complement of belief value (100 - belief)

to express criticality. Finally, the aggregated belief (Bel) is

computed as a complement of X (i.e., Bel = 100 — X). Thus,
using equation 3, Bel can be expressed as:

— N2TH
Bel = 100 — \/ > <7(1002??;l[;.) WZ) 5)

where bel; is the individual belief value of the component
under consideration.

D. Underlying principles for aggregation

Belief aggregation depends on how the arguments are pre-
sented. There are cases when there are multiple justifications
independent of each other fulfilling the same claim, or so-
metimes each justification contributes towards the fulfillment
of the claim to some extent. Here we describe the principles
to guide the aggregation mechanism in special cases.

1) Maximum belief: If justifications are overlapping and
one justification includes another, the highest belief
should be considered. For example, to justify the claim
“Data is encrypted”, there are two evidences with dif-
ferent beliefs: 1) Document from the vendor describing
that the data is encrypted (belief = 90%), and 2) Expe-
rimental verification for encryption (belief = 100%). In
this case, we simply select the highest belief because the
information from the vendor’s document is subsumed by
the experimental verification. Thus,

Aggregated Belief = Mazx (b1, b2)
where b1 and b2 are beliefs on overlapping claims where
justification of one of the claim includes the other.
Zero belief: If the belief for any of the claims in the
evaluation for protection level is zero, then the total
belief should be zero because the class is determined

2
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based on the previously specified requirements of secu-
rity functionality (sf). If one of the functionality has no
belief at all, then the whole claim for that protection
level fails and it must be evaluated against the lower
protection level. The same applies to the aggregation of
protection criteria (c¢) towards the protection level.

if c.securityFunctionalities. Any(sf .belief = 0)
then
c.belief =0
end if
3) Minimum belief: Typically, it is assumed that the

impacts and connectivity have full beliefs; otherwise, if
the beliefs are lower than 100%, the resulting aggregated
belief should be the lowest one. For example, if the
exposure is E2, with belief 90% and the Impact is Major
with 60% then the class obtained should have belief 60%
instead of the average. This is because both of them are
equally important and required for evaluation. Thus, the
averaged belief has no meaning. Hence,

Aggregated Belief = Min(bl,b2).
IV. CASE STUDY

To demonstrate the applicability of confidence in security
classifications, we have selected a use case involving command
and control in SHEMS. The scenarios for the use case are built
upon our previous work [4] which used two principal methods
to control the IoT devices: centralized and edge control. The
centralized control has higher connectivity and major impacts,
therefore resulting in class D; whereas, in the edge control
scenario, the connectivity is reduced, while also reducing the
impacts, thus resulting in class A. We continue here to look
at the edge control scenario and follow Section III to add
confidence reasoning.

A. Protection level evaluation

For an IoT device control system, we considered Data
Encryption (e.g., for securing control commands), Access
control, and Monitoring & Analysis, as relevant criteria. We
first analyze the security mechanisms available for each of
these security criteria, in order to determine the protection
level following the summary in Table III. We assume that
the answers for the existing security functionalities in the
C&C component fall onto the column (i.e., protection level)
P4, i.e., two functionalities are not present. Next, we discuss
confidence parameters for each protection criteria and their
mechanisms.

1) Data Encryption: The following sub-claims were con-
sidered to satisfy the P4 level requirements:

o« C&C data is encrypted between IoT hub and devices:
The belief on this claim is 100% and is justified by the
vendor’s document and lab test.

« Data encryption uses a strong encryption algorithm: It
has been verified that data is encrypted with AES 128-bit
encryption which is considered strong for home network.
Thus, the belief in this sub-claim is also set to 100%.



TABLE III: Protection Level Requirements for C&C in a SHEMS application.

Protection Criteria | Security Functionality P5 [P4 |P3 |P2 |Table IV
C&C data is encrypted between IoT hub and devices v [V v vV [V
Data Data encryption uses a strong encryption algorithm v oIV v
Encryption End-to-end encryption is supported v |V v
Does not use custom encryption algorithms v |V v
Disable remote access functionality v
Access Control Weak and default credentials are not allowed v IV |V v
Enable Multi-factor Authentication v |V N/A
Monitoring Monitor system components vV v
and Analysis of monitored data v |V v
Analysis Act on analysed data v

« End-to-end encryption is supported: Communication
uses Zigbee which supports end-to-end encryption. Ho-
wever, we did not find any claims from the vendor about
end-to-end encryption. We also did not experimentally ve-
rify this claim. Thus, this claim is partially trusted (50%)
but has the plausibility of 100% if verified experimentally
or claimed by the vendor.

o Does not use custom encryption algorithms: This
sub-claim has 100% belief because the communication
uses the Zigbee protocol with a standard AES 128-bit
encryption.

2) Access Control: In our case, a C&C command is trig-
gered based on a predefined threshold setting. The C&C
command is sent from the IoT hub to the devices in the home
network. We consider the following sub-claims to fulfil P4:

e Weak and default credentials are not allowed: The
hub and the devices are authenticated using pre-shared
unique keys allowing only authorized nodes access to
C&C data. The C&C data has restrictions to be accessed
and triggered only by the gateway. Thus, we consider
access control as adequate and assign the belief of 100%.

« Enable Multi-factor Authentication: This claim is not
relevant because the control signals are sent autono-
mously and thus user authentication is not involved.

3) Monitoring and analysis: The claim for this criterion
can be supported by the following two sub-claims:

o C&C data is adequately monitored: The SHEMS in our
context supports basic monitoring. The log information
such as devices status and control signals are collected.
Thus, the assigned belief is 98% because we have not
done testing in the lab of the logging system for bugs.

o C&C data is adequately analyzed: The gateway per-
forms regular availability check on its devices and notifies
about the disconnection of device(s). Though it is possible
to manually analyze the monitored data more thoroughly
from the log, such more extensive security analysis on
collected data is not performed. Thus, the sub-claim has
a lower belief set to 80%.

Table IV summarizes the beliefs, plausibilities and weights
(w) assigned to the parameters for protection level evaluation
of the selected criteria.

B. Aggregation using the weighted mean approach

Since there was no disbelief, and we calculate

Plausibility = 1 — Disbelief (6)

then the plausibility in all cases was 100%.

Using the weighted mean approach (Equation 2), we cal-
culated the aggregated belief for Data Encryption criterion as
89%, Access Control as 100% and Monitoring & Analysis as
89%. Further aggregation gave us 93% belief on the claim of
protection level P4. Thus, we assign the overall confidence to
the class A evaluation as 93% belief and 7% uncertainty, i.e.
<A, 93, 7>.

C. Aggregation using MM approach

Using this approach, the aggregated belief for Data en-
cryption, Access Control and Monitoring & Analysis criteria
obtained were 78%, 100% and 86%. Similarly, the aggregated
belief for P4 was 84%. Since plausibility was considered
100% all the time, it does not change after aggregation. The
resulting class obtained was class A with 84% belief and 16%
uncertainty i.e., <A, 84, 16>. Table V summarizes the results
from the weighted mean and MM approach.

V. ANALYSIS AND DISCUSSIONS

We compared two approaches to aggregate beliefs. The
weighted mean approach is not sensitive to low values. For
instance, among the data encryption criteria from Table IV,
there is one security functionality with weight 80 and belief
50. However, the aggregated belief is calculated as 89% in
Table V. This value is not very realistic, because in security if
one of the claims has low belief, it may have a high effect in
the overall security (i.e., the “weakest-link” principle). Hence,
the lower values should be well reflected in the aggregation
of beliefs in security. When applying the MM approach to
aggregate the belief for the same criterion (Data Encryption),
we obtain the aggregated value of 78%, which is somewhat
more realistic than 89%; suggesting the MM approach to
aggregation of beliefs as preferable.

Because there is no disbelief in our case, the plausibility is
100%. Thus, the overall evaluation using the MM approach
produced a belief of 84% and an uncertainty measure of 16%.
The uncertainty can be reduced by providing missing evidence,
e.g., the belief in the existence of end-to-end encryption can
be increased by performing experimental validation.
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TABLE IV: Belief, Plausibility and Weights on security claims.

Protection Criteria Security Functionality

<Bel, P, w>

Data
Encryption (w=100)

C&C data is encrypted between IoT hub and devices
Data encryption uses a strong encryption algorithm
End-to-end encryption is supported

Does not use custom encryption algorithms

<100, 100, 100>
<100, 100, 95>
<50, 100, 80>

<100, 100, 95>

Access Control (w=95)

‘Weak and default credentials are not allowed

<100, 100, 100>

Monitoring and
Analysis (w=80)

Monitor system components
Analysis of monitored data

<98, 100, 100>
<80, 100, 95>

TABLE V: Comparison of weighted mean and Multi-Metrics approach for belief aggregation.

‘Weighted Mean Approach Protection Multi-Metrics Approach
Aggregated to Aggregated to Criteria Aggregated to Aggregated to
Protection Level | Criterion Level Criterion Level | Protection Level

Bel = 89% Data Encryption Bel = 78%
Bel = 93% Pl = 100% (w=100) P Pl = 100% Bel = 84%
Pl = 100% U=11% B U =22%% Pl = 100%
U=17% Bel = 100% Access Control Bel = 100% U= 16%

Pl = 100% (w=95) Pl = 100%

U = 0% U =0%

Bel = 89% Monitoring & Bel = 86%

Pl = 100% Analysis Pl = 100%

U=11% (w=80) U = 14%

Both uncertainty and disbelief increase unreliability. Ho-
wever, higher disbelief shows unreliability with certainty
(obtained via evidence) indicating a weaker statement. As
an example of disbelief, let us say that a claim is made for
adequate data encryption for Wi-Fi communication using WEP
standard. The disbelief in the claim is high and the uncertainty
is low because, although WEP provides encryption, it is proven
to be weak. Hence, to reduce the disbelief, the WEP must be
upgraded to a more secured standard such as WPA2.

In the assessment, if the belief is too low, and the uncertainty
is high, then the assessment requires more work or the experts
may have less knowledge about the security built into the
system. However, if the belief is low and the disbelief is high,
it means the claims made in the assessment are not trustworthy.
Therefore, appropriate measures should be taken to improve
confidence. Similarly, an acceptable but not too high value of
beliefs may say that the claims are trustworthy but not fully
acceptable. In terms of security class, it may mean a different
level of trust in the assessment. For instance, a claim of Class
A with belief 60% and plausibility 95%, may mean a less
trusted class A (which we could denote as A™), while a belief
of 95% may represent a highly trusted class A (e.g. A**).

VI. CONCLUSION

‘We have shown how to extend security classifications with
confidence parameters (i.e., belief and uncertainty) focusing
on the methodology presented in [3]. We then exemplified the
calculation of confidence parameters for a use case involving
an edge command & control mechanism for SHEMS. We
compared two types of methods for aggregating confidence
measures, observing that weighted average methods are less
suitable for security assurance than methods based on Root
Mean Squared Weighted Data as the one used to aggregate
“criticality” in the Multi-Metrics method of [14]. There are
though different principles guiding when to consider mini-
mum, maximum, or zero belief during aggregation.
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Further work is needed for building these argumentation
and aggregation methods into a tool, following works on tools
like NOR-STA [10]. This work is more difficult to integrate
with the security classification methodology that comes with
predefined mechanisms and look-up tables.
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Abstract

We have previously proposed a security classification methodology for IoT systems
and have applied it to the smart grid and smart home domain. This method departs from
classical risk analysis and certification methods in that it caters for security at design
time and for the system designers’ needs to know what protection mechanisms to use for
the connectivity and exposure that their system under development requires. Though this
method can be used for certification, after the system was built, much of the benefit comes
in using it to decide what security features to choose to reach the desired security class.
However, similarly to many risk analysis methods, this methodology is unable to assure
the evaluation results by properly justifying the assessment. In this work we add two
confidence parameters: belief and uncertainty to the assessment tree of arguments of a
class. Thus, the final result will now be a tuple <C, B, U>, where C is the class to which
the system under consideration belongs, along with a belief measure B in the evaluation
aspects of C, and the uncertainty U in the evaluation details. Looking at the confidence
parameters tells how well the security assessment is justified. To exemplify this enhanced
security classification methodology, we systematically apply it to two control mechanisms
for a Smart Home Energy Management Systems.

9This is an extended version of the conference paper published as [18].
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1 Introduction

When the Internet of Things (IoT) emerged, it was designed for purely functional purposes
to provide sensing, connectivity, and controlling features at a lower cost without focusing on
security and privacy. Today, IoT is widely adopted in major sectors, including critical infras-
tructures such as smart grids and privacy-sensitive domains such as smart homes. Because [oT
devices produce valuable data and have limited memory and processing power, loT systems
are easy targets for launching cyber attacks. Since the number of attacks is only increasing,
security and privacy is a major concern’.

The majority of end-users of IoT devices, such as elderly living in smart homes providing
automated and at distance health-care for their residents, lack security awareness. Some may
have a lack of technical understanding to select a secure system from the full range of products
available on the market. Many consumers who have little or no understanding of the value
of having secure products may prefer cheaper and easy to install products with no security
concerns. Moreover, to get a competitive advantage, manufacturers also focus on producing
devices at lower costs. A more comfortable option to cut down the manufacturing cost is to
compromise the non-functional requirements such as security, and maintain the functionality.
Thus, system designers and developers lack incentives to build secure systems.

There is also a lack of regulations and standards that can be enforced towards the manufac-
turers and vendors to produce secure IoT products and services. The traditional certification
approach, such as Common Criteria, is highly expensive and takes quite a long time to get cer-
tified [2]. Investment in such certification is not worthy because of the lower cost and shorter
life span of IoT products. By the time when one product is certified, it may already be too old
in the market. Thus, we need an affordable framework that can guide to secure not only an IoT
device but the IoT system as a whole, where all parties, including end-users, manufacturers &
vendors, and regulatory bodies, can together contribute towards the secure IoT systems.

European Telecommunications Standards Institute (ETSI) has published the technical spec-
ification ETSI T'S 103 645, entitled “Cybersecurity for Consumer Internet of Things” as a stan-
dard that provides thirteen guiding principles to the stakeholders involved in development and
manufacture of consumer IoT to secure their products.? ETSI TS 103 645 is based on the
“Code of Practice for Consumer IoT Security” published by the Government of UK.? Providing
general guidelines towards all consumer IoT devices, ETSI TS 103 645 is a good starting point
for compliance with the standard. However, based on the severity and criticality of each specific
use case of an IoT system, the level of security required may vary, and thus it is essential to
have a framework focused on security levels and their overall requirements and thus guidelines.

To address the aforementioned challenges, we have proposed a notion of security classes [19].
Using security classes, one can describe the system in terms of network connectivity, security
mechanisms, and the degree of consequences of a security breach (also called impact). By
systematically applying this security classification methodology, one can label the security of
a system from A to F, where A represents the best security level, whereas F represents the
worse security level. This methodology can be used to specify the security requirements and
perform the security assessment for the targeted class. While a security label can increase the
security awareness of end-users, regulatory bodies can utilize the classes to enforce the vendors
and manufacturers to produce the systems aligned with the specified security class.

In standard methods such as risk assessment and certification programs in security, the
security assessment and most of the decisions are based on the knowledge and experience of

Thttps:/ /www.forbes.com/sites /zakdoffman/2019/09/14/dangerous-cyberattacks-on-iot-devices-up-300-in-
2019-now-rampant-report-claims,/

2https://www.etsi.org/deliver /etsi_ts/103600 _103699/103645/01.01.01_60/ts_103645v010101p.pdf

3https:/ /assets.publishing.service.gov.uk/government /uploads/system /uploads/attachment _data/file/773867 /-
Code_of _Practice_for_Consumer _IoT _Security _October_2018.pdf



security experts. However, a making claim is not enough in the expert-based evaluation. How
confident are the experts in their results? Did they make any decisions under uncertainty?
These questions need to be answered to build trust in the security class methodology. Thus,
in this technical report, we investigate to answer these questions by introducing two new pa-
rameters, namely belief and uncertainty. Section 2 briefly recalls our security classification
methodology. Section 5 describes the concept of belief and uncertainty. Section 6 presents the
enhanced security classification methodology using a case study of a home energy management
system. Section 7 discusses the results of the use case, and finally, section 9 concludes the
report.

2 Security classification methodology

In [19] we have proposed a methodology for analyzing and evaluating the security of complex
connected systems. This methodology is built around three main factors: connectivity, security
mechanisms, and impacts. On one hand, connectivity reflects how the system is exposed to
attacks. On the other hand, the protection level reflects what security features/mechanisms
are built into the system and what security functionalities are available. Connectivity and pro-
tection level combined form the exposure. Figure 1 visually describes the security classification
methodology.

Connectivity

|
\ Protection Level

Security Class

/ Impact
\

Exposure

Figure 1: Methodology for computing a security class (arrows indicate that a component con-
tributes to the component that it points to).

In the classification method, we have considered five levels of connectivity (C):
e C1: Includes completely closed/isolated systems.

e C2: Includes the system with wired Local Area Network (LAN) and does not permit any
operations from outside the network.

e C3: Includes all C2 systems that also use wireless technologies.

e C4: Includes the system with private or leased infrastructure, which may permit remote
operations (e.g., VPN, APN; etc.).

e C5: Includes distributed systems with public infrastructure, i.e., like the C4 category
except that the communication infrastructure is public.

Similarly, there are five protection levels (P) that reflect the strength of the security mech-
anisms in the system. The protection level increases with the increasing number of security
mechanisms. Relevant security criteria should be defined to determine the protection level.
Then for each security criterion, several security mechanisms are derived. The security mech-
anisms are then grouped to form individual protection levels where higher prott;(itéon levels



include all the security functionalities of lower protection levels, including some additional
functionalities. Protection level P1 represents no security mechanisms, whereas the protection
level P5 represents the most robust protection mechanisms. Security experts specify the levels
of protection mechanisms. Exposure is then evaluated using protection level and connectivity.
Table 1(a) shows the evaluation of exposure from connectivity and protection level.

Table 1: Calculations of: (a) exposure levels and (b) security classes.

Catastrophic
Major
Moderate

Insignificant
Impact/
Connectivity Exposure

The impacts, or the consequences, also have five levels: Insignificant, Minor, Moderate,
Major, and Catastrophic. A security class is determined using impact and exposure. Tablel(b)
shows the lookup table for identifying the class from exposure and impact levels.

In a typical home energy management system, the devices can be remotely controlled (i.e.,
making Connectivity C5), and the control data are well encrypted and monitored (i.e., typically
reaching a protection level P4), and thus the acquired exposure is E3 (cf. Table 1(a)). Given
that a compromised home energy control system is seen as having a major impact, the resulting
security class would be “D”. Details of security classification methodology can be found in
[17,19]. Table 1(b) shows the minor variations, e.g., exposure E1, E2, and E3 with impact
“catastrophic” results in security classes A, C, and E.

In the security classification method, the majority of decisions are based on the subjective
judgment of security experts. Thus, it is vital to provide explicit explanations of why each
decision was made. Besides, experts may not always have full confidence in their decisions.
Hence, we need to introduce confidence in the security classes’ analysis to justify the results
and make sure that the decisions are made with certainty. In the next section, we discuss
introducing two new parameters to security class, belief, and uncertainty.

3 Confidence in a security classification

Representing the security analysis only through a class gives an idea about the security features
and connectivity of a system. However, since security classifications are done by human experts,
be that specialised security experts from outside the company (like a penetration team or
certification company) or from inside the company (like a CSO), we need the ability to evaluate
the amount of confidence we have in the respective classification. This is especially so when
the classification is done by not-so experts, like inside a company, in a DevOps process, like
our classification is meant for. By confidence, we mean the degree to which one agrees on the
result of the assessment (belief) and the degree to which the expert lacks knowledge about the
assessment (uncertainty).

We enrich the security classification method by representing the assessment result using
three-tuples < Class, Belief, Uncertainty >. Fr example, in the use case from this work, the
resulting class was A with 84% confidence and 16% uncertainty, represented as < A, 84,16 >. In
this assessment, 84% belief would mean that we have high confidence in the coverage of all the
security measures being necessary to justify the protection (P), exposure (E), and security class
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(S). Uncertainty of 16% indicates a moderate lack of justification for some of the arguments
concerning P, E, and S.

The confidence parameters of the class depend on all the lower-level decisions made to
compute a class. For example, confidence in class depends on the confidence in impact and
exposure evaluation. Confidence of exposure depends on the confidence in connectivity and
protection level evaluation and so on. Thus, to compute the overall confidence over the decision,
confidence over each smaller evaluation should be considered.

Adequate arguments to support the decisions should be provided, and the confidence pa-
rameters should be assigned to each argument. To assign the confidence parameters, one must
justify through a proper explanation, why a particular value of confidence is assigned for a
given evaluation.

4 Specifying security arguments

One useful way of viewing the security classification method is to specify the security guideline
for a targeted class. The methodology can also be used to evaluate a given system against a
given class. The assessment is typically based on verification of whether the given requirements
for a specified class are fulfilled. Since the assessment is subjective, for the trustworthiness of
the assessment it is crucial to justify the result of the assessment. Justification can be achieved
by producing relevant arguments supporting each decision taken in the assessment. Govier
defines an argument as “a set of claims in which one or more of them-the premises- are put
forward so as to offer reasons for another claim, the conclusion” [10].

An argument typically consists of the main claim (conclusion), supported further by the
evidence or sub-claims to justify its parent claim. Well-structured arguments make the expert
opinion explicit resulting in better documentation of claims and improved communication be-
tween the experts. It can also help to identify missing evidence and weak assumptions made
during the evaluation. Structured arguments are widely used in assurance cases [4,11]. An
assurance case is similar to a legal case where arguments are presented to support the claims,
backed by evidence [8].

Security class evaluation involves a series of security arguments. To demonstrate how an
argument is formed, let us take an example of an assessment of an IoT device’s physical security.
It is considered that for an IoT device to be physically secured, two requirements should be
fulfilled. First, the device is placed in a secured area, and second, if somebody tries to fiddle
with the device, the owner should get a notification about it. During the assessment, it was
found that the device is typically located inside the apartment. Thus, only people living in
the apartment have physical access to the IoT device. Also, the device has a tamper detection
mechanism that notifies the owner when someone tampers with the device. Therefore, it was
concluded that the IoT device has adequate physical security. In this example, there are
a set of claims and reasons: IoT device is located in a safe place because it is located in the
apartment; IoT device gets a notification about tampered device because it has tamper detection
mechanism; IoT device has good physical security because it is placed in a safe place and the
owner gets a notification about device tampering. The confidence in the main conclusion “IoT
device has good physical security” depends on the confidence in the reasons presented. The
amount of trust in the ground of the claim also impacts confidence. In our example, the ground
of the argument is, if the physical location is secure and the tamper detection functionality is
secure, the device is physically secure. If the ground is weak, the trust in the conclusion would
also be weak. It implies that the level of confidence in the conclusion depends on the trust in
the main claim and also on the supporting components of the claim. Thus, to properly evaluate
the confidence in the decisions, the security arguments must be properly structured so that the
overall confidence can be evaluated by utilizing all the related claims.
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Representation of arguments using only text as above lacks readability and maintainabil-
ity. There are various diagrammatic notations such as Goal Structuring Notation (GSN) [20],
Claim Argument Evidence (CAE) [4], or Toulmin argument model [21], that can help experts
to structure their arguments. All the above methods structure the argument in a tree structure
where the root node is the central claim, which further grows into child nodes that provide
the justifications using sub-claims and evidence. These methods are often used in constructing
assurance cases. There are also several tool support implementations using a structured argu-
ment approach to construct assurance cases [12], where most of them comply with the GSN
standard.

Goal: It refers to the claims and sub-claims in the assessment. Goal

Strategy: It gives the rationale for the sub-claims or evidence
that supports the claim. Strategy

Evidence: It provides evidence that supports the claim.

Undeveloped goal: It says that the diagram should be further ‘Undeveloped
expanded/developed from that point. Goal

Context: It provides contextual information related to the
element. It may be definitions and other supporting materials.

Context

Justification: It provides the reason for what has been done.

Assumption: It refers to any assumptions made to support the
argument.

Contextual relationship: It associates the goal or strategy to
their context.

Ty dool

Argument relationship: It connects the goals to their sub-goals
or evidence

Figure 2: Summary of Goal Structuring Notation (GSN) symbols.

The security classification process involves a series of systematic steps to achieve a security
class. We propose to assess the confidence in a system’s security class by using a structured
argumentation model. Structured arguments provide the reasons to support the security claims.
These reasons can be seen as security requirements, and to which degree these requirements are
fulfilled is reflected by the confidence (belief and uncertainty). In this particular work, we use
GSN to represent our argumentation model diagrammatically. We choose GSN because it is
simple, popular, and has open-source tool support to construct the argumentation model [12]
456 GSN provides a set of symbols to represent the argument, summarized in Figure 2. Using

4Certware, https://nasa.github.io/CertWare/
5Acedit, https://github.com/arapost/acedit
6D-case editor, https://github.com/d-case/d-case _editor
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the GSN diagram, Figure 3 shows the security class evaluation step as a GSN argumentation
model.

C&C data results in Class A

Impact and Exposure
giving class A in lookup
table is enough

C&C has a Major Impact Exposure evaluated is E2

Connectivity and
Protection level giving
Exposure E2 in lookup
table is enough

Connectivity and
protection level lookup
table is accepted

Evaluate Connectivity and
Protection level to get exposure/

C&C has Protection Level P4 Connectivity results in level C3

Figure 3: Representing class A evaluation using Goal Structuring Notation (GSN).

5 Assessment of belief and uncertainty

The degree of confidence in the justification can be reflected using two parameters, belief and
uncertainty. To understand the concept of belief, let us consider a wireless sensor network
where an expert claims Cl1:“Source node adequately encrypts the data before sending it to
the destination node”. We need a basis to trust this claim. Since the vendor is popular in
the market, and many organizations trust them, most people will also trust the vendor. The
vendor also provides a document stating that all nodes encrypt data before the transfer, and
explains how it is done at a very high level. With all these, one may set the belief on the claim
CI1 at 90%. However, during the design or implementation, there may be errors/bugs resulting
in data being unencrypted. Thus, the remaining 10% represents the uncertainty of the claim.

Now, if we can experimentally verify that sensor data are encrypted, e.g., through a pen-
etration testing tool, we can completely trust the claim, which means 100% belief. However,
we do not have the equipment or knowledge to do that, and thus, the claim is not yet verified.
Thus, this 100% is called the plausible belief or plausibility. Plausibility is the maximum belief
that can be obtained if all the evidence can be provided. Sometimes, plausibility cannot reach
100%. For instance, if a flaw is discovered in the encryption algorithm allowing unauthorized
decryption, then the disbelief in the claim may arise. Let us say that disbelief is estimated at
30%. That means the highest level of belief that one can make in this situation is 70%.

One of the widely used approaches to quantify the belief and uncertainty is Dempster-Shafer
theory [6,16]. It is a generalization of probability theory that allows for incomplete knowledge
by offering the notion of upper and lower probabilities called belief and plausibility functions [9].
Belief shows the strength of the existing evidence supporting a given statement and represents
the lower bound probability of validating the statement. Plausibility is the upper bound of the
belief that could be obtained by adding the evidence to support the statement or claim.
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To formally describe Dempster-Shafer’s belief and plausibility, let us consider a frame of
discernment X (i.e., the set of all possible states of system under consideration) and 2% be
power set of X. The belief mass, or the basic belief assignment, m can be assigned to each
element of 2% where m : 2% — [0,1]. If A is an element of 2%, then:

Z m(A) =1 (1)

AC2X

The belief and plausibility function for A can be defined as:

Bel(A) =Y m(B) @)

BCA

Pi(A)= > m(B) 3)
BNA#¢

Thus, belief < plausibility. Both belief and plausibility have the range [0,1].

By definition, uncertainty is the degree of lack of knowledge or evidence to justify the claim.
Thus, the difference between plausibility and belief reflects the uncertainty on the acceptance of
the claim. Additionally, the plausibility value less than one indicates the existence of disbelief,
meaning that there is some evidence against the claim.

Plausibility = 1 — Disbelief (4)

Equation 4 shows that in the absence of disbelief, plausibility is 100%. In our context, we
reuse the definition of belief and plausibility from the Dempster-Shafer theory. Evaluating
plausibility is more natural than to evaluate uncertainty in the first place. Thus, we evaluate
the belief and plausibility first and calculate uncertainty as:

Uncertainty(u) = Plausibility(Pl) — Belief(b) (5)

Security class assessment involves a single conclusion (claim for a given class) decomposed
into claims and sub-claims. During the assessment, the confidence is assigned to each of the
(sub)claims. The confidence may be assigned based on the evidence presented to support
the claims. It is essential to combine all the confidence to produce an aggregate (concluding
confidence) that represents the overall confidence of the assessment.

5.1 Aggregation of confidence parameters

In argument based approaches such as in safety cases, which are based on the Dempster-Shafer
approach, the belief aggregation rules defined are based on the type of arguments. Each claim
typically has weights that represent its significance. For example, in trust cases, Cyra and
Gorski [5] proposed the aggregation rules based on four types of arguments Complementary
(C) arguments, Necessary and Sufficient (NSC) arguments, Sufficient (S) arguments, and Al-
ternative (A) arguments. In their Visual Assessment of Argument (VAA) approach, they define
linguistic confidence and decision scales for user’s ease. During the evaluation, the linguistic
scale is converted to belief and plausibility values for aggregation. After aggregation, the belief
and plausibility values are again converted back to confidence and decision values to show in the
linguistic scale. They use scaling functions for mapping the linguistic confidence and decision
scale into the [0-1] interval. However, the values of the parameters of the scaling functions
are not defined. Also, the aggregation rules defined may not fit in the security domain. For
instance, the aggregation rule for C argument is a weighted mean of beliefs of child components
of a claim. However, weighted means are not sensitive to lower values of beliefs. Also, the



NSC and SC arguments aggregate the value by multiplying the individual beliefs. The aggre-
gated result of such beliefs always diminishes if we add more evidence that has a belief less
than 1. However, the rational intuition is that, with an increase of evidence, the beliefs should
strengthen.

Similarly, Wang et al. [23] have proposed generalized aggregation rules of confidence based
on Dempster-Shafer theory. Though they redefine argument types, their D-arg and FC-arg
cases are similar to C argument and NSC/SC arguments in trust cases. Other aggregation
approaches with similar issues are given in [1,24,25].

Alternatively, Noll et al. [15] in their Multi-Metrics approach, have claimed that quadratic
functions reflect the aggregation better than linear approaches. Since security is as strong as
its weakest link, instead of what is already good, Noll et al. focus on what is weak and what
could go wrong, modeled with their concept of criticality. Then criticality is emphasized in the
aggregation by evaluating the root mean square value of criticality values.

In our case, the arguments contribute individually to the overall goal. Based on the sig-
nificance of the component, we assign appropriate weights to them. We have considered the
weights in the range [0,100]. In this report, we compare the weighted mean approach and
Multi-Metrics approach by calculating beliefs using both of the approaches. As an example to
show how the arguments and beliefs are structured in the data encryption criterion, a GSN
diagram for data encryption criteria is shown in Figure 4.

Data Encryption

|

Evaluate encryption of C&C data

Showing C&C data are
encrypted according to P4
specification is enough

7 N

C&Cdata {s encArypted when the bata Encryptlon IsAstrong End-to-end encryption is Does not use custom encryption
control signal is sent from loT encryption algorithm supported algorithm
hub to the loT devices <bel, pl, w>=<100%, 100%, 95> - o i o
<bel, pl, w> = <100%, 100%, 100> <bel, pl, w> = <50%, 100%, 80> <bel, pl, w>=<100%, 100%, 95>

< < <

AES-128 bit
encryption is
recommended and
considered
adequate by NIST

Document from

vendor claiming
AES-128 bit data
encryption

Figure 4: Evaluation of data encryption criterion for protection level 4 using Goal Structuring
Notation

5.1.1 Weighted mean approach

Weights represent the significance. The weighted mean is calculated to obtain an average when
the significance of values differ. The aggregated belief using the weighted mean for beliefs (b)
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and weights (w) can be calculated using the formula:

;wib;
AggregatedBelief (B) = %TH:U (©)

where w; and b; is the weight and belief of the it component.

5.1.2 Multi-Metrics approach

The Multi-Metrics (MM) approach of [15] uses Root Mean Square Weighted Data (RMSWD) to
aggregate the criticality values. The formula to calculate the aggregated criticality is expressed
as:

x= 2 () "

where X is the aggregated criticality, x; is the criticality of the i*® component, and W; is
calculated from the component weight w; as:

w; \ 2
- () :
= (300 (8)
The original work focuses on criticality x; defined as the complement of security, privacy, or
dependability metrics [15]. In our context, we use the complement of belief value (100 - belief)

to express criticality. Finally, the aggregated belief (Bel) is computed as a complement of X
(i.e., Bel = 100 — X). Thus, using equation 7, Bel can be expressed as:

Bel =100 — \/Z W) (9)

where bel; is the individual belief value of the component under consideration.

5.2 Aggregation of Security Classes

The classes obtained for each component should be aggregated to obtain an overall class to
reflect the system security class. However, currently, the class is represented as a label (A-F).
To allow aggregation between classes, we propose to have a scoring mechanism to represent
the score of a security class. We assume that the consecutive classes are equidistant (i.e., the
distance from class A to B is equal to that of B to C). Thus, initially, we mapped the higher
score to a better class, i.e., the initial mapping between the score and the class is 1=F, 2=E,
3=D, 4=C, 5=B, and 6=A. However, we have used most of the parameters (beliefs, weights) in
the range [0-100], and thus we normalize this score to the common range [0-100] (i.e., 0 maps to
1 and 100 maps to 6) for better perception. To transform the value from one scale to another,
we use min-max normalization technique [7] as in Equation 10.

V — Vi
Vnorm =— Vnewmaz - Vnewmin Vnewmin 10
(Vmaz - szn( ) - ) ( )

Where:
Viorm is the new normalized value and,

V is the given value and,
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Vinae 18 the maximum value in the existing scale and,
Vinin 1s the minimum value in existing scale and,
Viewmae 18 the maximum value of the new scale and,
Viewmin 18 the minimum value of the new scale

To illustrate an example of a min-max normalization, let us suppose the obtained class is
B, i.e., 5 according to the initial mapping. To represent it in a new scale between [0-100], we
have V' =5, Viuin = 1, Vinaz = 6, Vaewmin = 0, Vaewmaz = 100. Using equation 10 the value 5 is
transformed as:

Vi — <21(100 —0)+0) =80

Table 2 shows the mapping of class to the normalized scores using equation 10. The table
also shows the range of scores to which each of the classes is mapped. For example, if we obtain
class B, then the score value would be 80 (see Table 2). Similarly, if the resulting class score
after aggregation is 65, then it lies between the range [50,70], thus class C. We can now use
the aggregation principle to obtain the overall class. Similarly to beliefs, the aggregation of
security classes should be more sensitive to lower scores (lower class) than the higher scores. If
one component has a lower class, despite other components with a higher class, the aggregated
class should be closer to the lower class (supporting the weakest link principle of security).

Table 2: Security class mapping

Class label Value Normalized value Range

A 6 100 90-100
B 5 80 70-90
C 4 60 50-70
D 3 40 30-50
E 2 20 10-30
F 1 0 0-10

5.3 Underlying principles for aggregation

Belief aggregation depends on how the arguments are presented. There are cases when there
are multiple justifications independent of each other fulfilling the same claim, or sometimes
each justification contributes towards the fulfillment of the claim to some extent. These should
be handled differently. Here we describe the principles to guide the aggregation mechanism.

1. Maximum belief: If the justifications are overlapping and one includes another, the
one with the highest belief should be selected. For example, to verify the claim "Data
is encrypted", there are two claims with different beliefs. Document from the vendor
describing that the data is encrypted (belief = 90%), Experimental verification that the
data is encrypted (belief = 100%). In this case, we simply select the highest belief because
the vendor document does not affect the overall belief as it has been proven experimentally.

AggregatedBelief = Mazimum/(bl,b2)

Here, bl and b2 are beliefs on overlapping claims where justifying one of the claims
includes another.
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2. Zero belief: If the belief on any of the claims in protection level evaluation is zero, then
the total belief is also zero. It is because the class is determined based on the previously
specified requirements of security functionality. If one of the functionality has no belief at
all, then the whole claim for that protection level fails, and it must be evaluated against
the lower protection level. The same applies to the aggregation of protection criteria
towards the protection level.

if (c.security Functionalities. Any(security Functionality.belie f = 0))
THEN c.belief =0

3. Minimum belief: Typically, it is assumed that the impacts and connectivity have full
beliefs. If it has lower beliefs than 100%, the resulting belief should be the lowest one. For
example, if the exposure obtained is E2 with a belief of 90% and the Impact is Major with
60%, the class obtained should have a belief of 60% instead of averaging it. It is because
both of them are equally important and required for evaluation. Thus, the average of
their belief has no meaning.

AggregatedBelief = Minimum/(bl,b2)

Here, b1 and b2 are beliefs on impact and exposure claims.

6 Case study

To demonstrate the applicability of confidence in security classes, we have selected a use case
about a home control unit in the SHEMS. Device control commands in SHEMS are used to
manage the peak load by controlling the home appliances to reduce consumption. The scenarios
for the use case are built upon our previous work [17], which used the two principal methods
to control the IoT devices: centralized and edge control. The centralized control has higher
connectivity and major impacts and thus results in class D, whereas in the edge control scenario,
the connectivity towards control mechanism was reduced. Thus the impacts are also reduced,
resulting in class A. We select the edge control scenario because it yielded a better security
class (class A) than the centralized control (class D). By applying our enhanced methodology,
we demonstrate how confidence in the solution is evaluated.

6.1 Protection level evaluation

For a device control command, data encryption, access control, and monitoring & analysis were
considered the relevant criteria. We first analyzed the security mechanisms available for each
security criteria of Command and Control (C&C) data and mapped it to the protection level.
The security mechanism of the C&C component mapped to the protection level is summarized
in Table 3. The column "P’ shows the existing security functionalities in the C&C component.
This column maps to the P4 column, therefore, the protection level is considered to be P4. Next,
we discuss confidence parameters for each security criteria and their security mechanisms.

6.1.1 Data encryption

To evaluate the data encryption criterion in the edge control scenario, we consider the C&C
data in the home network. The following sub-claims were considered to satisfy the P4 level
requirements:
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Table 3: Protection level requirements for C&C data

PI:ote.ctlon Security functionality P5/ P4/ P3| P2 Eval

criteria
Encryption of C&C data between IoT hub and devices|x |x [x |x |V
Encryption of C&C data between [oT hub and backend |x |x |[x v

Data system

encryption Strong encryption mechanism X |x |x v
Credentials should not be exposed in the network X |x |x v
End-to-end encryption X |X v
Should not use custom encryption algorithms X |x v
Disable remote access functionality X

Access control | Default and weak passwords should not be used X |x |x v
Enable multi-factor authentication X |x N/A

Monitoring Monitoring system components X |x v

and Analysis of monitored data X |X v

analysis Act on analyzed data X

e C&C data is encrypted when the control signal is sent from the IoT hub to
the IoT devices: The belief on this claim is 100% justified by the vendor’s document
and lab test.

e Data encryption uses a strong encryption algorithm: It has been verified that
data is encrypted with AES 128-bit encryption, which is considered secure for the home
network. Thus, the belief in this sub-claim is also set to 100%

e End-to-end encryption is supported: Communication uses Zigbee, which supports
end-to-end encryption. However, we did not find any claims from the vendor about it.
Thus, this claim is partially trusted (50%) but would gain the plausibility of 100% if
verified experimentally or claimed by the vendor.

e Does not use a custom encryption algorithm: This claim has 100% belief because
the communication uses the Zigbee standard, which supports a well known AES-128 bit
encryption.

6.1.2 Access control

In our case, the C&C command is sent from the IoT hub to the devices in the home network,
based on the preset threshold. We consider the following two sub-claims to fulfill P4:

e Weak and default credentials should not be used: The hub and the devices are
authenticated using unique pre-shared keys, and thus unauthorized access of C&C data
is not allowed. The C&C data has restrictions to be accessed and triggered only by the
gateway. Thus, we consider access control as adequately secured and assign the belief of
100%.

e Enable multi-factor authentication: Not relevant

6.1.3 Monitoring and analysis

In protection level P4, monitoring and analysis criteria require two security functionalities:
monitoring system components and analysis of monitored data. Thus, the claim for this crite-
rion “Monitoring and analysis are adequate” can be supported by the following two sub-claims:



e C&C data is adequately monitored: The advanced monitoring capabilities include
the collection of security data from system components, analyze them, and take necessary
actions when required. In our case, it supports basic monitoring functionalities where log
information such as device status, control signals sent and executed are collected. Thus,
the belief assigned to the first sub-claim “Data is adequately monitored” of C&C related
data is 98%.

e C&C data is adequately analyzed: The gateway performs regular availability checks
on its devices and notifies any device disconnection. However, it does not perform any
extensive automated analysis of abnormal behavior of control signals. It is possible to
manually analyze the monitored data from the log occasionally. Yet, it does not perform
extensive security analysis. Thus, the sub-claim “data is adequately analyzed” has a lower
belief set to 80%.

Table 4 summarizes the beliefs, plausibilities, and weights assigned to the parameters for
protection level evaluation of the selected criteria.

Table 4: Summary of belief and plausibility.

Protection criteria Security functionality bel, pl, w

C&C data is encrypted when the control signal | <100, 100, 100>
is sent from IoT hub to the IoT devices
Data encryption uses a strong encryption algo-|<100, 100, 95>

Data encryption (w=100)

rithm
End-to-end encryption is supported <50, 100, 80>
Does not use custom encryption algorithms <100, 100, 95>
Access control (w=95) Weak and default credentials are not be allowed|<100,100,100>
- ) . |Monitoring system components <98, 100, 100>
Monitoring and analysis Analysis of monitored data <100,100, 95>

(w=80)

6.2 Aggregation of beliefs

As mentioned in Section 5.1, we consider the weighted mean approach and MM approach for
belief aggregation. In our case, there was no disbelief on any of our premises, and thus we
consider 100% plausibility (See equation 4).

6.2.1 Aggregation using the weighted mean approach

Using this approach, we calculated the aggregated belief (Equation 6) for data encryption,
access control, and monitoring & analysis as 89%, 100%, and 89%, respectively. Further aggre-
gation towards protection level evaluation gave us 93% belief and 7% uncertainty. Evaluating
both the connectivity and protection level is equally important, and in the absence of one of the
parameters, exposure cannot be evaluated. Thus, if the belief in connectivity evaluation is fully
trusted, the resulting confidence of exposure is determined by the confidence in the protection
level. The same applies to impact and exposures. Thus, we assign the overall confidence to the
class A evaluation as 93% belief and 7% uncertainty (i.e., < A,93,7 >)

6.2.2 Aggregation using the MM approach

Using this approach (see Equation 9), the aggregated belief value for data encryption, access
control, and monitoring & analysis criteria obtained were 78%, 100%, and 86%. Similarly, the
4



aggregated belief for P4 using the MM approach was 84%. Since plausibility was considered
100% all the time, it does not change after aggregation. The class obtained using the MM
approach gave us class A with 84% belief and 16% uncertainty, i.e., < A, 84,16 >, which is
more realistic than the weighted mean approach which obtained < A,93,7 > despite of the
lower belief on one of the sub-claim. The MM approach retains the lower belief values in the
result. Table 5 summarizes the results obtained from the two approaches.

Table 5: Comparison of weighted mean and RMSWD approach for belief aggregation.

Weighted mean approach Protection Multi-Metrics approach
Aggregated to | Aggregated to | criteria Aggregated to | Aggregated to
protection criterion criterion protection
level level level level

Bel = 89% Data encryption Bel = 78%
Bel = 93% Pl — 100% (we100) yp Pl - 100% Bel — 84%
Pl = 100% U =11% U = 22%% Pl = 100%
U=17% Bel = 100% Access control Bel = 100% U = 16%

Pl = 100% - Pl = 100%

U - 0% (w=95) U - 0%

Bel = 89% Monitoring & Bel = 86%

P1 = 100% analysis Pl = 100%

U =11% (w=80) U = 14%

7 Discussion

We have compared two approaches to aggregate beliefs: the weighted mean and the MM ap-
proach. The aggregation in the weighted mean approach is not sensitive to lower values. For
instance, when the data encryption criterion was evaluated, the beliefs for security function-
alities were 100, 100, 50, 100, and their respective weights were 100, 95, 80, and 95. Here,
one of the beliefs with weight 80 has a low belief value of 50. However, the aggregated belief
is calculated as 89%. This value is not very realistic because in security, if one of the claims
has lower belief, it may have a profound effect on the overall security, and thus lower values
should be well reflected in the aggregation of beliefs in security. For the same criterion (i.e.,
Data encryption), when applying the MM approach to aggregate the belief, we obtained an
aggregated value of 78%, which is somewhat more realistic than 89%. Thus, we prefer the MM
approach to aggregation of beliefs instead of weighted means. The overall result of belief using
the MM approach showed that the overall belief for the C&C data being Class A was 84%, and
the plausibility obtained was 100%. It means we could have obtained a total of 100% belief.
However, due to a lack of evidence and knowledge, there was 16% uncertainty. This uncertainty
can be reduced by providing missing evidence. For example, the belief in the existence of end-
to-end encryption is 50%. It can be increased by gathering more evidence, i.e., experimental
verification of end-to-end encryption, which could raise the overall belief to 93%.

It is also important to notice that plausibility is 100%, which means that in the given setup,
for the C&C data there is no disbelief in the claims. Higher disbelief may suggest that the
parameter causing disbelief must be changed because it is not trusted to a large extent. As
an example, a claim is made for adequate data encryption for Wi-Fi communication. If it uses
WEP standard, then the disbelief in the claim is high because, even though WEP provides
encryption, it is known to be weak. Hence, to reduce the disbelief, the WEP must be replaced
with a more secure standard such as WPA2.
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The degree of belief of the result represents the trust in the claim made for a given class. If
the belief is too low, and the uncertainty is high, then the assessment requires more work or the
experts may have less knowledge about the security built around the system. However, if the
belief is low and the disbelief is high, the claims made in the assessment are not trustworthy,
and appropriate measures should be taken to improve the confidence. Similarly, an acceptable
but not too high value of beliefs may say that the claims are trustworthy but not entirely
acceptable. In terms of security class, it may mean a different level of trust in the assessment.
For instance, a claim of class A with belief 60% and plausibility 95%, may mean a less trusted
class A (e.g., A™). However, in the same condition, belief with 90% may represent a highly
trusted class A (e.g., ATT)).

8 Tool support for security classification methodology

To demonstrate the applicability of security classification methodology, we needed a tool sup-
porting argument structuring and confidence assessment. Tools such as ASCE [14], Certware [3],
or D-case editor [13] support structuring of arguments. However, those tools do not support
confidence assessment. Some of the confidence aggregation frameworks perform confidence
aggregation [1,22]. However, the way the confidence is aggregated may not be usable for se-
curity cases. NOR-STA tool [5] seams to provide most of the features that we need, including
argument structuring and confidence assessment. We describe the tool briefly.

8.1 NOR-STA

NOR-STA is a tool implementation of trust cases providing a visual assessment of arguments.
This tool’s argument structure is based on Toulmin’s argument model and is used to specify
the claims and arguments as a tree structure. NOR-STA can also generate GSN diagram from
the arguments. The confidence assessment is based on the Dempster-Shafer theory of belief.
However, they introduce a linguistic decision and confidence scale to present the opinion towards
presented arguments. This scale is then converted to Dempster-Shafer belief and plausibility,
which are then used to compute the aggregated belief and plausibility. The aggregated beliefs
and plausibility are then converted back to confidence and decision to show the result.

8.1.1 Scale of assessment

Trust cases are based on the Dempster-Shafer theory of belief and plausibility. However, as-
signing belief and plausibility to any argument is challenging and less intuitive. Thus, trust
cases provide decision and confidence scales, which are relatively more intuitive. The decision
scale shows the degree of acceptance or rejection of the assessed element. It has four decision
values, namely acceptable, tolerable, opposable, and rejectable.

Similarly, the confidence scale shows confidence in the decision and has six values: for sure,
with very high confidence, with high confidence, with low confidence, with very low confidence,
and lack of confidence. The combination of decision and confidence scale shows the experts’
attitude towards an argument. If the confidence is lowest (i.e., no confidence), it represents total
uncertainty in the decision because whatever decision is made, it ceases to provide confidence
in that decision. The authors map these decision and confidence scale to the belief (b), disbelief
(d) and uncertainty (u) parameters as follows, where b,d,u € [0, 1]:

b+d+u=1.

Figure 5 represents the assessment in decision and confidence scale being transformed into
belief, disbelief, and uncertainty scale. Each assessed element in the NOR-STA tree can be
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Figure 5: The assessment triangle [5]

aggregated towards the parent element based on the assigned argument aggregation rule.
This assessment can be transformed to Dempster-Shafer belief and plausibility function as
the following equations:
Bel(s) = Conf(s).Dec(s) (1)
Pl(s) =1—Conf(s).(1 — Dec(s))

where:
e s is a statement
e Bel(s) €[0,1] is the belief function that supports s

o Pl(s)e[0,1] is the plausibility function (upper bound on the belief in s that can be gained
by adding new evidence).

8.1.2 Arguments and their aggregation in trust cases

In NOR-STA, each sub-claims can be further broken down into sub-argument models forming
a tree structure. The leaves of the NOR-STA argumentation tree are the facts and evidence
supporting its parent claim. NOR-STA provides the mechanism to aggregate arguments from
the leaf level to the root. This tool considers three types of arguments and their aggregation

rules, as described in [5]. Below are the aggregation rules being applied for each type of
arguments [5] where:

e cis a claim (conclusion),

e w is the warrant of ¢,

n is the number of premises/argument strategies of c,

a; (where i€ {1,2,...,n} ) is the ith premise,

k; (where e {1,...,n} is the weight assigned to the ith premise
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NSC-argument(Necessary and Sufficient Condition list argument):
For NSC-arguments, all the premises must be accepted for the conclusion to be accepted.
Failing one premise rejects the whole conclusion. NSC-arguments are aggregated as:

Bel(c) = Bel(w) - Bel(ay) - Bel(ag) - ... - Bel(ay,) (12)

Pl(c) =1 — Bel(w) - [1 — Pl(ay) - Pl(ag) - ... - Pl(ay)] (13)

SC-argument (Sufficient Condition list argument):

For SC-arguments, if a premise fails, nothing can be inferred about the conclusion. The ac-
ceptance case of SC-arguments is the same as NSC-arguments. Thus, SC-arguments can be
aggregated as:

Bel(c) = Bel(w) - Bel(ay) - Bel(as) - ... - Bel(ay) (14)

Pl(c) =1 (15)

C-argument (Complimentary arguments):

In C-argument, the falsification of a premise does not reject the whole conclusion but reduces the
confidence in the decision. This uses weight-based aggregation, and the aggregated assessment
is a type of a weighted mean value of all premises. C-arguments are be aggregated as:

ki1Bel(ar) + ke Bel(as) + ... + k,Bel(ay)

Bel(c) = Bel 16
el(c) = Bel(w) ki + ks + otk 16)
Pl(c) = 1 — Bel(w) - (1 _ laPlla) Zlkipljg(‘ﬁ)'l”g k"Pl(“")> (17)

A-argument (Alternative arguments):
In this type of argument, several independent arguments support the conclusion. The aggrega-
tion rule for A-Arguments is expressed as:

Bel(c) = Bel(ary).Bel(ars) + Bel(ar,)[Pl(ars) — Bel(ars)]+
Bel(ary)[Pl(ary) — Bel(ar)) (18)

Pl(c) =1—{[1 — Pl(ar)].[1 — Pl(ar3)] + [1 — Pl(ar1)].[Pl(ars)
— Bel(arg)] + [1 — Pl(ars)].[Pl(ar1) — Bel(ar)]} (19)

NOR-STA considers a simple decision and confidence scale for assessment. Since these scales
are not evenly distributed, calculations cannot be performed using the uniformly distributed
scale. Thus, the authors experimentally calibrated the values using scaling function s define as:

s:10,1] x [0,1] = [0,1] x [0, 1] where, for each aggregation rule, the decision and confidence
value of range [0,1] maps to a new value within the same range [0,1].

The trust case uses a combination of linear normalization equations to compute the scaled
value. After aggregated values are calculated, the inverse scaling function should be used to
convert these scaled values back to the intuitive values. The paper claims that the scaling
function was constructed based on the experimental evaluation, however, it does not provide



values for the constants of scaling functions, and thus the results obtained from the tool could
not be replicated when calculated manually.
There are four different aggregation rules applied to the tool to propagate beliefs. The issues
with C-Arguments, SC-Arguments, and NSC-Arguments have been discussed in section 5.1
Thus, though NOR-STA is good at structuring the arguments, the aggregation principles
do not fit our context. Therefore, we did not use this tool to apply the security classification
method.

9 Conclusion and future work

In this work, we have enhanced the security classification method proposed in [19] by introduc-
ing confidence parameters (i.e., belief and uncertainty) to the assessment of a security class.
Specifying confidence in the assessment improves the trustworthiness and quality of the assess-
ment. We follow the GSN structured approach to organize the security arguments, making it
easier to assign the confidence parameters. We then exemplified how to calculate confidence
parameters for a use case involving an edge command & control mechanism for SHEMS. We
also discuss how to assign overall confidence in the assessment results. By comparing two types
of aggregation methods, we observed that the weighted average methods are less suitable than
the method based on RMSWD, which is used to aggregate the criticality in the MM method
of [15]. We also discussed different principles guiding when to consider minimum, maximum,
and zero belief during the aggregation.

Further work is required for building these argumentation and aggregation methods into
a tool, following works on tools like NOR-STA [5]. This is challenging to integrate with the
security classification methodology that comes with predefined mechanisms and lookup tables.
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1 INTRODUCTION

According to International Data Corporation, the predicted number of Internet of Things (IoT) devices for 2025 is 41.6
billion, generating ca. 7.9 zettabytes of data'. Because of this amount of produced data and human life penetration (e.g.,
in smart homes, offices, cities, hospitals), it is highly essential to develop secure IoT systems. However, securing IoT still
proves challenging, especially in industries driven by functionality and low costs, demanded by the high competition in
this new market, as argued, e.g., by [22, 25, 34].

10T software, like most modern software, is developed in an agile style (see e.g., the Scrum? method), where popular
now is the DevOps culture [8]. DevSecOps® adds security tools and awareness at all phases of the software development
life-cycle [17]. However, security tools [23, Part VI] need to have low learning and usability thresholds before they can
be effectively included in the DevOps tool-chain [12].

Security is traditionally considered by the industry as an aftermath, a non-functional requirement that needs experts
(e.g., white-hat penetration testing teams) to evaluate. Traditional methods like certification, risk analysis or security
classification cannot keep up with the fast changing threat landscape in IoT systems [27]. Standards such as ISO 27001
and certification such as Common Criteria are long and document-oriented processes. Keeping up with the software
changes, in short and frequent release cycles as in agile, means updating the required documents regularly, which is not
feasible. Similarly, labelling schemes such as UL Security Rating* or BSI Kitemark® are mostly based on penetration
testing and risk analysis, besides documentation. Risk assessment methods (s.a., CORAS [14], EBIOS®, FAIR [20], and
OCTAVE [1]) require significant amounts of time and resources to conduct. These approaches follow a waterfall model
where the assessments are far less frequent than the releases, and thus cannot fit the agile style of system development
[13].

As such, the software industry (and especially the IoT one) lacks motivation and guidelines for building security by
design. We think that DevSecOps is one positive drive in this respect since it aims to lower the threshold for security
aspects (e.g., tools, procedures, methods, guides) to enter the development process.

Security classification methods are not easy to integrate into the DevSecOps, and even more so for IoT [5] where
regulations, guidelines, and frameworks have only recently started to appear (see e.g., I0TSF’, GSMAS$, IoT Working
Group of CSA?, or the Industrial Internet Consortiumm)

Contributions. Based on literature and our experience with security classifications and DevOps practices, we identify
(for the first time) five principles for a security classification to be DevOps-ready. In short, these are: (1) dynamicity, (2)
tool-based, (3) easy to use, (4) static impact, and (5) oriented on protection mechanisms (detailed in Sec. 2.2). We then
choose an existing security classification methodology that already satisfies (4) and (5) from [31], and focus here on
making it satisfy the principles (2) and (3). Since the first principle is dependent on (2), we discuss it as future work.

We are thus developing a tool, implementing the chosen methodology, and testing its usability on users selected
to represent well our target group, i.e., non-security experts such as software developers, designers, architects, IT

!https://www.idc.com/getdoc.jsp?containerld=prUS45213219

Zhttps://ScrumGuides.org

3https://www.devsecops.org

“https://ims.ul.com/IoT-security-rating
Shttps://www.bsigroup.com/en-GB/about-bsi/media-centre/press-releases/2018/may/bsi-launches-kitemark-for-internet-of-things-devices/
Shttps://www.enisa.europa.eu/topics/threat-risk- risk- current-risk/risk-management-inventory/rm-ra-methods/m_ebios.
html

"https://www.iotsecurityfoundation.org/wp-content/uploads/2018/12/I0TSF-10T-Security-Compliance- Framework-Release- 2.0- December-2018.pdf
Shttps://www.gsma.com/iot/iot-security-assessment/

“https://downloads.cloudsecurityalliance.org/assets/research/internet-of- things/future-proofing- the- connected-world.pdf
Ohttps://www.iiconsortium.org/pdf/IIC_PUB_G4_V1.00_PB.pdf
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managers, or personnel from software operations. Our users, described more thoroughly in Sec. 3, are: (i) partners from
one large European IoT project and students from one course on IoT security, both of which we involve several times
during several stages of our development; as well as (ii) SMEs from a Polish cluster, and (iii) several developers recruited
from software developing companies, both groups involved only for evaluating our high-fidelity web-based prototype.
To evaluate our prototypes and to extract information from our users, we organized workshops during which usability
studies were run, involving methods such as interviews, observations, co-design, and active intervention, as well as
standard questionnaires and recordings of user actions.

We do our work in five stages, developing three prototypes along the way; this is what we describe in Sec. 4 (the
manual stages) and Sec. 5 (the tool prototypes). In the end, we extract from this process as a “recipe” to make it easy
for others to transform security classifications (or similar methods) into DevOps-ready tools, by following and maybe
adapting our stages and instruments. We strive to make these stages intuitive and natural, following interaction design
principles, but applied to our particular task of taking a complex, expert-oriented, method and transforming it into a tool
that can be used by not-so-experts. In short, one first needs to evaluate (see Sec. 4.2) the chosen security methodology
as it is described in available documents or by experts; in our case, the methodology also had examples of applications
to SHEMS (Smart Home Energy Management Systems) [30] and AMI (Advanced Meeting Infrastructure) [31]. Then
one needs to transform the methodology into a process (steps to follow) focused on the non-expert target users (see
Sec. 4.3). The process then should be implemented into a low-fidelity prototype, e.g., in our case using spreadsheets (see
Sec. 5.1), to test the automation and procedure nature of the method. From the evaluation of the first implementation,
one draws more concrete requirements for the high-fidelity version (see Sec. 5.2). In the end we evaluate (see Sec. 5.3)
our final candidate for integration into a DevOps tool-chain.

Our current and future work is to help the software company eSmart Systems AS (which provides cloud-based
solutions for smart grid monitoring of AMI) take up into their development process the tool that we present in this
paper. From this point on we do not see significant research challenges, but only technical integration and maybe more

iterations of UX adjustments/improvements to fit their specific development process and to enable dinamicity.

2 SECURITY CLASSIFICATION FOR DEVSECOPS
2.1 DevSecOps and Usability of Security

Agile methods [6] have been a popular style of software development for quite a while, adopting from the spiral
model [4] the cyclic development, revisiting the same phase multiple times, e.g., new or changed requirements may be
dictated by the client or the market. Agile promotes the inclusion of users, e.g., their manifesto!! encourages a software
development culture that values: (i) individuals and interactions over processes and tools; (ii) working software over
comprehensive documentation; (iii) customer collaboration over contract negotiation; (iv) responding to change over
following a plan.

DevOps is a more recent agile style that differentiates itself through being open to and encouraging the use of tools at
all phases, including the operations phase (thus the ‘Ops’ in the name). Operations have become more important lately,
both because of the proliferation of the cloud, making the infrastructure cheaper to deploy and run the software, and
because of automation and tools becoming available for more tasks in all the development phases. DevSecOps brings
into the DevOps the security, following the same philosophy;, i.e., security awareness (or best practices) and security

tools/processes at all phases. In particular, the penetration testing that depends on a high level of security expertise

Uhttp://agilemanifesto.org/principles.html
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(usually coming from outside the development team) is mostly replaced by security tools such as code scanners, loggers,
or API security testing, and phase relevant security education for all team members.

We consider DevSecOps as an arena that, more than ever, promotes the industrial adoption of usable security tools
[? 2 ]. On one hand, since DevSecOps is so tool intensive it lowers the usability threshold to allow more tools to be
incorporated into the development tool-chain. On the other hand, since DevSecOps is so receptive to new tools, it offers
researchers a motivation to put more effort into making their security tools easier to use, in the hope of being adopted

by the industry.

2.2 Principles for DevOps-ready Security Classifications

We have identified five general principles for making a security classification DevOps-ready, by which we mean a security
classification that can be easily integrated into a DevSecOps tool-chain as one of the security mechanisms/tools. These
principles are also applicable to other similar expertise-heavy methods s.a. risk analysis (which are usually manual,
slow, and expensive [2]).

If a reader not acquainted with security classifications may have difficulties following some of the, rather succinct,
arguments behind the five principles, we trust that after going through the details of Sec. 4.1, the ideas presented below
will be easier to appreciate. For now, we are contented to give a brief definition of what we understand a security

classification to be (in very general terms).

A Security Classification Methodology (SCM) has the goal to evaluate the security of a system with the
outcome of classifying it; a security class offering a measure of the strength of the system. SCM (s.a. the
ones from the French agency ANSSI or the US agency NIST) are often used for governmental systems,
whereas similar methods for risk assessment (s.a. the standard ISO/IEC 27005 or the EBIOS from the
European agency ENISA) are more often used by industry, and involve more calculations of losses and
countermeasures in case of breaches. SCM compute a security class by combining evaluations for: Impact
and Likelihood (that the system is breached), where the likelihood is the result of combining the evaluations
of the Exposure, the users’ Accessibility to the system, and the power of Attackers. Exposure in turn is
determined by combining the Connectivity and the security Protection mechanisms supported by the

system. (See also Fig. 1 on page 7.)

Based on our experiences with security classifications and with DevOps development practices, we consider the

following principles as a minimum for a DevOps team to be able to adopt a new security classification methodology.

(1) Dynamic. In evergreen'? applications (e.g., nowadays web browsers!?) the development never ends, and updates
(both functional and security/bugs patches) are constantly pushed to the deployed system, preferably without
user interaction (e.g., no consent). Therefore, any security classification needs to be dynamic so that for each
update, quick and cheap re-evaluations can be done - similar to how software testing is being done - to cope
with the short development life-cycles of DevOps.

(2) Tool-based. The method must have a tool support, and not only with a GUI but also with an API available, so
that is can be integrated within the overall DevSecOps tool-chain (e.g., [16]). Tools that are built with a UI (e.g.,
web-based apps) are also built with an API (e.g., RESTful) to which the UI connects, thus, an API is most often a
byproduct of the tool development.

2https://www.danielengberg.com/what-is-evergreen-it-approach/
Bhttps://www.techopedia.com/definition/31094/evergreen-browser
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(3) Easy to use for non-security experts. One of the main goals of DevSecOps is to move away from the traditional
style of white-hat penetration teams who evaluate the security of a ready-built (often already deployed) system,
and into a new style where every member of the DevOps team needs to have security competence relevant
for their phase of development. Thus, a security classification method for DevSecOps needs to be usable by
non-security experts.

(4) Impact statically and manually evaluated. Security classifications (the same as risk analysis methods) in-
volve evaluating the impacts of security breaches. However, when using the security classification inside one
company for developing one product, the impact evaluation is nearly static because the planned product and its
functionalities and intended use, do not change radically during the lifetime of the product. Changes are usually
very controlled, and those that are relevant for the evaluation of impact are even less frequent. As such, the
security methodology is enough to evaluate impacts once, in the beginning (maybe using even security experts),
and input this evaluation manually into the tool. Therefore, we assume that impacts are of little concern for a
DevOps-ready tool, and one need not spend effort on automating that.

(5) Fine-grained security functionality. Outside impact, security classifications are usually attack-centric, focus-
ing on the capabilities of the attackers. For IoT and for a DevOps style of development, one would focus less on
attackers, which are very dynamic and difficult to evaluate, and more on the security protection functionalities
and exposures of the system under development, which are under the full control of the DevOps team. Focusing on
functionalities makes it easy to automatically evaluate the system within a DevOps testing cycle, and also allows
the developers to understand how to make their systems secure by design, by indicating which functionalities

are a good match for which exposures and with what protection level (derived from the class specifications).

The methodology that we will work with is already developed to meet requirements 4 and 5. Thus we do not evaluate
these here. Moreover, the dynamicity requirement can be achieved and evaluated only after a tool is built (see Sec. 6).

Therefore, in this paper, we focus on the two principles 2 and 3.

3 PARTICIPANTS

The research in the paper has a user-centered approach, where the users and their goals are the driving force behind
the development of a Security Classification Tool (SCT). Usability testing [11] helps us discover problems with the
chosen SCM and to develop an easy to use SCT for non-security experts.

Our target group is non-security experts, motivated by Principle 3. More precisely, we are interested in people that have
technology expertise, as well as people, such as system designers and developers, who are not security engineers but
who may have basic security training (since their routine tasks need this) specific for their particular area of expertise.
We are also interested in non-technology experts, like CEOs and managers of various development and operations
aspects of technology; these people would know about use-cases, features, or economy and impacts, related to the

technology system, but not necessarily technical details.
The participants involved in testing our prototypes are:

SCOTT project. The most inputs and interactions were done with the participants from one large project called
Secure Connected Trustable Things'# (SCOTT) with “57 partners from industry and academia from 12 countries

working on 15 pilots involving 48 technological building blocks”. The main companies that we interacted with

Yhttps:/scottproject.eu

139



299

302
303
304
305
306
307
308
309
310
311

312

CHI 21, May 8-13, 2021, Yokohama, Japan Shrestha, et al.

were: Philips Research!® (NL), Vemco'® (PL), AVL!7 (AT), ISEP'® (PT), VTT' (FI) and Tellu IoT?° (NO), as well

as academics from Gdansk University of Technology?! (PL) and KTH (SE).

Students. These were attending one course on IoT security. There were relatively few student participants, but
their inputs were valuable and representative for their target group (i.e.,the novice users).
SME cluster. Through organizing a ‘hackathon’ we reached out to a cluster of SMEs (Small and Medium-sized

Enterprises) from Poland doing technology development.

Software experts. We also reached out to four individuals from industry who had long software development
experience:

o Participant 1: CEO of a startup company with more than 25 years of experience in the software industry,
especially on software used in the energy sector. His experience includes management and training, software
design, development, and testing.

o Participant 2: CTO of another company with more than 20 years of experience in the software industry, also
having a good background in information security.

e Participant 3: Senior Consultant and Business Developer in another company with more than 20 years of
experience in software development.

o Participant 4: Software engineer with ca. 7 years of experience, having worked as a software engineer and

data scientist in several companies.

In particular the SCOTT project participants were usually teams made of both technical and management people,
and on rare occasions a person with considerable security expertise. The ‘Software experts’ category is, similarly, made
of high-expertise people. Rather to the contrary, the ‘Students’ are technical people with little knowledge of security
and fresh in the development field too. The ‘SME cluster’ was chosen so we can have teams that are more diverse in
expertise, from business experts to developers (detailed in Sec. 5.3.1).

In our studies we were interested in testing with both individual users working alone (i.e., the ‘Students’ and
‘Software experts’), but also with teams where the members collaborate in using the SC tool (i.e., the SCOTT and the
SME cluster participants). Since our aim is to provide a SC tool for the DevSecOps team, both team work and individuals
are important, as well as diversity of background, e.g., spanning the design, development, as well as the operations
phases of DevOps. Our hackathon from Section 5.3.1 is especially focused on diversity, whereas involving the individual
‘Software experts’ in Section 5.3.2 is meant to reach various types of DevOps work.

The users have been consulted throughout the development, and we explain in the rest of the paper how and for

which of our studies we interacted with the different users from above.

4 MANUAL SECURITY CLASSIFICATION
4.1 Reviewing the Security Classification Methodology

The security classification methodology that we take as the starting point in this work has been proposed in [31] as an

extension of the standard for “Security Classification of Complex Systems” developed by the French national agency

Bhttps://www.philips.com/a-w/research/home
1Shttps://vemco.pl/

https://www.avl.com
Bhttps://www.isep.ipp.pt
Yhttps://www.vttresearch.com/en
Dhttps://www.tellucloud.com/
Zhttps://eti.pg.edu.pl
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Table 1. Calculations of Exposure Levels. Table 2. Calculations of Security Classes.

Catastrophic

Moderate

Insignificant
Impact/
Connectivity Exposure

Protection/

ANSSI. Besides, the methodology of [31] incorporates security concepts from (and conforms with) several other relevant
standards, among others, ISO/IEC, ETSI, OWASP, ENISA. This method has been detailed and extended towards IoT
systems in [29]. We give here a very short review of this specific SCM, since more details will appear in Sec. 4.3.

The methodology is based on the analysis of impacts, connectivity, and protection level of the system. Protection
level is determined from the protection mechanisms that are applied to the system. Protection level combined with
connectivity forms the exposure level, and finally, exposure and impact are used to determine the security class of the

system, as displayed in Fig. 1. SCM considers five levels of Connectivity [31, Sec.3.1] adopted from ANSSI.

Security Class

/ Impact
\

Exposure

/ Connectivity
\

Protection Level

Fig. 1. Components of the evaluation of a security class.

The protection mechanisms are evaluated based on a list of security criteria [30, Table 3] that sum up to a protection
level (from P1 to P5). The higher the protection level, the more security mechanisms it includes (when relevant, e.g.,
for the connectivity of the system). Finally, the classification methodology considers five impact levels — also taken
from ANSSI (see [30, Sec.3.7]) — namely Insignificant, Minor, Moderate, Major and Catastrophic. The impact level is
determined usually by security experts (as mentioned by Principle 4 in Sec. 2.2).

A lookup table is used to determine the exposure from connectivity and protection levels as shown in Table 1. Finally,

the security class is determined from the exposure and impact using a class lookup Table 2.

4.2 Evaluating the SC Methodology with Users
The development of a Security Classification Tool (SCT) involved multiple stages of prototyping and usability testing.

The goal of the first stage is to take the methodology as described in the research papers [29-31] and evaluate
whether it follows the Principle 3, i.e., that the SCM is easy-to-use for non-experts in security.
7
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The Participants in this evaluation stage were from two of our user groups, namely the Students and partners from
the SCOTT project who were a mixture of technology people, with management and software/system design people;
however, there were no security experts in their teams, except for some of the technology people who had general

security knowledge or specific for their technical field.

Performing the test: Our research team, which included security experts, first read relevant papers and understood
from [31] the SCM. We then prepared one presentation for the two groups of users. (A) To the SCOTT partners, we
presented and explained the SCM through a one hour workshop. The feedback was collected through structured
conversations during a session after the presentation. (B) To the students, we presented the SCM in one of the lectures
and gave as a homework the research papers, which they were supposed to apply to their IoT system exercise and

report back to the lecturer (one of our research team members).

The first results were that none of the participants could understand the SCM, let alone how to apply it to their use
cases. However, they did express interest in the concept of security classes. We did not obtain more concrete suggestions,
mainly because the participants could not understand enough about SCM to give us meaningful comments.

Our team took then a second attempt at simplifying the presentation, and more importantly, we now presented how
the SCM would be applied, focusing on exemplifying the work published in [30]. We reasoned that by presenting an
application of SCM to a similar IoT system, they would easily understand how to apply the SCM to their use case. We
also read various SCOTT project documents where their respective IoT systems were being described. We then tried
in our presentation to make, rather superficial, correlations between the application of the SCM from [30] and the
participants’ respective pilot systems. This second workshop with SCOTT did not manage to clarify enough as to allow
the participants to apply the SCM. However, we did get more feedback during the structured conversations session.

The topics included details of the SCM, like the calculation of impact and the evaluation of connectivity.

The final result can be summarized, based on one of the participants observations, endorsed rather unanimously, as
“It is not clear where to start with this methodology”.

Explanations and Recommendations: When reflecting on this observation, we could correlate it with how certification
bodies use certification processes to do their work. An elementary definition of ‘process’ implies a sequence of steps to
be followed to arrive at a desired outcome. Having a predefined process for users to follow resonates with the external
cognition approach [28]. Externalizing to reduce cognitive load means, in our case, producing a sequence of steps that a
non-security expert could follow in order to evaluate the security class that a system belongs to. Following the cognitive
tracing technique, we decided to create a step-by-step process, meant to organize and externalize the requirements of

the methodology and guide the users through the actions needed to perform a classification.

4.3 SC methodology as a ten-step process

We have structured the security classification methodology as a ten-steps process as follows:

(1) Define the IoT system. The user decides which system should be evaluated and gathers knowledge about the
system, e.g.: system architecture, functionalities, security requirements, use cases, and context of use. This step
helps the user to understand and prepare the system under evaluation.

(2) Define the components of the system. The necessary components of the system are defined, e.g., for a smart
home one can have: IoT hub, smart devices, sensors, control data, etc.

8
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(3) Describe the features of the components. The interactions between the system components are described.
By now the user should have a reference architecture of the system and have identified a use case.

(4) Define the impact level. For each component, the worst impact of security breaches is defined. The impact
levels are defined by the SCM research papers (following ANSSI) and is similar to the evaluation of impact in
risk assessments. The impact may be on economy, human life, physical infrastructure, business, etc.

(5) Describe communication mechanisms. The communication capabilities for each component are described,
looking into which communication standards are used, e.g., WiFi, Bluetooth, LoRa6.

(6) Describe the type of networking. The user has to find out whether the network is only a Home Area Network
or a Wide Area Network.

(7) Determine the connectivity level. Based on the two previous steps, the user assigns the connectivity level to
the components. The connectivity level varies from C1 to C5 as described by the SCM.

(8) Determine the protection level. The user identifies relevant protection criteria for each component together
with the respective security functionalities. These are compared to the Protection Level table given by the SCM
(see also Fig. 3 on page 12).

(9) Determine the exposure level. Use the information from the previous two steps in the lookup Table 1.

(10) Determine the security class. Using the exposure and impact levels apply the lookup Table 2.

Working with the SC methodology is manual, as far as the research papers [29, 31] describe it. Therefore, the above
process is also manual, with the advantage that a clear procedure is given to the user to follow. One can easily see that
some of the above steps can be more or less automated. Automation is a highly desired method for making a difficult
technical process more user friendly, as it reduces the number of tasks the user has to do. Steps 1 to 3 are manual,
and the user can take as much time and space for writing down the descriptions as required (no page limits). Step
4 is a classical risk analysis stage, which we assume to be more static for DevOps and IoT software systems. This is
also manual and requires security expertise. Step 5 and 6 are also manual and needed only to help in step 7. Step 8 is
probably the most tedious because of the long list of criteria that need to be evaluated. Steps 9 and 10 are mechanical
tasks, done through lookup tables.

As such, steps 9 and 10 can easily be automated, whereas steps 1 to 7 not so easily; at least the SCM does not give us
any help in that direction. Step 8 can be partly automated by summing up all the answers of the user and comparing

them automatically with the respective table from the SCM.

4.3.1 Evaluation of the ten-steps process. Designing and evaluating the ten-step process was done over several work-
shops (each of 30min to 1h) interacting with the SCOTT users only. The major activity during this stage was to apply
the SCM ten-steps to the pilots from SCOTT, together with the respective partners.

We had two goals:

(1) The SCOTT users to understand how the SCM works and how to use it to apply it themselves.
(2) Us to understand how easy it is to apply the ten-steps process to the IoT systems of the SCOTT pilots that we

chose as test cases.

For both goals, our interactions were geared towards collecting information about the usability of the ten-steps and

how to improve it to fit the two examples that we considered representative of the intended application area.

The participants were the two teams that were working on the two SCOTT pilots detailed below. During each
workshop we had between two and four persons, where one was in management position (from the coordinating team
9
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of the respective pilot) and had broad knowledge about the respective system and the others were technical people
closely involved in the developing team (e.g., from GUT, Tellu IoT, AVL). These two teams of users have continued to

interact with us until the last stage and the high-fidelity prototype.
We performed our studies on two applications:

(1) The “Elderly UI” component of the “Assisted Living and Community Care System” (ALCCS) pilot, coordinated
by Philips Research. In short, the Elderly UI (see Fig. 2) is a small form factor prototype device that can be worn
as a patch on the skin for weeks at a time without the need for recharging, and is able to continuously observe

activity and position from the elderly resident, and periodically transmits the observations straight to the Cloud.

’.? ExternalButton
%)

Fig. 2. Early prototype of the ElderlyUl component.
(Description and image, courtesy of Philips Research.)

(2) The “Multimodal Positioning System” (MPS) component of the “Secure Connected Facilities Management” pilot,
coordinated by Vemco. The MPS had as main functionality the localisation of people and assets within critical

infrastructures, being applied in this case inside a refinery.

We ran two workshops for each test case. During these, the ten-steps process went through two major redesigns,
where mainly the order and number of the steps were changed, and the helping descriptions were improved.

In each workshop we used the co-discovery technique [21, 24], which is especially useful in such an early design
phase, with discussions going between us, the research team, and the respective SCOTT team. Thus, during these
workshops, we adjusted our understanding of the test systems and worked with the teams to understand how to
properly apply the SCM to their systems. As materials, besides the previous presentations, we also used the technical
project-internal documents for each test system to collect the necessary information for evaluating the connectivity,
protection, and exposure levels.

Each workshop also employed the active intervention technique, which is excellent in discovering a wealth of
diagnostic information about the prototype [11], which in our case was the ten-steps process. We were guiding the
SCOTT team, meaning us, e.g., explaining the purpose of a step (often mostly confirming that their understanding of
that step was matching with ours); or giving more details about a step like what was meant by the Home Area Network.

10
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One playful activity that our users enjoyed was to work on identifying how the security class can be improved;
e.g., for the ElderlyUI system we had scenarios that changed the class from E to B by making changes to the system.
This is one major benefit claimed by the main article [31] of the security classification methodology. Therefore, our
interactions confirm this claim that IoT developers would enjoy knowing the security class of their system, which in

turn would encourage them to strive to improve their system’s security so to improve the class.

4.3.2  Major findings. Besides the constant feedback that we received during the workshops about small improvements

to the ten-steps process, we made the following major observations.

(1) The participants could now perform most of the ten steps, under our guidance.
(2) The most difficult parts of the methodology were identified as being:
(a) the evaluation of the Impact level, which, they said: “Looks like the job of a security expert” (which the
participants were not); and
(b) finding the Protection level, since it involved answering many specific security questions that needed interac-

tions with other members of their development teams.

Explanations and Recommendations. Regarding the observation 2a, the SCM papers [30, 31] especially point out
that the evaluation of the impact level is not a specific concern of the SCM and is supposed to be similar to how risk
assessment or similar methods evaluate impacts of attacks. Moreover, the impact level is only indicative and does not
need to be done to a perfect detail for one to use the SCM as it was intended. Recall from the Introduction that our goal
in this work is to take a security classification methodology as it is, and make it DevOps-ready by building a tool that
makes it easy for non-security expert users to apply it. Therefore, since we are taking the SCM as given, and do not aim
to improve it as a security instrument per se, we decided that based on observation 2a we would only improve in the
future tool the help text for this step by explaining the above aspect to the users so that they can get over this step with
less concern.

The second observation 2b is, however, directed to a core aspect of the chosen SCM, since the list of security
functionalities that the observation refers to, is a main differentiating aspect claimed by [30, 31]. Therefore, we decided

to improve on how the users work with this list in the next iteration.

5 CREATING THE SC TOOL

In this section we describe how we built an online tool implementing the ten-steps process, and how we tested it with
users during multiple testing sessions for different prototypes. To further consolidate the cognition support, we followed
the computational offloading principle [28] and built a tool to help the user with their tasks by organizing, guiding,
and automating some of the aspects of the task. In our case, the task at hand was the process of security classification,
which also had some of the steps ready for automation; whereas for the other steps the tool was intended to help with

organizing the work and gather inputs from the users.

5.1 Spreadsheet implementation

Our first low fidelity prototype was in form of a spreadsheet and was implemented in Google Sheets because, as a cloud
application, it allows a team to collaborate in real-time.
The spreadsheet template (see Fig. 3) contained all the information from the previous ten-steps process, albeit in a

more structured way, having the following components:
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Fig. 3. Snapshot of spreadsheet implementation of the SCM ten-steps process.

Step: The step number coordinates the attention of the user and helps direct the workflow.

Task: A column providing the task description; the text is adopted from the ten-steps described before.

More details: This column provides additional descriptions to make the task easier to understand.
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Your Response: This column stores the input from the user to the respective task, collected in three ways:

— Free Text: The users could freely describe the system with components and relevant functionality.

— Dropdown list: For inputs predefined by the methodology, requiring a specific item form a list (e.g., connectivity,
protection level, presence of security functionality), we also applied a validation mechanisms to guide the users.

— Lookup table: The respective lookup table was given for deciding the exposure and security class.

Protection level requirements: Additional information columns displayed protection level requirements, guiding

the users to compare and select the appropriate protection level (see line 47 in Fig. 3).

Our goals were to simplify the security classification process and to present and test it with more users. Therefore,
for this low-fidelity prototype, we focused on providing clarifying text and necessary helper information for each step,

based on the observations from Sec. 4.3.2.

5.1.1  Performing the studies. The participants were SCOTT partners (seven teams, including the two from Sec. 4.3.1)
and the same students from before, as detailed further. The participants included security experts, developers and

system managers having a general understanding of the IoT system and security.

One pilot test was carried with AVL, one of the SCOTT partners. The result is the one presented in Fig. 3 and is the

one that we have used to do our final webinar tests.

We organised a webinar for the whole SCOTT project partners, where the two teams from Sec. 4.3.1 also helped
us with the organization. We used classical methods of advertising to attract many participants, like preparing an
invitation text presenting the webinar (similar to how one would do for an academic event or hackathon, but more
flashy) and e-mailing it to everyone in the project, with reminders, etc. We worked with the project coordinators to
make the invitation text interesting for our audience, i.e., many of the SCOTT partners were companies.

The plan for the webinar was:

(1) An introduction from us, which included: (i) a motivating presentation of the SC methodology, taken from the
research papers, (ii) a short presentation of the ten-steps process, (iii) with an exemplification of how we used the
ten-steps on the application from Sec. 4.3.1(1), meant as additional motivation and inspiration for the participants
since it was from the same project.

(2) A hands-on interaction from the participants with the online spreadsheet.

(3) A brief (since we were restricted by the time availability of our participants) questionnaire at the end of the

spreadsheet (see bottom of Figure 3).

The part (1) took ca. 30min whereas parts (2) and (3) some extra 30-40min, including final discussions.

We had ca. 15 participants in the online webinar (3 were the organisers). The participants were divided into five
teams (based on the SCOTT pilot that they were working on) and took our hands-on exercise. Each team (see bottom
of Fig. 3) had to fill in our spreadsheet template according to their IoT system of choice. The exercise took between
7-30min to complete.

For part (2) we used direct, unobtrusive observation, where we were observing online how the teams were progressing.
This was possible due to the capabilities of the Google Sheets to show the changes done by the participants, synchronously

and in real-time. At times we had to answer questions, usually for clarification or confirmation.

One final workshop was done with the students, using a very similar setup and activity as above, during one hour of
their exercise classes, i.e., we presented the spreadsheet tool and asked them to apply it to the same system as before,

under our observation this time.
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5.1.2  Major findings. From our observations and interactions during the webinar, we draw three conclusions.

User help/manual: Even if the spreadsheet and terminologies were explained in our presentation, all users still
had questions either for clarifying individual steps or how to assign values for impact and connectivity.

Automation: Several of the steps could be automated, e.g., determining the protection level, exposure, or class.
These were asked for by participants and supported by everyone.

Lack of customisation: The spreadsheet did not allow to change the lookup tables, which participants observed

as a necessity when changing the type of system.
From the answers to our short questionnaire, we obtained the following:

Moderately difficult: Allteams answered that they found the application of the methodology of moderate difficulty.
The difficult steps were, again, the evaluation of impact and the protection level calculation.
Diversity of expertise: Especially for answering all the questions for the protection level the teams needed
diversity of expertise, i.e., they had to ask people that knew about the respective security functionality.
The student workshop confirmed that the ten-steps were now considerably easier to use than in the previous session

when only the research papers were given.

5.2 Web-based SC tool pilot testing

The high-fidelity SCT was implemented as a web application.?? The major technologies used were the following. The
development used ASP .NET Core and the Model View Controller pattern [15], implementing also a separate service
layer to provide a public RESTful AP, useful when integrating in a DevOps tool-chain. We used Azure SQL database
for data persistence and deployed the application in Microsoft Azure cloud services.

We simplified the assessment process by combining several steps into one, with main activities now being:

(1) Define a System (corresponding to step 1 from Sec. 4.3) with a snapshot in Fig.4.

SGSC Portal Assessments Configuration ¥ Hellp **semiosmiios | ogout  Help

All Systems

New System
System Name Description
Smart Home Energy Management System (SHEMS) Smart Energy management system for private homes Components | Edit | Delete

Fig. 4. Snapshot of systems page of SCT web application.

(2) Add components (implementing steps 2-7 from Sec. 4.3). A system is decomposed into its components, and
for each component in turn a class can be computed.?> With the web tool we could add more organizational
element, most importantly, components can now be categorized, providing as default component types: IoT
device, Hub, and Backend System. The user can define their own component types. The component types are
relevant for the next step so that the tool can select automatically some of the security functionalities as ‘not
applicable’.

22The final Security Classification Tool is available at https://lightsc.azurewebsites.net.
2See a video tutorial on the Help page of our tool: https://lightsc.azurewebsites.net/UserHelp/VideoTutorial
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(3) Perform assessment (implementing step 8 from Sec. 4.3) where security functionalities are selected.

(4) Compute security class (automating steps 9-10 from Sec. 4.3) by pressing a button. Fig. 5 shows the final view

containing also the lookup tables and what selections were made to obtain the resulting class.

You obtained -

Details

Connectivity s
Protection Level (7) P4
Impact Major
Exposure (7) E3
Security Class D

Table: Exposure Lookup Table: Class Lookup

P1
P2
P3
P4
PS5

Class

Protection Level

1 C2 3 4G5
Connectivity Exposure

<< Back to Components

Fig. 5. Snapshot of class calculation view.

5.2.1 Pilot testing. The application was demonstrated to the SCOTT partners AVL and GUT, i.e., two of our main
teams with whom we interacted several times during all this work. We had one workshop where we presented the new
web application and demonstrated how to apply it to the original SHEMS example from research paper [30]. After the
presentation, and during the demonstration, we had a long period of discussions with comments from the users. We did
not perform full scale applications because these users already knew and had applied the ten-steps process.

The improvements have been appreciated, especially the save functionality and the login possibility since it allowed
for a private space for someone to work with their evaluations. The automation was as expected.

The negative comments were especially related to the lack of help and guidance. One specific request was to have
tool-tips for various parts of the interface, to give them local information (the screenshots in this paper are taken from

the final version where this feature was implemented).

5.3 Final version of SCT
The final version of the web application had the following extra usability functionalities:

(1) Customisable lookup tables. Lookup tables are usually constructed by experts. The default ones that the
application offers are the ones we took from the research papers of the SCM [30, 31]. However, as we learned

from the users, depending on the domain of application, the lookup table may differ slightly. Therefore, one
15
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should be able to change the lookup table according to their domain. The tool has a configuration feature where
the user can override the default lookup table and also reset it to default.

(2) Main user guide easily available on every page. The preliminary tool had a user guide only on the landing
page. Every time the user needed help, they had to browse to that page, which was considered hectic. This
version introduces easily, and at all times, available help menu, now being placed as a sidebar which on click,
slides over the page (see Fig. 6). This sidebar allows the user to focus on their tasks, without the distraction of

opening a new page each time help is needed.

SGSC Portal  Assessnibg

Smart Home¢)

New Component 1.C

2. Add Components  [EENSNICHEEII

Name Descri 1.0n the components Page, click “Next" on the component. It will open up the details of the component along with the Protection level section

Sensors Sensol

Smart Home

New Component

<< Back to systems

Connectivity
Name  Description Impact

Gateway Itis a linux based device and acts as a central controller of other loT devices Moderate  C5 Delete

as well as communicates with the backend system. Home loT devices reports
the data to the gateway which translates and sends them to the backend
system. Similarly, the loT hub may receive control commands, which it can
relay to the intended devices.

<< Back to systems

2.0n the assessment details page, go to Protection Level Section. Based on your component, make the appropriate selection of *Yes", "o, or "N/A"
(N/A=Not Applicable) for each item. If the criteria is N/A, you do not need to make selection of its functionalities.

Fig. 6. Snapshot showing user help opened in a side bar from the right.

(3) Detailed contextual help. Since the users have constantly been asking for explanations of the terminologies
and of the steps, we added help icons beside the respective texts or Ul elements that required detailed explanations.
When clicking on the help icon a modal window opens up to show these details. Many of these details also

appear in the main help.

In this version, we also decided to implement the “beliefs and weights” aspect of the SC methodology from the
research paper [29]. Before, in the spreadsheet, it was difficult to work with these confidence parameters; but now the
tool could more easily calculate using weights and the formulas from [29], with the user only specifying the individual

weights.

5.3.1 Evaluation through a Hackathon. Helped by the SCOTT partner GUT (Gdansk University of Technology) we
organised a hackathon contest with a cluster of Polish SMEs.

The preparations for the hackathon included: (1) a video tutorial (ca. 10min) on how to use the tool; (2) preparing a
presentation with slides (a) motivating the concept of security classification, (b) describing the benefits for industry,
(c) explaining the ten-steps process, and (d) how to apply it to the SCOTT pilot (this we mostly reused from previous
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workshops with additions and adaptations to fit the target audience); as well as (3) materials for announcing and
attracting participants and for managing the contest.

The hackathon event had a ca. one hour program (all was recorded through the online meeting tool) with:

(1) a short introduction (2min) from the SCOTT official and the Polish cluster official (our contact point),
(2) followed by our presentation and demonstration of the web tool,

(3) ending with the presentation of the contest, rules, tasks, and prizes (described further).

The hackathon format included a contest with three prizes (winning 2000€ in total) and rules for participation and
evaluation. The contest asked the teams to (1) use the tool on one of their systems or components; and (2) describe
how the security classes could contribute to innovation and business potential for their company. Our purpose with
preparing such a complicated setup was firstly to attract diversity in the participating teams, as well as hoping to
increase the number of participants from industry. The contest was thus only a framing, where our real interest resided

in the usability part of the hackathon:

(1) We offered special recognition prizes (with extra winnings and the title of “Usability Wizards”) for those that
take substantial effort to help us with the usability studies, i.e., to use the two aspects mentioned below.

(2) We prepared a survey and asked the participants to take part in the survey, which was available through a special
menu in the web interface. The survey included questions regarding user experience, opinion about the tool,
facts about the users, their expertise and knowledge of DevOps, and further suggestions.

(3) We used Hotjar®* to track and analyze users’ activities (i.e., interaction logs) while they were performing their
evaluations with our SCT. This method of indirect observation was necessary because our participants needed
the flexibility regarding doing the task that the contest asked for. We used the following particular strategies,
detailed in Sec. 5.3.3: (1) Screen recordings of the activity of the user while working with the web tool, captured
anonymously for privacy concerns.; (2) Incoming feedbacks, with which the users could select the specific part
of the page and provide feedback on it; (3) Heatmaps showing which part of the page was clicked, scrolled or
hovered over the most. Using this method, we were able to identify which features the users are most interested

in or are most difficult and require most effort/time.

The participants attending the hackathon presentations were from four companies, of which three teams submitted
the required report, with one team taking also the survey. The participation was poorer than we had expected, which
was later explained by our local contact as “Language barrier”, i.e., the writing in English was discouraging, and the
internationalisation that the hackathon offered was not of interest since many of the cluster companies already had a
large client base in Poland. From the three reports that we have receive, one applied the SCM to a Mini Unmanned
Surface Vessel, and they used the SCT to compare between a not secured version, that resulted in class F, and a secured
version which resulted in class B. They claimed that this helped them understand what security functionalities the
system needed. The other two applications were to analyze the security of autonomous vehicle management systems
in logistics and of RFID. Both reports used the tool similarly for trying out different security features for different

configurations of their systems resulting in different security classes.

5.3.2  Evaluation with Individuals. Besides teams, we wanted to evaluate also with individuals, and thus we asked
feedback from software professionals. This is the last group of users described in Sec. 3. We selected technically sound

individuals and experts in software development, but not necessarily in security. In particular, we wanted individuals

Zhttps://www.hotjar.com/
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with different roles such as CEO, CTO, consultant, architect, or system developer. We prepared a list of probable
participants and reached out to them through emails. Four individuals took part in the evaluation, mostly employees
from eSmart Systems AS and Smart Cognition AS, both of which are software companies. We tried to organize a
workshop to introduce the tool, but it was not possible because of their availability. However, for two of the participants,
we were able to describe the tool in person, in two separate meetings. Thus, we sent out emails with the necessary
materials to perform the assessment, i.e.: URLs for the tool and the video tutorial presenting how to use the SCT;
Presentation slides to understand the core concept of SCM and SCT (reused from the hackathon); Description of the
task, saying that the evaluation is complete after they, at minimum, create a system, add sub-systems to this system,
perform the SC assessment of each sub-system to calculate the class, and finally take the survey, asking also to provide

feedback while using the tool, if they had any.

5.3.3  Major findings. The Hotjar data from both the hackathon and the individuals were analyzed together.

Heatmaps: The heatmap of the assessment page showed that the main help menu was clicked only 0.1% of the
time. However, the user help available on each component was clicked frequently. Another highly clicked part of
this page was the compute class button (5.6%), showing that users were interested in computing the class quite
often, most probably because they were repeating short cycles of changing some parameters and recomputing the
class. One of the least components that users interacted with was the belief and weight inputs in the assessment
page, even though the help icon to explain their concept was fairly clicked.

Screen recordings showed that the majority of users used the tool as expected. They first created the account and
browsed through the description and then checked the main help page. After that, they followed the instruction
of creating the system and adding sub-systems. Most of the users followed a similar pattern of browsing the
pages and clicking on the help icons to see the details and understand better what to select. It also showed that
most users did not interact with the belief functionalities (leaving these as default).

Survey: The survey showed that the users were entirely new to such classification methodologies and took 30 to
100 minutes to apply it. Similarly, learning this particular tool took between 15 to 60 minutes. One of the users
who had security background only used 3 minutes to learn it. It was probably because of the familiarity with
security terminology, and also he had an individual workshop session with us, where we gave a presentation
and a demonstration of the tool.

The tool was considered usable in the planning phase by most users, with the testing phase on second place,
according to the results from the question “In which of the DevOps phases do you think this security classification
tool (or parts of it) can be used?”.

Most of the participants found the concepts of ‘belief and weights’ to be the most unintelligible part of the tool,
which we already observed in the heatmaps and recordings. Surprisingly, three of the five responses found the
system definition section, where one defines the system and sub-systems, difficult.

Three of the users considered that with a basic understanding of security, anyone could apply this method.
Similarly, one of them considered that software developers could apply this methodology. However, one said
that it requires the skill of security experts to apply this methodology.

Four out of five found the methodology moderately easy. However, one of the users found it difficult to apply
in his system because the user considered that assessing each protection criteria is not easy without deeper
knowledge of the concepts that are being evaluated. However, he considered that the methodology was easy to
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152



942

Security Classification for DevSecOps:
Five Principles and an Exemplification CHI 21, May 8-13, 2021, Yokohama, Japan

understand. Similarly, all the users considered it easy to find the help that they needed while using the application.

Another feedback was to provide more guidance to fill in the ‘belief and weights’ parameters.

6 DISCUSSIONS AND LIMITATIONS

The observations about the final version of the SC tool generally suggest that the tool is easy enough to be used by
non-security experts. This encouraged us to release it as a public tool (see link on page 14). The more experimental
‘beliefs and weights’ part of the tool (which we purposely did not detail here) was considered not so easy. This only
confirms the SCM research papers, who also considered this a complex feature.

In total, throughout all our stages of creating the tool, we saw the SCM applied to ca. 17 different IoT systems, done
mostly by non-security experts or teams, through the use of our different prototype implementations. These provided
valuable feedback regarding the usability of the SC tool prototypes that we have been building, but can also be seen as

useful proofs of the applicability of the original security classification methodology that we have worked with.

The principles for a DevOps-ready Security Classification from Sec. 2.2 have motivated our work. We have implemented
the chosen methodology into a tool (following the external cognition approach), thus answering to Principle 2; and we
have worked and tested to make this tool easy to use for non-security experts (i.e., our choice of users was as such),
to answer Principle 3. We did not strive much in the direction of Principle 1 because, having now a tool, one can do
re-evaluations of the system by making the necessary changes in the evaluation parameters and re-running the class
calculation. Since our tool can provide an API, we believe that Principle 1 (dynamicity) can easily be attained; however,
this is more of an engineering task that is best left to a software development company to undertake. We leave this as
further work, to be done by companies willing to take up our SC tool, or similar ones, into their DevSecOps tool-chains,

since the adjustments and implementations are routine.

A general recipe was thus discovered, for going from a research effort security classification methodology to a

DevOps-ready tool. Any such endeavor, inspired by the present work, would include three main phases:

(1) Make a step-based process out of the published security classification methodology.

(2) Test it in a low-fidelity computer-based implementation, where we have seen that the spreadsheets are very
good for this purpose (especially cloud-based that also offer real-time and collaborative features).

(3) Implement the high-fidelity tool, like the web-based version that we did, where more of the process is hidden

behind a natural interaction process with the tool that guides the user to the final class.

This is something very familiar to the interaction design field [? ], but not so familiar to the security tools developers
and researchers. At the same time, choosing well the target group representatives to include both individuals and teams,

with diverse expertise, is essential for usability testing in all three phases.

7 CONCLUSION AND RELATED WORK

We have identified five principles for a security classification methodology to be DevOps-ready, i.e., ready to be used in

a DevSecOps tool-chain. Debatable as they might be, these principles are viewed as initial guidelines. The major part of

our work is concerned with exemplifying the process of taking an existing security classification methodology and

working with it towards satisfying the five principles. To do this, we have created a tool that implements the chosen

methodology (thus conforming to Principle 2) and tested its usability (showing how it conforms with Principle 3).

We have detailed our process of evaluating such a tool for its usability, which involved participants from industry
19
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applying the various tool prototypes at different stages to ca. 17 IoT systems, during ca. 14 workshops and larger events,
involving as test users both teams and individuals over a period of ca. 9 months.

From the process that we have detailed in both Section 4 (for the manual work with the methodology) and Section 5
(for the tool prototypes), we could extract a general recipe detailed in Section 6. This simple guide can be applied to
other ‘tool-ification’ endeavours done for similar security methodologies. We particularly encourage such activities
since we see an increased need of usable security tools and methods, demanded by the DevSecOps culture which is
becoming popular in software development companies.

The tool in itself is a contribution, as it expands the user group from security experts to non-experts, and it reduces
the time that was used for such evaluations before. Companies can now use existing internal resources (i.e., their
developers or CTOs) for evaluating the security of their system. It is not only that more people can contribute to making
the IoT products more secure, but also more people can now use a security tool to understand what it means for a

product to be secured and how to achieve that.

7.1 Related Work

We are not aware of security classification methods (or alike) that can be used within DevSecOps. Moreover, we have
no knowledge of other usability studies as the one we did here, where a security methodology (of any kind) would be
transformed into a tool using an interaction design process; let alone works that also identify principles and recipes for
doing such an activity, as we did.

The most relevant related works can be found among existing tools that are used to support existing security
methodologies. We will evaluate these here, since other forms of related works that look at alternative classification or
security evaluation methods can be found in the respective references to the security classification methodology that
we have chosen [29-31].

There are several tools [26] to support security experts to structure their security/safety arguments based on
diagrammatic notations s.a. the Goal Structuring Notation (GSN) [32] or Toulmin’s argument model [33]. NOR-STA%®
is an argumentation tool, based on [33], to support compliance, assurance and security cases [7] using Dempster-Shafer
theory for aggregation of confidence parameters (i.e., the ‘belief and weights’ that our final SCT implements, but which
we glossed over with the purpose of simplifying the presentation). The tool is sophisticated and has many features;
however, it seems limited to strict predefined requirements, thus not appealing for DevSecOps. Moreover, we have
not found usability studies done for this tool, and security experts seem to be the only target group. CertWare is an
open-source Eclipse plugin from NASA [3] for development of safety, assurance and dependability cases that seems to
be superseded by AdvoCATE [9, 10], which provides some automation support and has been applied to real systems s.a.
unmanned aircraft. These last two tools work similarly to NOR-STA, are aimed specifically at security experts, and we
could not find usability evaluations.

For risk assessments, STRIDE is a popular model (and tool?®) from Microsoft for threat modelling. In the same
category, CORAS is a heavy process that requires security experts and stakeholders to work together to identify threats
and risks [14]. CORAS comes with a tool that uses several graphical notations, and has been applied in several real

27

systems. ArgueSecure®’ is a recent graphical qualitative risk assessment and security requirement elicitation framework

[18, 19] that is more light-weight than the above and uses an argumentation model. The authors have performed

Zhttps://nor-sta.eu/en
Zhttps://www.microsoft.com/en-us/securityengineering/sdl/threatmodeling
ZThttps://danionita.github.io/ ArgueSecure/
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usability evaluations, but the tool is rather manual and meant for the security experts. Being also attack-centric, we

cannot consider this tool DevOps-ready.
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Abstract

DevSecOps is the extension of DevOps with security aspects and tools throughout all
the stages of the software development life cycle. DevOps has become a popular way of
developing modern software, especially in the Internet of Things arena, due to its focus
on rapid development, with short cycles, involving the user/client very closely. Security
classification methods, on the other hand, are heavy and slow processes that require high
expertise in security, the same as in other similar areas like risk analysis or certification.
As such, security classifications are not compatible with the DevSecOps, which primarily
goes away from the traditional white-hat hacker team style of penetration testing that is
done only when the software product is in the final stages or already deployed.

In this work, we first identify five requirements for a security classification to be
DevOps-ready, two of which are the focus for the rest of the report, namely to be tool-based
and easy to use for non-security experts, like ordinary developers or system architects.
We then proceed to exemplify how one can make a security classification methodology
DevOps-ready. We do this through a prototyping process, where we create and evaluate
the usability of a tool supporting (or implementing) the chosen methodology. Such work
seems to be new within the usable security community, let alone in the software develop-
ment (DevOps) community. Therefore, we present our process as a recipe that others can
follow when making DevOps-ready their own security methodologies, which we believe to
be valuable since it would both make the methodology more user friendly for themselves at
the same time as widening the range of population that can take in using their methodol-
ogy. The tool that we built is more of a byproduct contribution of the above, even though
it can be independently used, extended, and/or integrated by developer teams into their
DevSecOps processes, most probably during the testing phase where the security class
would be one of the metrics used to evaluate the quality of their software.

0 Address for correspondence:
Department of Technology Systems, University of Oslo, P.O. Box 70, 1027 Kjeller, Norway.
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1 Introduction

According to International Data Corporation, the predicted number of Internet of Things (IoT)
devices for 2025 is 41.6 billion, generating about 7.9 zettabytes of data!. Because of this amount
of produced data and human life penetration (e.g., in smart homes, offices, cities, hospitals), it
is highly essential to develop secure IoT systems. However, securing IoT still proves challenging,
especially in industries focused on functionality and low costs demanded by the high competition
on the market, as argued by, e.g., [24, 14, 17].

IoT software, like most modern software, are developed in an agile style (see e.g., the Scrum?
method), where popular now is the DevOps culture [8]. One important mantra of Agile? is to
include the user (or the client) of the software at all stages of the development in a continuous
manner. One reason coming from the developers is that in this way, the client /user will be more
acquainted with how the software is being built and will tolerate more the bugs and downsides
of each version. DevSecOps? adds security tools and awareness at all stages of the software
development life-cycle [12]. However, the security tools [15, Part VI] that can be adopted need
to have a low threshold in terms of learning and usability so to be able to be effectively included
in the DevOps tool-chain [9].

Security is traditionally considered by the industry as an aftermath, a non-functional re-
quirement that needs experts, e.g., white-hat penetration testing teams, to evaluate. Traditional
methods like certification, security classification, or risk analysis cannot keep up with the chang-
ing threat landscape in IoT systems [19]. Standards such as ISO 27001 and certification such
as Common Criteria are long and document-oriented processes. Keeping up with the software
changes in short and frequent release cycles as in agile means updating the required documents
regularly, which is not feasible. Similarly, labelling schemes such as UL Security Rating [16] or
BSI Kitemark® are mostly based on penetration testing and risk analysis, besides documenta-
tion. Risk assessment methods require significant amounts of time and resources to conduct.
Examples of risk assessment frameworks include CORAS [11], EBIOS®, TVRA 7, FAIR |[13],
and OCTAVE]J1]. The result of conducting a risk assessment on a system at least provides a
good overview of the critical components and security threats for the system. However, these
approaches follow a waterfall model where the assessments are not frequent as compared to the
releases, and thus may not fit the agile style of system development [10].

As such, the software industry (and especially the IoT one) lacks motivation (i.e., when the
difficulty is high the motivation too needs to be high) and lacks guidelines for building security
by design. We think that DevSecOps is one positive contribution in this respect since it aims
to lower the threshold for security aspects (e.g., tools, procedures, methods, guides) to enter
the development process.

Security classification methods are not easy to integrate into the DevSecOps, and even
more so for IoT [5] where regulations, guidelines, and frameworks are only recently starting to
appear (see e.g., IoT Security Foundation (IoTSF)®, Global System for Mobile communication

Thttps: //www.idc.com /getdoc.jsp?containerld=prUS45213219

2ScrumGuides.org

3http://agilemanifesto.org,/principles.html

4https://www.devsecops.org

Shttps:/ /www.bsigroup.com /en-GB/about-bsi/media-centre/press-releases,/2018 /may /bsi-launches-
kitemark-for-internet-of-things-devices/

Shttps://www.enisa.europa.eu/topics/threat-risk-management /risk-management /current-risk /risk-
management-inventory /rm-ra-methods/m__ebios.html

Thttps:/ /www.etsi.org /deliver fetsi_ts/102100 102199/10216501/05.02.03_60/ts 10216501v050203p.pdf

8https:/ /www.iotsecurityfoundation.org/wp-content /uploads/2018 /12 /IoTSF-IoT-Security-Compliance-
Framework-Release-2.0-December-2018.pdf
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Association (GSMA)?, ToT Working Group of the Cloud Security Alliance (CSA)!, or the
Industrial Internet Consortium?!).

What we do in this work is to first identify, based on our experience with security classi-
fications and on investigating (online) literature about DevOps tool-chains and practices, five
principles (or requirements) for a security classification to be DevOps-ready. In short, these
are: (1) dynamicity, (2) tool-based, (3) easy to use, (4) static impact, and (5) oriented on pro-
tection mechanisms (detailed in Section 2.2). We then choose an existing security classification
methodology from [22] that already satisfies (4) and (5) and focus here on making it satisfy
the two requirements (2) and (3). Since the first requirement is dependent on (2), we do not
consider it here.

We are thus developing a tool, implementing the chosen methodology, and testing its us-
ability on users selected to represent well our target group, i.e., non-security experts such as
software developers, designers, architects, I'T managers, or personnel from software operations.
Our users described more thoroughly in Section 3, are: (i) partners from one large European
IoT project and students from one course on IoT security, both of which we involve several times
during several stages of the development; as well as (i) SMEs from a Polish Cluster (involved
only for evaluating a preliminary web-based version of the tool) and (iii) several developers
recruited from the industry (i.e., from software developing companies) with whom we test the
final version of the tool. Due to the nature of our process, we have mainly used workshops
and interviews as our methods to evaluate our prototypes and to extract information from our
users. We also used online questionnaires and UX logging, though with not so much inputs as
the workshops.

We do our work in four stages, developing three prototypes along the way; this is what
we describe in Section 4 (the manual stages) and Section 5 (the tool prototypes). We present
this part as a “recipe” to make it easy for others to transform other security classification (or
similar) methods into DevOps-ready tools, by following and maybe adapting our stages and
“ingredients”. We have worked on purpose to make these stages intuitive and natural, following
interaction design principles, but applied to this peculiar task, i.e., taking a complex, expert-
oriented, method and transforming it into a tool that can be used by not-so-experts. In short,
one first needs to evaluate (see Section 4.2) the chosen security methodology as it is described
in available documents or by experts; in our case, the methodology also had examples of
applications to SHEMS (Smart Home Energy Management Systems) [20] and AMI (Advanced
Meeting Infrastructure) [22]. Then one needs to transform the methodology into a process (steps
to follow) focused on the non-expert target users (see Section 4.3). The process then should
be implemented into a tool, albeit a very simplistic tool, like in our case using spreadsheets
(see Section 5.1), so to test the automation and procedure flavour of the method. From the
evaluation of this simple first implementation, one can draw more concrete requirements for
the actual tool to be implemented (see Section 5.2). Then one sets to implement and evaluate
version of this tool until a stable variant is reached (see Section 5.3) that can be a candidate
for integration into a DevOps tool-chain.

We are currently working with the software company eSmart Systems AS that provides
cloud-based solutions for smart grid monitoring of AMI to take up into their development
process the tool that we present in this technical report. From this point on we do not see
significant research challenges, but only technical integration and maybe more iterations of UX
adjustments/improvements to fit the actual development process of this software company.

9https://www.gsma.com/iot /iot-security-assessment

Ohttps: //downloads.cloudsecurityalliance.org/assets /research /internet-of-things / future-proofing-the-
connected-world.pdf

Hhttps://www.iiconsortium.org/pdf/IIC_PUB_G4_V1.00_PB.pdf
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2 Security Classification for DevSecOps

2.1 DevSecOps and Usability of Security

Traditional software development life-cycle can be presented at a high-level, using the waterfall
model (see e.g., [18]). Here, the software development goes through the stages of (i) require-
ments definition, (ii) software design, (iii) implementation, (iv) testing, and (v) maintenance;
similarly to factory production line processes where one team works in one stage and when
finished with their artefact, hand it over to the next team to start their stage. Even though
such development styles are suitable when methods and techniques are known, and designs and
requirements are of high importance like in large scale projects, it has become obsolete in many
areas, especially for SMEs and small projects as in IoT.

Instead, agile methods [6] have become popular, which take from the spiral model [4] a cyclic
way of developing software, revisiting the same stage multiple times, e.g., requirements might
change, or new requirements introduced because the client or the market dictate it. When
looking at their manifesto!?, the agile style of development seems a radical change in software
development culture because agile methods value: (i) individuals and interactions over processes
and tools; (ii) working software over comprehensive documentation; (iii) customer collaboration
over contract negotiation; (iv) responding to change over following a plan. It is clear that agile
methods promote more the inclusion of users, as advocated by the interaction design community.
However, agile is only a style of development, a philosophy or culture change, and thus is not
always clear how to implement and often left to the understanding of the CTO. The Scrum
method is popular probably because the ones that introduced it were very comprehensive in
their recommendations'?, making it easier for companies to implement.

DevOps can be seen as an agile method that differentiates itself through the fact that it
is open to and encourages the use of tools at all stages, including the operations stage (thus
the 'Ops’ in the name). Operations have become more important lately, not only because
of the proliferation of the cloud, making the infrastructure cheaper to deploy and run the
software, but also because of automation and tools becoming available for more tasks in all the
development stages. DevSecOps more recently brings into the DevOps the security, following
the same philosophy, i.e., security awareness (or best practices) and security tools/processes
at all stages. In particular, the penetration testing that depends on a high level of security
expertise (usually coming from outside the team) is mostly replaced by security tools such as
code scanners, loggers, or API security testing, and stage relevant security education for all
team members.

We see DevSecOps as an arena that promotes the industrial adoption of usable security tools
more than ever. On the one hand, since DevSecOps is tool intensive and lowers the usability
threshold allowing more (and less usable) tools to be incorporated into the development tool-
chain. On the other hand, DevSecOps is so open to new tools that offer researchers a motivation
to make the security tool easier to use, hoping that is will be adopted by the industry.

2.2 Principles for DevOps-ready Security Classifications

We have identified five general principles/requirements for making a security classification
DevOps-ready, by which we mean that the security classification can be easily integrated into
a DevSecOps tool-chain as one of the security mechanisms/tools for developing quick and se-
cure (IoT) systems. These principles can easily be applicable to similar other expertise-heavy
methods like risk analysis (which are usually manual, slow, and expensive [2, 23]).

2http://agilemanifesto.org/principles.html
Bhttps://scrumguides.org
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The reader acquainted with security classifications might find the text below easy to follow.
However, someone else might have difficulties with some of the (albeit succinct) arguments
behind the five principles, but we trust that after going through the details of Section 4.1, the
ideas presented below will be easier to appreciate. For now, we are contented to give a brief
definition of what we understand a security classification to be (in very general terms).

A Security Classification Methodology (SCM) has the goal to evaluate the security of
a system with the outcome of classifying it, thus a security class offering a measure
of the strength of the system. SCM (s.a. the ones from the French agency ANSSI
or the US agency NIST) are often used for governmental systems, whereas similar
methods for risk assessment (s.a. the standard ISO/IEC 27005 or the EBIOS from
the European agency ENISA) are more often used by industry, and involve more
calculations of losses and countermeasures in case of breaches. SCM compute a
security class by combining evaluations for Impacts and Likelihoods (in case the
system is breached), where the likelihood is the result of combining the evaluations
of the Fxposure, the users’ Accessibility to the system, and the power of Attackers.
Exposure, in turn, is determined by combining the Connectivity and the security
Protection mechanisms supported by the system.

Based on our experiences with security classifications and with DevOps development prac-
tices, we consider the following principles as a minimum for a DevOps team to be able to adopt
a new security classification methodology.
1. Dynamic. In evergreen'® applications, which are nowadays popular like with web browsers'?,
the development never ends, and updates (both functional and security /bugs patches)
are constantly pushed to the deployed system, preferably without user interaction (e.g.,
consent). Therefore, any security classification needs to be dynamic so that it can be
reevaluated for each update; similar to how software testing is being done. The dynam-
icity implies that the evaluation needs to be performed quickly to cope with the short
development life-cycles of DevOps.

2. Tool-based. The method has to have a tool support, and necessarily not only with a
GUI but also with a REST/API available so that is can be integrated within the overall
DevSecOps tool-chain (e.g., [9]). Tools nowadays built with UT (like web-based apps) are
also built with an API to which the UI connects, so the API requirement is not difficult
to have as a byproduct of the tool-support requirement.

3. Easy to use for non-security experts. This is an essential requirement, allowing a
security tool to be taken up into a DevSecOps framework because one of the main goals
of DevSecOps is to move away from the traditional style of white-hat penetration teams
who evaluate the security of a ready-built (or deployed) system, and into a new style
where every member of the DevOps team needs to have security competence relevant for
their field of development. Thus, a security classification method for DevSecOps needs
to be usable by non-security experts, who otherwise know much about the system under
development (e.g., developers or system architects).

4. Impact statically and manually evaluated. Security classifications (the same as
risk analysis methods) involve evaluating the impacts of security breaches (or attacks).
However, to use the security classification inside one company for developing one product,

Mhttps: //www.danielengberg.com /what-is-evergreen-it-approach /
Bhttps://www.techopedia.com /definition/31094/evergreen-browser
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the impact evaluation is nearly static because the planned product and its functionalities
and applications do not change (at least not outside the first development phases) almost
throughout the lifetime of the product. As such, the security methodology is enough to
evaluate impacts once, in the beginning (maybe using even security experts), and input
this evaluation manually to the tool. Therefore, we assume that impacts are of no concern
for the rest of these requirements.

5. Fine-grained security functionality oriented. Outside impact, security classifica-
tions are usually attack-centric, focusing on the capabilities of the attackers. For IoT
and for DevOps style of development, we want to focus less on attackers, which are very
dynamic and difficult to evaluate, and more on the security protection functionalities
and exposures of the system under development. Focusing on functionalities makes it
easy to evaluate the system within a DevOps testing cycle automatically, and also allows
the developers to understand how to make their systems secure by design by indicating
which functionalities are a good match for which exposures and with what protection
level (derived from the class specifications).

The methodology that we work with is already developed to meet requirements 4 and 5.
Thus we do not evaluate these here. Moreover, the dynamicity (i.e., requirement 1) can be
achieved and evaluated only after a tool is built. Therefore, in this work, we focus on the two
requirements, 2 and 3.

3 Users

For this work, we had access to the following users for testing our prototypes:

SCOTT project. The most inputs and interactions were done with the participants from one
large project called Secure Connected Trustable Things'® (SCOTT) with 57 partners from
industry and academia from 12 countries working on ca. 15 pilots involving ca. 30 IoT
technological building blocks.

Students. They were the participants in one course on IoT. There were relatively few student
participants, but their inputs were valuable and representative for their target group.

SME cluster. Through a 'hackathon’ we reached out to a cluster of SMEs (Small and Medium-
sized Enterprises) doing technology development from Poland.

Software experts. Besides the above subjects, we also reached out to four individual partici-
pants from the industry who have long software development experience. The background
of the participants are described below:

e Participant 1: CEO of a startup company with more than 25 years of experience in
the software industry, especially software used in the energy sector. His experience
includes management and training, software design, development, and testing.

e Participant 2: CTO of another company with more than 20 years of experience in
the software industry, also having a good background in information security.

e Participant 3: Senior Consultant and Business Developer in another company with
more than 20 years of experience in software development.

e Participant 4: Software engineer with ca. 7 years of experience, having worked as a
software engineer and data scientist in several companies.

https: //scottproject.eu
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The target groups that we consider are motivated by Principle 3 from Section 2.2, and in
short, these should focus on non-security experts. More precisely, we are interested in people
that have technical expertise, especially for our current study those having IoT technology
knowledge, but also more generally, people like system designers and developers who are not
security engineers but who may have some basic security training (since their routine tasks need
this) but maybe specific for their particular area of expertise. We are also interested in non-
technology experts, like CEOs and managers of various development and operations aspects of
technology development; these people would know about use-cases, features, or economy and
impacts, related to the technology system, but maybe not about the technical details.

Particularly, the SCOTT project participants were usually teams made of both technical
and management people, and on rare occasions, a person with considerable security expertise.
The ’Software experts’ category is, similarly, made of high-expertise people. More to the
contrary, the "Students’ are still technical people, with little knowledge of security and fresh in
the development field also. The 'SME cluster’ is supposed to have teams that are most diverse
in expertise, from business experts to developers, but not much security.

We explain in the rest of the technical report, how and for which of our studies we inter-
acted with the different users from above, to test the usability of the security classification
methodology and of the tool that we present in this technical report.

4 Manual Security Classification

4.1 Reviewing the Security Classification Methodology

The security classification methodology that we take as the starting point in this work has
been proposed in [22] as an extension of the standard for “Security Classification of Complex
Systems” developed by the French national agency ANSSI. Besides, the methodology of [22]
incorporates (and conforms with) security concepts from several other relevant standards from
among others ISO/IEC, ETSI, OWASP, ENISA. This method has been detailed and extended
towards IoT systems in [21].

Terminology: We will often abbreviate Security Classification as SC, and when we refer to
SC Methodology we will use SCM, whereas for the SC Tool presented in the rest of this report
we use SCT, maybe with versions attached as SCTv1 if we want to emphasis the different
version that the tool prototype went through.

In short, the methodology is based on the analysis of impacts, connectivity, and protection
level of the system. Protection level is determined from the protection mechanisms that are
applied to the system. Protection level combined with connectivity forms the exposure level,
and finally, exposure and impact are used to determine the security class of the system, as
displayed in Figure 1. SCM considers five levels of Connectivity [21, Sec.3.1] adopted from
ANSSIL

The protection mechanisms are evaluated based on a list of security criteria [20, Table
3] that sum up to a protection level (from P1 to P5). The higher the protection level, the
more security mechanisms it includes (when relevant, e.g., for the connectivity of the system).
Finally, the classification methodology considers five impact levels also taken from ANSSI (see
[20, Sec.3.7]), namely Insignificant, Minor, Moderate, Major and Catastrophic. The impact
level is determined usually by security experts.

A lookup table is used to determine the exposure from connectivity and protection levels,
as shown in Table 1. Finally, the security class is determined from the exposure and impact
using a class lookup Table 2.
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Security Class

/ Impact
\

Exposure

/ Connectivity
\

Protection Level

Figure 1: Components of the evaluation of a security class.

Table 1: Calculations of Exposure Levels Table 2: Calculations of Security Classes

Catastrophic
Major
Moderate

Insignificant
Impact/
Exposure

4.2 SC Methodology Evaluation

The development of a Security Classification Tool (SCT) involved multiple stages of prototyping
and usability testing, as described below.

The very first stage, however, was to take the methodology as described in the research
papers and evaluate the usability claim, i.e., that the method is easy-to-use for non-experts
in security. For this evaluation stage, we interacted only with two of our user groups, namely
with the students and SCOTT partners (which included companies such as Philips Research!”
(NL), Vemco'® (PL), AVL' (AT), ISEP? (PT), VIT* (FI) or Tellu [oT??* (NO), as well as
academics, e.g., from Gdansk University of Technology??).

Our research team includes security experts, and thus we first read relevant papers and
understood from [22] the SCM ourselves. We then prepared a presentation for the two groups
of users. To the SCOTT partners, we presented and explained the SCM through several short
workshops (30min to 1h). The participants from the SCOTT partners were a mixture of
technology people, with management and software/system design people; however, there were
no security experts in their teams, except for some of the technology people who had general
security knowledge or specific for their technical field. To the students, we presented the SCM
shortly in one of the lectures from the beginning of the course and gave as a homework, the
methodology papers which they were supposed to apply to their IoT system exercise (recall
that the course was on IoT systems and security).

The first results can be summarised as rather discouraging for the SCM. Although the par-
ticipants did express interest in the concept of security classes, none of them could understand
much from the SCM, let alone how to apply it to their use cases. This was one major observa-

1Thttps: //www.philips.com/a-w/research /home
¥https://vemco.pl/

Ohttps://www.avl.com
20https://www.isep.ipp.pt
2lhttps://www.vttresearch.com/en

2https:/ /www.tellucloud.com/
Zhttps://eti.pg.edu.pl
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tion that we collected from interactions during the workshops. We did not obtain more concrete
suggestions, mainly because the participants could not understand enough about SCM to give
us meaningful comments. (We can also be understanding towards this outcome, since students
are shy in giving critiques, and technical people are usually careful to giving suggestions if they
do not understand the technology presented.)

Our team then took another attempt at simplifying the presentation, and more importantly,
we now presented how the SCM would be applied, focusing on the application to SHEMS
published in [20].

Each SCOTT partner was involved in one or more of the ca. 15 pilots of the project, all
developing IoT systems, e.g., Philips was coordinating a pilot on “Assisted living and community
care systems”, Vemco was coordinating a pilot on “Secure Connected Facilities Management”,
whereas GUT was involved in both of these pilots, and VI'T was coordinating a pilot on “Air
Quality Monitoring for Healthy Indoor Environments”. We reasoned that by presenting an
application of SCM to a similar IoT system, they would easily understand how to apply the
SCM to their use case. We also took the energy to read through the various project documents
where their respective IoT systems were being described (preliminary versions, since we were in
the middle of the project). We then tried in our presentation to make some (rather superficial)
correlations between the application of the SCM to the SHEMS and to their respective pilot
systems. For the students, we could not do this second iteration.

This second presentation did not manage to clarify enough as to allow the participants to
apply the SCM. However, we did get more interactions during this second round of workshops.
Several discussions were held in the form of question and answer, directed from the participants
to us, the presenters. The topics included some of the details of the SCM, like the calculation
of impact, or the evaluation of connectivity. One major outcome emerged at the end, where
the participants endorsed, rather unanimously, the observation of one of them, which was

“It is not clear where to start with this methodology”.

This observation becomes quite evident when thinking more about it, e.g., certification
bodies use certification processes to do their work. The most simple definition of a ’process’
implies a sequence of steps to be followed to arrive at a desired outcome. In our case, this meant
we needed to produce a sequence of steps that a non-security expert could follow in order to
evaluate the security class that a system belongs to.

4.3 SC Methodology as a Process

Based on the feedback from the evaluation stage (e.g., involving questions,/observations related
to what kind of information about the IoT System were needed), we expressed the security
classification methodology as a ten steps process as follows:

1. Define the IoT system. The user decides which system should be evaluated and
gathers knowledge about the system s.a.: system architecture, functionalities, security
requirements, use cases, and context of use. This step helps the user to understand at a
high level, and prepare, the system under evaluation.

2. Define the components of the system. A system is composed of one or more com-
ponents. In this step, the necessary components of the system are defined. Examples of
components for a smart home are IoT hub, smart devices, sensors, control data, etc.

3. Describe the features of system components. The interactions between the system
components are now described. The user decides on the use case where the security
classification should be applied. At this point, the user already has a reference architecture
of the system.
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4. Define the impact level. For each component, the worst impact of security breaches is
defined. The levels of impacts are defined by the SCM as Insignificant, Minor, Moderate,
Major, and Catastrophic (the same as ANSSI does). This step is similar to the evaluation
of impact risk assessments. The impact may be on the economy, human life, physical
infrastructure, business, etc.

5. Describe communication mechanisms. The communication capabilities for each
component are described. The user will look into which communication standards are
used.

6. Describe the type of networking. The user has to find out whether the network is
only a Home Area Network or a Wide Area Network.

7. Determine the Connectivity Level. Based on the two previous steps, the user assigns
the connectivity level to the components. The connectivity level varies from C1 to C5
and is described by the SCM.

8. Determine the protection Level. Relevant security criteria are defined for the com-
ponents, and the security functionalities they have are also listed. The list of protection
criteria and security functionalities obtained is compared to the Protection Level table
given by the SCM, to determine to which protection level the existing security mechanisms
belong to.

9. Determine the exposure level. Protection level and connectivity determined in the
previous steps are used to identify the exposure level using a lookup table defined by the
SCM.

10. Determine the security class. The security class is now determined using the exposure
and impact levels based on the class lookup table defined by the SCM.

Working with the SC methodology is manual, as far as the research papers [22, 21] describe
it. Therefore, the above process is also manual, with the advantage being that a clear procedure
is given to the user to follow, besides the research papers. One can easily see in the above steps
that some can be more or less automated. Automation is a highly desired method of making a
difficult technical process more user friendly, since when compelled to use technology, there is
nothing better than not using it. Steps 1 to 3 are manual, and the user can take as much time
and space for writing down the description as required (no page limits). Step 4 is a classical
risk analysis stage which we assume to be more static for DevOps and IoT software systems. It
is also manual and requires security expertise (depending on the company’s internal desires for
strictness with the evaluation, since the impact is something that cannot be changed much by
developers, as opposed to protection measures and connectivity functionalities). Step 5 and 6
are also manual and needed only to help in step 7. Step 8 is probably the most tedious because
of the long list of criteria that need to be evaluated. However, the list helps the user to assess
the security thoroughly. Steps 9 and 10 are done through lookup tables.

As such, it can be seen that steps 9 and 10 can easily be automated, whereas steps 1 to 7
not so easily, at least the SCM does not give us any help in that direction. Step 8 can be partly
automated by summing up all the answers of the user and comparing them automatically with
the respective table from the SCM.

4.3.1 Evaluation of the ten-steps process

Designing and evaluating the ten-step process for the SCM was done over several workshops
(each of 30min to 1h) interacting with the SCOTT users only. One significant activity dur-
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ing this stage was to apply the SCM ten-steps to the pilots from SCOTT together with the
respective partners. We made two applications, to:

1. the “Elderly UI” component of the “Assisted Living and Community Care System” (AL-
CCS) pilot, and interacting mostly with Philips (who were coordinating this pilot) and
other technical people that were closely involved in the team developing this ’care-at-
home’ system;

Vg -

- ExternalButton

i

ElderlyU!

Figure 2: Early prototype of the ElderlyUI component.
(Description and image courtesy of Philips Research.)

2. the “Multimodal Positioning System” (MPS) component of the “Secure Connected Facili-
ties Management” pilot, and interacting mostly with Vemco (who were coordinating this
pilot) and other technical people from Gdansk.

Our work was based on reading the respective documents from the project and interacting with
the team building the respective system.

In short, the Elderly UI (see Figure 2) is a small form factor prototype device that can
be worn as a patch on the skin for weeks at a time without the need for recharging and can
continuously observe activity and position from the elderly resident, and periodically transmits
the observations straight to the cloud. The MPS had as main functionality the localisation
of people and assets within critical infrastructures, being applied in this case inside a refinery.
For our work on applying the SCM, we have used the technical project-internal documents for
each system to collect the necessary information for evaluating the connectivity, protection and
exposure levels. Then during the workshops, we adjusted our understanding of the system and
worked with the teams to properly apply the SCM to their system. The ten-steps methodology
went through two major redesigns, where mainly the order and the number of steps were
changed, and the helping descriptions were improved.

During these workshop interactions, we had two goals:

1. Us to understand the IoT system of the SCOTT pilot that we wanted to use as application
and to understand better how the ten-steps process worked and how easy it was to apply;

2. The SCOTT users to understand how the SCM works and how to use it to apply it
themselves.

For both goals, our interactions were geared towards collecting observations about the usabil-
ity of the ten-steps and how to refine it to fit the two examples that we considered as the

representative of the general application area that the SCM was intended for.
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One playful activity that our users seemed to enjoy was to work on identifying how the
security class can be improved; e.g., for the ElderlyUI system, we had scenarios that changed
the class from E to B by making changes and updates to the system. This is one major benefit of
the security classification methodology that is claimed by the main article [22]. Therefore, our
interactions seem to confirm this claim that IoT developers would enjoy knowing the security
class of their system, which in turn would encourage them to strive to improve their system’s
security so to improve the class.

4.3.2 Outcomes and Major Observations

Besides the constant feedback that we received during the workshops about small improvements
to the ten-steps process, we drew the following major observations.

1. The participants could answer most of the ten steps questions when we were guiding them.
The guiding meant us, e.g., explaining the purpose of a step (often mostly confirming that
their understanding of that step was matching with ours); or giving more details about a
step like what was meant by the Home Area Network (HAN).

2. The most difficult parts of the methodology were identified as being:

(a) the evaluation of the Impact level, which looked to them like a job for security
experts doing risk assessment (which the participants were not); and

(b) finding the Protection level since it involved answering many specific security ques-
tions which needed interactions with other members of their development teams (i.e.,
those that worked on the respective aspect that the question in our table referred
to).

However, the SCM papers [22, 20| especially point out that the evaluation of the impact
level is not a specific concern of the SCM and is supposed to be similar to how risk assessment
or similar methods evaluate impacts of attacks. Moreover, the impact level is only indicative
and does not need to be done to a perfect detail for one to use the SCM as it was intended.
Therefore, we could not do anything about the first observation; and it was not our research
goal to do so anyway, since we were taking the SCM as given, and not as something to improve
as a security instrument per se. Our goal, as one can recall from the Introduction, is to take a
security classification methodology as it is, and make it DevOps-ready by building a tool that
makes it easy for non-security expert users to apply it.

The second observation is directed to a core aspect of the chosen SCM, since the list of
security functionalities that the observation refers to, is a main differentiating aspect claimed
by [22, 20]. Therefore, we decided to improve on how the users work with this list in the next
iteration of the tool, which was now decided to be computer-based.

At this point, we were also ready to test the ten-steps with more users, but it was decided
together with the SCOTT users that an online tool would be best suited for allowing more
users to join our testing sessions.

5 Interaction Design Tool Development Process

5.1 Spreadsheet implementation

Based on the feedback from the users, we then implemented the ten-steps manual process from
Section 4.3 into a tool based on spreadsheets. As much as this first implementation can be
called so, we consider that a ’tool’ is something run by a computer to help the user with a
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specific task by organising, guiding, and maybe automating some of the aspects of the task. In
our case, the process of security classification was the task at hand, which also had some of the
steps ready for automation; whereas for the other steps the tool should be seen useful only to
organise the work and gather inputs from the users.

The spreadsheet tool was implemented in Google Sheets because it is a cloud-based applica-
tion where a team can collaborate in real-time. Figure 3 shows a snapshot of the spreadsheet-
based SCT. Our goals were derived from the interactions we had in the workshops and generally
aimed to simplify the security classification task of our users. We prepared the template in a
spreadsheet which contained all the information from the previous ten-steps presentation, albeit
in a more structured way.

The spreadsheet template contains the following components:

Step: It shows the step number, which coordinates the attention of the user and helps direct
the workflow.

Task: A column providing the task description. The text here is simply adopted from the
ten-steps described before.

More details: This column simplifies the task with additional descriptions.

Your Response: In this column, the user would store/provide their input responding to the
respective task.

Free Text: For the inputs where users should describe the system or components themselves,
they were able to write in their own words.

Dropdown list: For the inputs which were defined in the methodology and required specific
item from the list (e.g., connectivity, protection level, presence of security functionality),
we provided the dropdown menu for selection. We also applied validation mechanisms so
that users are guided to select the valid input.

Lookup table: The lookup table was also shown to guide the user to provide valid exposure
and security class.

Protection level requirements: There were also columns to show protection level require-
ments where the users were guided to select the appropriate Protection level (see line 47
in Figure 3).

Spreadsheets can be quite powerful if one knows how to program them. For example, the
lookup tables in our last steps could probably be programmed so that users do not need to
make the lookup herself, and probably the answers to the long step 8 (note that in Figure 3,
several spreadsheet rows have been omitted, i.e., from 13 to 39) could be automatically matched
against the protection levels that are listed in the columns to the right. However, we intended
the spreadsheet implementation only as a low fidelity prototype, expecting other future versions
to follow.

The goal with this first implementation was mostly to have a way to present the ten-steps
process to more test users. We planned a project-wide webinar, where the participants that have
been helping us with the two examples mentioned before were the main supporters. Therefore,
for the spreadsheet implementation, we focused on adding user-friendly aspects to the ten-steps,
based on the interactions we had before on the manual paper-based process, mainly focusing
on providing clarifying text and the necessary helper information for each step.

The spreadsheet implementation went through one more round of internal testing during a
workshop with AVL, one of the SCOTT partners. The result is the one presented in Figure 3
and is the one that we have used to do our final webinar, presented below.
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Figure 3: Snapshot of spreadsheet implementation of the SCM ten-steps process.
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5.1.1 Evaluation

We organised a webinar for the whole SCOTT project partners. We used classical methods of
advertising to attract many participants, like preparing a text, presenting the webinar (e.g.,
similar to how one would do for an academic event but more flashy) and emailing an invitation
to everyone in the project with reminders, etc. We also worked with the previous partners to
make the invitation text to be interesting for our audience, i.e., many of the SCOTT partners
were companies.

The plan for the webinar was:

1. An introductory presentation from us, the organisers, which included:

(a) motivations of the SC methodology, similar to what the research papers were doing,
(b) a short presentation of the ten-steps process,

(¢) a final exemplification of how we applied the ten-steps to one of the previously
mentioned applications (which was from the same project, thus more motivating for
the participants).

2. A hands-on interaction from the participants with the online spreadsheet.
3. A brief questionnaire at the end of the spreadsheet (see bottom of Figure 3).

Part 1 took ca. 30min whereas parts 2 and 3 some extra 30-40min, including final discussions.

We had ca. 15 participants in the online webinar (3 were the organisers). The participants
were divided into five teams and took the hands-on exercise. Each team had to duplicate the
main example sheet (see bottom of Figure 3) and fill it in according to their IoT system of
choice. The exercise took between 7-30min to complete. The participants included security
experts, developers and system managers having a general understanding of the IoT system
and security. We, the organisers, were observing how the teams progress and were answering
questions, usually for clarification or acknowledgement.

We also went to the students, using one hour of their exercise classes to do a very similar
activity as above, i.e., we presented the spreadsheet tool and asked them to do the same exercise
using this tool instead, under our supervision. The ten-steps were now considerably easier to
use than in the previous session when only the research papers were given to the students.

5.1.2 Owutcomes and Major Observations

From our observations and interactions during the webinar, we could draw the following con-
clusions.

User help/manual: When users were performing the assessment, even after the spreadsheet
and terminologies were explained in our presentation, all users had questions either for
clarifying individual steps or assigning values for impact and connectivity.

Automation: Several of the steps could be automated, e.g., determining the protection level,
exposure, or class. These were asked for by participants and supported by everyone.

Lack of customisation: The spreadsheet was too static, and it did not allow to change the
lookup tables (which participants observed as a necessity when changing the type of
system).

Scalability: Spreadsheets are not scalable, both in terms of systems evaluated and in terms
of private user space, i.e., allowing users to log in and other classical functionalities that
modern tools have.
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From the answers to our short questionnaire, we obtained the following:

Moderately difficult: All teams answered that they found the application of the methodology
of moderate difficulty.

The difficult steps were the evaluation of impact and the protection level.

Diversity of expertise: Especially for answering all the questions for the protection level,
the teams needed diversity of expertise, i.e., they had to ask people that knew about the
respective security functionality.

Thus, the major observations were that users needed better help during the assessment,
especially for handling the more difficult steps, i.e., for impact and protection levels. Moreover,
the next tool should do better in automation, customisation, and scalability, which are usual
requirements (and not difficult to obtain) for a web-based application, like the one we present
in the rest of the report.

5.2 Introducing the web application

To improve the user experience, we decided to implement the tool as a web application. We
did not choose the desktop application to avoid the users’ burden of downloading, installing
and updating the application in case of changes. It was also easy for us to push new changes
without needing the end-user to do special actions. It was also clear that we required data
persistence so that the users can perform assessments and save them for future use.

The major technologies used to implement the web-based tool are described below:

ASP .NET Core MVC is a widely used framework for building web applications using MVC
(Model View Controller) pattern.?* To select the technology, our main focus was the speed
at which we could produce the prototype. We chose the MVC application because it was
quick to start developing and publishing application with clear separation of Model View
and the Controller. Moreover, the development platform Visual Studio already provides
ready to use templates to create such a web application. We also have implemented
a separate service layer so that, if we require to make a public API, we could easily
construct a RESTful API to make the tool available to any clients. It would be necessary
for integration in a DevOps tool-chain.

We used ASP.NET Core Identity to manage authentication in the application.?® For
responsive user interfaces, we used the Bootstrap framework.

Microsoft Azure is a cloud computing service from Microsoft.?6 It is much easier to man-
age, configure and deploy web applications using such services. There are other similar
solutions from Google and Amazon we well. We selected Microsoft Azure to manage the
resources and deploy this SCTv1.

SQL: We used the Azure SQL database for data persistence. In the beginning, we did not
require a high-performance database and thus, selected the database with the standard
configuration from the Azure portal.

Z4https://docs.microsoft.com/en-us/aspnet /core/mvc/overview?view=aspnetcore-3.1

25https://docs.microsoft.com /en-us/aspnet /core/security /authentication /identity ?view=aspnetcore-
3.1&tabs=visual-studio

26https://azure.microsoft.com/
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The tool is hosted as an Azure App service at https://lightsc.azurewebsites.net/.
During this work, we simplified the assessment process by combining several of the previous
steps into one. Now the core activities that the users must do in the web tool are:

1. Define a System (corresponding to step 1 from Section 4.3)

The user defines the system under evaluation, for which to compute security class. Here
the user describes the details of the system and a unique name (to save this evalua-
tion). The details may include how the system works, which technology it uses and what
components exist in the system.

SGSC Portal Assessments Configuration ¥ Hello manish@gmail.com! Logout Help

All Systems
New System
System Name Description
Smart Home Energy Management System (SHEMS) Smart Energy management system for private homes Components | Edit | Delete

Figure 4: Snapshot of systems page of SCT web application.

2. Add components (corresponding to steps 2-7 from Section 4.3)

A system is decomposed into its components, and for each component, a class should
be computed. A component is described, including information about the role of the
component, vendor, communication standards used, etc. One may also include communi-
cation capabilities and scenarios where the component is used and how it interacts with
other system components. Components should be categorised, where we had as default
component types: IoT device, Hub, and Backend System. The user can define their own
component types. The component types are relevant for the next step so that the tool
can select some of the security functionalities automatically as 'not applicable’.

The user is also required to define the connectivity level of the component.

Similarly, the impact of security breaches should be specified here.

3. Perform assessment (corresponding to step 8 from Section 4.3)

Here the user selects the security functionalities present in the system, which are required
for determining the protection level.

4. Compute class (corresponding to steps 9-10 from Section 4.3)

After all the inputs are provided for a component, the user can compute the security
class by pressing a button (see Figure 5). The selected parameters for the security func-
tionalities are used to compute the protection level and then using the lookup tables to
calculate exposure level further and ultimately, the security class for the given component.
Figure 5 shows the final view containing the lookup tables and selections made to obtain
the resulting class.

Besides these tasks, the user can also save the assessment for future reference. Using the
tool, the user should be able to browse the assessment and perform CRUD operations on them.
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Figure 5: Snapshot of class calculation view.

5.2.1 Evaluation and Observations

The application was demonstrated both to the students and the SCOTT partners AVL and
GUT. For the students, we again presented in a lecture and demonstrated how the web ap-
plication could be used, and they took it as an exercise to use the tool on their IoT systems
from the course. The SCOTT partners were two of our main interaction users, whom we used
throughout this work. We had one workshop where we presented (similarly as we did for the
students) the new web application and demonstrated how to apply it to the original SHEMS
example from research paper [20] (which has always been our first example for each of our
implementations and tests). After the presentation, and during the demonstration, we had a
long period of discussions with comments from the users.

The improvements have been appreciated, especially the save functionality and the login
possibility since it allowed for a private space for someone to work with their evaluations. The
automation was as expected.

The negative comments were especially related to the lack of help and guidance. One specific
request was to have tool-tips for various parts of the interface so to tell them what was that
button /text was about.

5.3 Second version of SCT

The final version of the web application had the following extra usability functionalities:

1. Customisable lookup tables. Lookup tables are usually constructed by experts. The
default ones that the application offers are the ones we took from the research papers of
the SCM [22, 20].

However, depending on the domain of application, the lookup table may differ slightly.
Therefore, one should be able to change the lookup table according to the domain. The
tool has a configuration feature where the user could override the default lookup table
and also reset it to default.
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Figure 6: Snapshot showing the customisation of lookup tables.

2. Main user guide easily available on every page. The preliminary tool had a user
guide only on the landing page. Every time the user needed help, they had to browse to
that page, which was considered hectic.

The final tool has a help sidebar menu which on click, slides over the page the user help
(see Figure 7). This sidebar allows the user to focus on their tasks, without the distraction
of opening a new page each time help is needed.

3. Detailed contextual help. The test users demanded detailed explanations of the ter-
minologies and the steps. We added help icons beside the text that required detailed
descriptions of the terminology or step. Clicking on the help icon a modal opens up to
show these details. Many of these details also appear in the main help. Figure 8 shows
the modal for describing the connectivity types.

To be able to perform the assessment, the user first needed to create an account. At this
point, we also decided to implement the weights aspect of the SC methodology from the research
paper [21]. Before, in the spreadsheet, it was challenging to work with weights; but now we
could more easily calculate using weights. The tool was doing the calculations, implementing
the formulas from [21]; whereas the user had only to specify the individual weights.
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SGSC Portal  Assessnjiibig
Smart Home “

Name Descri 1. On the components Page, click "Next" on the component. It will open up the details of the component along with the Protection level section

Sensors Sensor|

Smart Home

New Component

<< Back to systems

Connectivity
Name Description Impact

Gateway It is a linux based device and acts as a central controller of other loT devices Moderate  C5 Delete
as well as communicates with the backend system. Home loT devices reports
the data to the gateway which translates and sends them to the backend
system. Similarly, the loT hub may receive control commands, which it can
relay to the intended devices.

<< Back to systems

2. On the assessment details page, go to Protection Level Section. Based on your component, make the appropriate selection of "Yes", "No", or "N/A"
(N/A=Not Applicable) for each item. If the criteria is N/A, you do not need to make selection of its functionalities.

Figure 7: Snapshot showing user help opened in a sidebar from the right.

5.3.1 Evaluation through a Hackathon

Helped by the SCOTT partner GUT (Gdansk University of Technology) we organised a hackathon
contest with a cluster of Polish SMEs. The cluster, we were told by our Gdansk contact person,
had in the order of 100 technology companies.

The preparations for the hackathon included:

1. preparing a video tutorial (ca. 10min) on how to use the tool;

2. preparing a presentation with slides
(a) motivating the concept of security classification,
(b) describing the benefits for industry,
(c) explaining the ten-steps process, and

)

(d) how to apply it to the SCOTT pilot (this we mostly reused from previous workshops
with additions and adaptations to fit the target audience);

3. materials for announcing and attracting participants and for managing the contest.

The hackathon day had a ca. one hour program, which was recorded through the online
meeting tool with:

1. a short introduction (2min) from the SCOTT official and the Polish cluster official (our
contact point),

2. followed by our presentation and demonstration of the web tool,

3. ending with the presentation of the contest, rules, tasks, and prizes (described further).

The hackathon format included a contest with three prizes (winning 2000€ in total) and
rules for participation and evaluation. Our purpose with preparing such a complicated setup
was firstly to attract diversity in the participating teams, as well as hoping to increase the
number of participants.

The contest asked the teams to



Connectivity

Connectivity represents the surface of a system exposed to
attacks. We have considered five levels of connectivity (C):
. €1 Includes completely closed/isolated systems
2. €2 Includes the system with wired Local Area Network and
does not permit operations from outside the network

. €3 Includes all C2 systems that also use wireless
technologies.

. €4 Includes the system with private or leased infrastructure,
which may permit remote operations (e.g., VPN, private
APN, etc). An example could be allowing to access the
corporate network only via VPN. Another example could be
the operators being able to connect to their field devices
system through their mobile device using a private Access
Point Name (APN)

. €5 Includes distributed systems with public infrastructure,
i.e,, like the C4 category except that the communication
infrastructure is public. Example: Web applications and
services accessible using Internet.

Figure 8: Snapshot showing help text for connectivity levels in a modal component.

1. use the tool on one of their systems or components;

2. describe how the security classes could contribute to innovation and business potential
for their company; and

3. devise an innovative way of using the SCM within their companies’ technical, business,
or management processes.

The winner would be evaluated based on a report where the above should be described, putting
weight on innovation.
Besides the above contest format, the hackathon also included a usability part.

1. We offered special recognition prizes (with cash winnings too) for those that take sub-
stantial effort to help us with the usability studies, i.e., to use the two aspects mentioned
below. These prizes were separate from the contest prizes and were advertised as optional.

2. We prepared a survey and asked the participants to take part in the survey, which was
available through a special menu in the web interface. Figure 9 shows a screenshot of the
survey as appearing to a user. We have omitted some questions to fit it within a single
page. The survey included questions regarding user experience, opinion about the tool,
facts about the users, their expertise and knowledge of DevOps, and further suggestions.

3. We used a tool called Hotjar?” to track and analyse the activities during the evaluation.
Hotjar offers several features to perform the usability evaluation of a website. However,
our focus was only to see how users work with our tool. Thus, we found the following
strategies relevant to evaluate our tool. See details for all of these in Section 5.3.3 on
page 24.

e Screen recordings. Recording the activity of the user while working with the web
tool was captured anonymously, for concerns of privacy and consent. Because of this,

2Thttps://www.hotjar.com/
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were not able to correlate the recording to the survey. There were more recordings
than people who took the survey.

¢ Incoming feedback. Using this feature, the users could select the specific part of
the page and provide feedback on it.

e Heatmaps. Heatmaps show which part of the page was clicked, scrolled or moved
the most. Using this feature, we might be able to identify which features the users
are most interested or are most difficult and require most effort/time.

The participation was unexpectedly poor: We had only four companies attending the
hackathon one-hour presentation and only three that submitted a document for evaluation.
Moreover, only one participated in the survey. Because of this, we continued to test with in-
dividual users selected personally, as detailed below in Section 5.3.2. After the hackathon day,
we released the recording of the meeting (containing our presentation and contest description)
as well as the tutorial video. The goal was that the local contact person would replay this, and
send the information out again, during an official cluster meeting that was scheduled to come
soon. Still, no more participants were registered. The explanation that we later received from
the local contact person was described as “Language barrier”, i.e., The writing in English was
discouraging, and the internationalisation that the hackathon offered was not of interest since
many of the cluster companies had already a large client base in Poland.

5.3.2 Evaluation with Individuals

Since we aimed to evaluate how easy it was to use the tool in the system development life
cycle, we also asked feedback from software professionals (the last group of users described
in Section 3). We selected technically sound individuals and experts in product development,
but not necessarily in security. In particular, we wanted individuals with different roles such
as CEO, CTO, consultant, architect, or system developer. We prepared a list of probable
participants and reached out to them through emails. The individuals were mostly employees
from eSmart Systems AS and Smart Cognition AS, both of which are software companies. We
tried to organise the workshop to introduce the tool to them. However, it was not possible
because of their availability. However, for two of the participants, we were able to describe the
tool in person, in two separate meetings. Thus, we sent out emails with the necessary materials
to perform the assessment and asked them to contact us if they need help with understanding
the concept. The following materials were provided:

1. URL to access the tool;

2. Presentation slide to understand the core concept of SCM and SCT (reused from the
hackathon);

3. URL to access the video tutorial presenting how to use the SCT;
4. URL to user help and terminologies;

5. Description of the task that we were asking them to perform to complete an assessment.
We described that the evaluation is complete after the test users, at minimum, create a
system, add sub-systems to this system, perform the SC assessment of each sub-system to
calculate the class, and finally take the survey. We also asked them to provide feedback
(incoming feedback in Hotjar) while using the tool if they had any. They were free to
browse any other part of the application on their own interest.

Five individuals took part in the evaluation. Other uninterested participants responded by
saying that they have no inputs to this tool as it is not their field, some said that they were
busy, and some did not respond to emails at all.
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5.3.3 Owutcomes and Major Observations

Following results were obtained from Hotjar:

Heatmap: The heatmap of the assessment page showed that the main help menu was clicked
only 0.1% of the time. However, the user help available on each component was clicked
frequently. Similarly, another most clicked part of this page was the compute class button
(5.6%). It shows that users were interested in computing the class quite often, most
probably because they were repeating short cycles of changing some parameters and
recompute the class. Figure 10 shows an example of a heatmap for the assessment page.
One of the least components that users interacted with was the belief and weight inputs
in the assessment page. Though the help icon to explain their concept was fairly clicked,
the input box was rarely clicked.

Screen recordings: Screen recordings showed that the majority of users used the tool as
expected. They first create the account and browse through the description and then
check the main help page. After that, they follow the instruction of creating the system
and adding sub-systems. Most of the users follow a similar pattern of browsing the pages
and clicking on the help icons to see the details and understand better what to select. It
also showed that most users did not interact with the belief functionalities (and thus left
these be the default ones). Some looked into the help icon of belief and weights, but most
of them did not change any values of beliefs during the assessment.

Incoming Feedback: We expected many users to take part in providing such local feedback
since these seem familiar from social media sites like Twitter or Instagram, which people
like. In our experience, providing feedback through the Hotjar functionality is relatively
easy: the user just needed to click on the feedback button on the right side of the page,
provide the smiley rating, write a comment, and click the send button. If they wanted,
they could select the HTML page component about which they wanted to provide the
feedback. Surprisingly, only one user provided incoming feedback. Figure 11 shows an
example of incoming feedback.

Survey: The survey showed that the users were entirely new to the classification methodology
and took 30 to 100 minutes to apply it. However, some users did not keep track of the time
that they used to complete the assessment. Similarly, learning this tool, the maximum
amount of time used was 15 to 60 minutes. One of the users who had some security
background only used 3 minutes to learn it. It was probably because of the familiarity
with security terminology, and also he had an individual workshop session with us, where
we gave a presentation and a demonstration of the tool.

Similarly, the tool was considered usable in the planning phase of the product by most
users. Figure 12 shows the survey result of the question “In which of the DevOps phases
do you think this security classification tool (or parts of it) can be used?”.

Most of the participants found the belief evaluations to be the most unintelligible part
of the tool. The same result was confirmed by the heatmap evaluations and the user
recordings as they were the least interacted components on the page. Surprisingly, three
of the five users found the system definition section, where one defines the system and
sub-systems, difficult.

Three of the users considered that with a basic understanding of security, one could apply
this method. Similarly, one of them considered that software developers could apply this
methodology. However, one said that it requires the skill of security experts to apply this
methodology.
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Out of five users, four found the methodology moderately easy. However, one of the users
found it difficult to apply in his system because the user considered that the individual
security assessments are not easy without deeper knowledge of the concepts that are
being evaluated. However, he considered that the methodology was easy to understand.
Similarly, all the users considered it easy to find the help that they needed while using
the application. One of the constructive feedbacks was to provide more guidance to fill
in the confidence parameters.

6 Final evaluation results and major observations

The last observations from the Hotjar tracking and survey, including both the one response
from the hackathon and the five from the individuals, are generally suggesting that the main
part of the SC tool is easy enough to be used by non-security experts. The more experimental
weights and beliefs part of the tool was considered not so easy and is regarded as a complex
feature also in the research papers for the SCM.

In the hackathon contest, we have received three submissions, each applying our SC tool to
one IoT system and describing the innovations that the SC methodology and tool can bring to
their companies. Also, these could be evaluated to understand more the use of our tool; we have
disregarded the other aspects that the hackathon contest asked for, i.e., innovation and business
aspects. One application was to a Mini Unmanned Surface Vessel, and they used the SCT to
compare between a not secured version, that resulted in class F, and a secured version which
resulted in class B, which helped them understand what security functionalities the system
needed. The other two application done during the hackathon were to analyse the security
of autonomous vehicle management systems in logistics and to RFID. Both of these reports
similar uses of the tool, i.e., for trying out different security features for different configurations
of their systems resulting in different security classes.

In total, throughout all our stages of creating the tool, we saw the SCM applied to many
IoT systems, which we could count as: The last version of the SCT was used by three SCOTT
partners on their respective systems, VEMCO, PHILIPS, and VTT. The hackathon saw the
SCT used on three systems. The individual *Software experts’ used the SCT on five systems.
The students used (multiple version of) the SCT on two systems. The SCOTT partners during
the webinar using the spreadsheet low-fidelity prototype have applied the SCM to five more
systems. We, the organisers, have applied different versions of the SCT for exemplification pur-
poses in different stages to one system. This totals to ca. 19 applications of the SC methodology,
done mostly by non-security experts or teams, through the use of our different prototype imple-
mentations. These provided valuable feedback regarding the usability of the original method
and of the prototypes that we have been building. The final prototype has been considered
fairly easy to work with.

The principles of a DevOps-ready Security Classification from Section 2.2 have motivated
our work. We have implemented the chosen methodology into a tool, thus respecting the
Principle 2, and we have worked and tested to make this tool easy to use for non-security
experts (i.e., our choice of users was as such), thus respecting Principle 3. We did not strive
in the direction of Principle 1. However, having now a tool, one can at least do manual re-
evaluations of the system by making the necessary changes in the evaluation. We have made
the tool so that it can also provide an API, but did not work in that direction as this is an
engineering task that is best left to a software development company to undertake. However,
we believe that Principle 1 can easily be attained once having a tool as the one that we have
demonstrated and tested. We leave this as further work, to be done by companies willing to
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take our SC tool, or similar ones, into their DevSecOps tool-chains, since the adjustments and
implementations are routine.

A general recipe has emerged, we believe, for going from a research effort security classi-
fication to a DevOps tool. Any such endeavour, inspired by the present work, would include
three main phases:

1. Make a step-based process out of the published security classification methodology.

2. Test it in a low-fidelity computer-based implementation, where we have seen that the
spreadsheets are very good for this purpose.

3. Implement the high-fidelity tool, like the web-based version that we did, where more of
the process is hidden behind a natural interaction process with the tool that guides the
user to the final class.

This is something very familiar to the interaction design field, but not so familiar to the security
tools developers and researchers. Choosing well the target group representatives, and testing
these three minimal passes is essential.

7 Conclusions and Related works

We this report, we identify five principles for a security classification methodology to be DevOps-
ready, i.e., ready to be used in a DevSecOps tool-chain. Debatable as they might be, these
principles are viewed as initial guidelines. The major part of this work is concerned with
exemplifying the existing security classification methodology to satisfy the five principles. To do
this, we create a tool that implements the chosen methodology, thus conforming to Principle 2.
We also tested its usability showing how it conforms with Principle 3. We have detailed our
process of evaluating such a tool for its usability, which involved participants from industry
applying the various tool prototypes at different stages to ca. 19 IoT systems, during ca. 14
workshops and larger events, involving as test users, both teams and individuals for ca. 9
months.

From the process that we have detailed in both Section 4 (for the manual work with the
methodology) and Section 5 (for the tool prototypes), we could extract a general recipe de-
tailed in Section 6. This simple guide can be applied to other ‘tool-ification’ endeavours done
for similar security methodologies. We particularly encourage such activities since we see an
increased need for usable security tools and methods, demanded by the DevSecOps culture,
which is becoming popular in software development companies.

The tool in itself is a contribution, as it expands the user group from security experts to non-
experts, and it reduces the time used for designing and evaluating the security of IoT systems.
Using such tools, companies can utilise existing internal resources (i.e., their developers or
CTOs) to evaluate the security of their system. It is not only that more people can contribute
to making the IoT products more secure, but also more people can now use a security tool to
understand what it means for a product to be secured and how to achieve that.

7.1 Related Work
7.1.1 NOR-STA

NOR-STA (also called trust cases) is an argumentation tool to support compliance, assurance
and security cases [7]. During the assessment, the assessor can assign the Confidence and
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Decision parameters to build confidence. Confidence and decision are the qualitative scales
where confidence shows the degree of confidence on the statement, and the decision shows
the degree to which the statement is acceptable. These scales are later aggregated to provide
overall confidence and decision of the whole assessment. The argumentation model they use is
called trust-IT model and is based on Toulmin’s argument model. The aggregation of confi-
dence and decision parameters are based on Dempster-Shafer theory. The tool is sophisticated
and has many features that we wanted for security classification method (e.g., argumentation
model, confidence parameters, aggregation mechanisms etc.). However, we could not use it to
implement security classification methods for the following reasons:

1. Limited to compliance against strict predefined requirements

In order to use the tool, the security requirements, along with detailed security function-
alities, should be clearly defined before the assessment. After that, one can argue whether
the security requirement is fulfilled or not. Thus, it can only be used against compliance
requirements which are strictly defined beforehand. However, the security classification
methodology is more flexible and cannot be restricted to the security functionalities be-
fore the assessment. Of course, we can set the goal class in the beginning. However,
there are multiple ways to reach the given class by controlling impacts, connectivity and
protection mechanism parameters. Thus, to be able to use this tool, one must define each
alternative as templates and then have to assess each of the templates to find where the
system under evaluation fits. Thus, NOR-STA is not practical for security classification
method where one can reach the same level of security class using several alternatives.

2. Scaling function

NOR-STA specifies confidence parameters based on Dempster-Shafer theory. Thus, it
assigns belief and plausibility parameters for each argument and aggregates them to
obtain overall belief and plausibility. However, users cannot assign this scale themselves.
Instead, they use so-called VAA approach where the user assigns the confidence using
linguistic decision and confidence scale, which is then converted into belief and plausibility
for aggregation. The aggregated belief and plausibility is converted back to aggregated
confidence and decision scale. To perform these conversions, they use a scaling function
which they claim was obtained from the experimental evaluation. However, they do not
specify what value to use for parameters for conversion, and thus the tool acts as a black
box, and the results cannot be replicated without using the tool. Since the scaling function
results were not transparent, the values for parameters to calculate scaling function may
depend on the domain of assessment or entirely on experts. Thus, NOR-STA did not fit
our needs.

3. Aggregation of confidence parameters

NOR-STA specifies different aggregation rules for beliefs. In some rules, it considers the
weighted mean approach for Complimentary arguments. However, the weighted mean ap-
proach is not sensitive to extreme lower values. Similarly, in SC and NSC arguments, the
aggregated result is obtained by multiplying individual beliefs. That means the resulting
belief will always diminish even though more pieces of is added to support the claim.
Thus, we propose to use the Multi-Metrics approach for aggregation, which NOR-STA
does not support.
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7.1.2 Certware and other Eclipse plugins

Certware is an open-source eclipse plugin-based tool from NASA [3]. It supports the develop-
ment of safety, assurance and dependability cases 28%°. One of our interests were the creation
of argumentation model using GSN diagrams. However, Certware is also not feasible for imple-
menting security classification because they also fit the strict requirements to perform compli-
ance. For flexible requirements such as in security classification, it requires generating several
templates which is not feasible. However, the generation of diagrams from the assessment is
useful and can be one of the parts of the tool-chain.

Some examples of similar open-source tools for building cases using GSN diagrams are D-
case editor 3 and Acedit 3'. No changes have been found in the source code of these tool in
recent years.
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Final Feedback

Please spend 5-10 min to give us some general feedback about the Security
Classification methodology and this proof-of-concept tool that implements it

How easy did you find the overall methodology to
apply?
Easy

© Moderate

Some of the terminalogy that was used is unknown e.g. Belief

Difficult

Very difficult

How much expertise do you think is needed to use
this methodology, through this tool?

Security Expert

Developer

° One with some understanding of loT systems and security

Once you get familiar with the terminolagy it is pretty straight forward

Rank the SECURITY SKILS that you have (or the
skils of the WHOLE TEAM that worked on this
clasification exercise).

' ’ E ! ’

No security skils High security expertise

Is anything MISSING from this tool ? Anything that
you wished/expected to have in the tool ?

Weights classifications are difficult 10 do If you're not an expert. Some help with thal would be
helpful

Manual / Help usage: Rate how easy/difficult it was to
find the information that you needed in the Manual
side-panel of the tool.

Not easy at al Vary sasy
MI‘( Submit >

Figure 9: Snapshot of five of the questions from the survey.
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23 clicks (0.80%)

Figure 10: Snapshot taken on the admin-side of Hotjar, showing a heatmap.
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Figure 11: Snapshot taken on the admin-side of Hotjar, showing an incoming feedback.
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SHOW RESULTS FOR:

In which of the DevOps phases do you think this security classification tool (or parts of it) can be used ? v

% OF % OF
#~ ANSWER COUNT RESPONDENTS ANSWERS
A PLANNING 3 60% 33.3%
B CREATING 1 20% 1M1.1%
C TESTING 2 40% 22.2%
D PACKAGING 1 20% 11.1%
E RELEASE 1 20% 11.1%
F CONFIGURATIONS 0 0% 0%
G MONITORING 0 0% 0%
H Other 1 20% 1M.1%

9 answers from 5 respondents.

Figure 12: Survey answer on the usability of the tool in different phases.
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